50, will be treated as malpractice.

Important Note : 1. On completing your answers, compulsorily draw diagonal cross lines on the remaining blank pages.
2. Any revealing of identification, appeal to evaluator and /or equations written g, 42+8
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3‘3;;{;11% Semester B.E. Degree Exammatl

Max, Marks: 80

Note: Answer any FIVE full questions, clivosing ONE full question ram each module,

‘Module-1
a. What do you mean by cybel attack’? List and explam mam motwes of launching cyber
attacks. (08 Marks)
b. Using Extended Fuclidean a}gorlthm find the inverse of 12 modulo 79. (08 Marks)
OR
a. Design known plain test'attack to obtain the key used in the Vigenere cipher. (08 Marks)
b. Consider a Hill mpher m = 3 (block size = 3) w1th key k shown below:

2537

(i) What is the cipher text corresp

(i) What is the plain text conrespondmg to the mpherte (08 Marks)
Module-2
a. List and explain RSA opea itions._ ‘ (08 Marks)

b. The modulus in a toy 1mplementat10n of RS A
(i) What is the smallest value of

decryption: key‘7
(i) For the: computed encrypti ey and plalntext = -127 what is the corresponding
cipher text‘? ' (08 Marks)

a. In what'way are the ploperties of the cryptographic hash — the one way property and
collision resistance relevant:to the security provxded by the MAC? Explain. (08 Marks)
Qnsxdm the digital signature created us:ﬁg he Signer’s private key oper atlon but without
he hash function ie. ;gn(m) Ea pr(m)s

w. a forged 51gnature ‘may be created using this definition of a digital

signature. (08 Marks)
= Module-3
a. What do you mean key management? Explain the fields of an X.509 certificate. (06 Marks)
b. List and explain PKI Axchltectures (06 Marks)
¢. Define Dictionary Attac_:_lgg, TExplain Attack types. (04 Marks)
a. Design the Needham — Schroeder protocol, (06 Marks)
. Define Kerberos. Explain Kerberos message sequence. (05 Marks)
¢. Explain SSL:Record Layer Protocol. {05 Marks)
e 1 of2
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Module-4 e B
Explain how each key in 802.11i was derived and where it is used. (06 Marks)
Define Firewall. List and explain main functions-of a firewall. {06 Marks)
Classify Intrusion Detection Systems based on:theirfunctionality. {04 Marks)

What is the role of a Bloom Filter in pac¢ geing? L {04 Marks)
Define SOAP. Explain SOAP messages in HTTP packets. (08 Marks)
Demonstrate WS-Trust relationshxp between entities invo lved in mternatmnal trade.
{04 Marks)
. Moadule-5
List and explain IT act aim and objectives. (04 Marks)
Explain (i) Secure electronic record  (ii) Secu dlgltai signature (04 Marks)
List and explain Functitns of a controller. (08 Marks)
o By OR..
List and explam offences with reference to computer system. (06 Marks)
When networlk service providers not to be liable under IT Act? Explam. (04 Marks)

What are. mlsceiianeous provisions of IT Act? Explain. (06 Marks)
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