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Answer any FIVE FULL Questions MARKS CO RBT 

Q1. Explain DES with neat block diagrams. 

 

Diagrams (2+4=6M) Explanation (4M) 

 

 

 

[10] CO1 L2 



 

 

 
Q2. Apply Chinese Remainder Theorem for following input, 

      x≅2(mod3),x≅2(mod4),x≅1(mod5) 
M1,M2,M3- (3 M), Inverses (4M), Final calculation (3M) 

[10]     CO1 L3 



 

 
Q3. a. Apply Euclid’s algorithm to calculate gcd(161,112).  

Each step carries 1 Mark. 

 
 

[05]     CO1 L3 

  b. Explain phishing, DoS. 

Phishing – (2.5M)   DoS-(2.5M) 

 

 

[05] CO1 L2 

Q4. Explain Guiding Principles of security. [10]          CO1 L2 



 

 

 



 

 
Q5. a. Write difference between secret key cryptography and public key cryptography. 

SKC –(2.5 M)  PKC-(2.5M) 

 

[5] CO1 L2 



 

 
 b. Explain PKCS 

 

[5] CO2 L2 

Q6. a. Explain different substitution ciphers. 

Caesar – 2M, Vigenere- 1.5 M, Hill- 1.5M 

 

[5] CO2 L2 



 

 

 

 
 

 b. Apply extended Euclid’s algorithm to calculate inverse of 12 modulo 79. [5] CO2 L3 



 

 
Q7. a. State properties of Rings ,Fields and Groups with example. 

Groups(4M) , ring(3M), field (3M) 

 

[10] CO1 L2 



 

 
Q8. Apply RSA to encrypt 00111011 and generate cipher text, and further derive the plain text with 

decryption. Consider P=3,q=11. 

Encryption (5M),  Decryption (5M) 

 

[10] CO2 L3 



 

 

 

 

 


