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Explain in details the different security attacks? What are the difference between Active

and Passive attacks
Security Attacks:
Security attacks, used both in X.800 and RFC 2828, are classified as
a) passive attacks b)active attacks.
[Definition with types and diagram ] 3M
A passive attack attempts to learn or make use of information from the system but does not
affect system resources.
Two types of passive attacks are release of message contents and tr affic analysis.
1) Release of message Contents

reac contents of
message from Boh
Lo Alice

>
Internst ar
other comms facility

2) Trafficanalysis.

Carth

react cantents of
message from Boo
Lo Alice

Darth

.
|'? "j[ E;' Internet ot
Bob
[Definition with types and diagrams| 5M

» Active attacks involve some modification of the data stream or the creation of a
false stream and can be subdivided into four categories: masquerade, replay,
modification of messages, and denial of service.

» A masquerade takes place when one entity pretends to be a different entity A
masquerade attack usually includes one of the other forms of active attack.
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Darih Message from Darthy
that appears 1o be
from Bub

vand Masguerade

» Replay involves the passive capture of a data unit and its subsequent
retransmission to produce an unauthorized effect

Capture message from

» Alice; later
y message o Alice

Internet or —
other comms facility : _— -
Alice

1h) Replay

» Modification of messages simply means that some portion of a legitimate
message is altered, or that messages are delayed or reordered, to produce an
unauthorized effect.

Darth modifies
message from Bob
to Alice

Darth

Internet or
other comms facility

Alice

(¢) Modification of messages

» The denial of service prevents or inhibits the normal use or management
of communications facilities .This attack may have a specific target. Another
form of service denial is the disruption of an entire network—either by
disabling the network or by overloading it with messages so as to degrade
performance.

-

Darth

Darth disrupts service
pravided by server

Internet or
other comms Facility

Server

(d) Denial of service




[Difference between Active and Passive attacks Mention any Two] 2M

Passive Attacks

Active attacks

It isindirect attack

It isdirect attack

Very difficult to detect because they do
not involve any alteration of data

Comparatively not very difficult to
detect

Measures are available to prevent their
success, usually by means of
encryption

Quite difficult to prevent absolutely
because it requires physical protection
of al communication facilities and
paths at all times

Involves eavesdropping on, or
monitoring of, transmission

Involve some modification of the
data stream or the
creation of afalse stream

Two types 2> release of
message contents and traffic
analysis

Four categories 2 masquerade,
replay, modification of messages and
denial of service

Goal > prevention rather than
detection

Goal > detect and recover from
any disruption or delays caused by
them

Explain the Security Services and Mechanismsw.r.t X.800

[Thereare 5 Security Service each Carrie 1IM]

5*1=5M
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Table 1.2 Security Services (2.8}

AUTHENTICATION

The assurance thal the communicating entity is the
one that it claims to be.

Peer Entity Authentication

Used in association with a logical connection to
provide confidence in the identity of the entities
connected.

Drata-Origin Authentication
In a connectionless transfer, provides assurance that
the source of received data is as claimed.

ACCESS CONTROL

The prevention of unauthorized use of a resource

(i.e., this service controls who can have access 1o a
resource, under what condilions access can oceur,

and what those accessing the resource are allowed
Lo do).

DATA CONFIDENTIALITY

The protection of data from unauthorized
disclosure.

Connection Confidentiality
The protection of all user data on a connection.

Connectionless Co
The protection of all user data in a single data block.

Selective-Field Confidentiafiiy
The confidentiality of selected felds within the user
data on a conneéction or in a single data block.

TrafMc-Flow Confidentiality
The protection of the information that might be
derived from observation of traffic Mows.

DATA INTEGRITY

The assurance that data received are exactly as
sent by an authorized entily {i.e., contain no
modification, insertion, deletion, or replay).

Connection Integrity with Recovery
Provides for the integrity of all user data on a

connection and detects any modification, insertion,
deletion, or replay of any data within an entire data
sequence, with recovery attempted.

Connection Integrity withomt Recovery
As above, bt provides only detection without recovery.

Selective-Field Connection

Provides for the integrity of selected fields within the
user data of a data block transferred over a connec-
tion and takes the form of determination of whether
the selected fields have been modified, inserted,
deleted, or replayed.

Connectionless Integrity

Provides for the inlegrity of a single connectionless
data block and may take the form of detection of
data modification. Additionally, a limited form of
replay detection may be provided.

Selective-Field Connectionless Inteprity

Provides for the integrity of selected Oelds within a single
connactionless data block: takes the form of determina-
Lion of whether the seleclad fields hive been modified.

NONREFPUDIATION
Provides prolection against denial by one of the
entities involved in a communication of having
participated in all or part of the communication.

MNonrepudiation, Origin
Proof that the messape was senl by the specified party.

MNonrepudiation, Destination
Proof that the message was received by the specified

party.

There are 5 Security Mechanism each Carrie 1M]

5*1=5M




Table 1.3 Security Mechanisms (X.800)

SPECIFIC SECURITY MECHANISMS
May be incorporated into the appropriate protocol
layer in order to provide some of the OSI security
services.

Endipherment

The use of mathematical algorithms (o transform
dala into a form thal is not readily intelligible. The
transformation and subsequent recovery of the
dala depend on an algorilthm and zero or more
encryption keys.

Digital Signature

Data appended Lo, or a cryplographic transformation
oL a data unil that allows a recipient of the dala unit
lo prove the source and integrity of the data unit and
protect against forgery (e.g., by the recipient).

Awccess Control
A variely of mechanisms that enforce access rights Lo
resources.

Data Integrity
A variety of mechanisms used to assure the integrity
of a data unil or stream of dala unils

Authentication Exchange
A mechanism intended Lo ensure the identity of an
enlity by means of information exchange.

Traffic
The insertion of bits into gaps in 2 data stream (o
frustrate traffic analysis attempls.

Routing Control

Enables selection of particular physically secure
routes Tor certain dala and allows routing changes,
especially when a breach ol securily is suspected.

Notarization
The use of a trusted third party Lo assare certain

properties ol a dala exchange.

PERVASIVE SECURITY MECHANISMS

Mechanisms that are not specific Lo any particular
OSI security service or protocol laver.

Trusted Functiomality
That which is perceived Lo be correct with respect to
some crileria (e.g.. as established by a security policy).

Security Label
The marking bound 10 a resource (which may be a
data unit) that names or designates the security
atiribules of thal resource.

Event Detection
Detection of securily-relevant evenls.

Securiny Awdit Trail

Data collected and potentially used 1o facilitate a
securily audil, which is an independent review and
examination of system records and activities.

Secaurity Recovery

Dieals wilh requests from mechanisms, such as event
handling and management functions, and Lakes
recovery aclions

With the neat diagram explain the Kerberosversion 4 message exchanges
KERBEROS

Kerberos is a key distribution and user authentication service developed at MIT. In
particular, the following three threats exist:

[Definition 2 M]

1. A user may gain access to a particular workstation and pretend to be another user
operating from that workstation.

2. A user may alter the network address of a workstation so that the requests sent from the
altered workstation appear to come from the impersonated workstation.

3. A user may eavesdrop on exchanges and use a replay attack to gain entrance to a server
or to disrupt operations. Kerberos provides a centralized authentication server whose
function is to authenticate users to servers and servers to users. Kerberos relies exclusively
on symmetric encryption, making no use of public-key encryption.

Kerberos Version 4

Version 4 of Kerberos makes use of DES, in a rather elaborate protocol, to provide the
authentication service.

% A Simple Authentication Dialogue

v" In an unprotected network environment, any client can apply to any server for service.
v" The obvious security risk is that of impersonation.

v" An opponent can pretend to be another client and obtain unauthorized privileges on
server machines.
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v" To counter this threat, servers must be able to confirm the identities of clients who
request service.

v" An alternative is to use an authentication server (AS) that knows the passwords of all
users and stores these in a centralized database.

(1) C— AS: IDc|Pc|IDy

(2) AS— C: Ticket

(3) C—= V. ID( || Ticket

Ticket = E(K,. [IDc|ADc||IDv])

n this scenario, the user logs on to a workstation and requests access to server V.

= The client module C in the user’s workstation requests the user’s password and then
sends a message to the AS that includes the user’s ID, the server’s ID, and the user’s
password.

= The AS checks its database to see if the user has supplied the proper password for this
user ID and whether this user is permitted access to server V.

= Ifboth tests are passed, the AS accepts the user as authentic and must now convince the
server that this user is authentic.

= Todo so, the AS creates a ticket that contains the user’s ID and network address and
the server’s ID.

= This ticket is encrypted using the secret key shared by the AS and this server.

= This ticket is then sent back to C.

= Because the ticket is encrypted, it cannot be altered by C or by an opponent.

= With this ticket, C can now apply to V for service.

= (Csends amessage to V containing C’s ID and the ticket.

=  Vdecrypts the ticket and verifies that the user ID in the ticket is the same as the
unencrypted user ID in the message.

= [fthese two match, the server considers the user authenticated and grants the
requested service.

[Message Exchange 4M]

Once per user logon session;
(1)C—AS: D¢ | 1D,
(2yAS— C:  E(K,, Tickety,)

Once per type of service:

(3y C—=TGS: IDc|IDy| Ticketg
(H TGS —C: Ticket,

Once per service session:
5y C—V: ID,| Ticket,

Ticketos = BE(Kygs, [ID ¢ | AD ¢ || 1D g

Ticket, = E(K,,[IDc| ADc|iD, | TS

TS, | Lifetimey])
Lifetime;))

[Diagram with Explanation 4 M]




2. AS verifies user's access right in
databasz. creates ticket-zranting ticket
and session key. Results are encrypted
nsing key derived from user's pasewond

Once per
user logon Kerberos
seszion

\ ke Authentication

S \x-:u\"‘:_"«‘,rg&f‘ — sarver (AS)
Py

ogs cn o ‘E‘g//d';_\-,ﬂ

\ =
ion and P
requests service on h(ust./‘/'i'\;“_‘_/‘;.,u:\"\te-
5 ' /\\// Rt oot | a Ticker
e !
) |

l

granting
server (TGS)

~™ Unce per
type of service 4. TGS decrypts ticket and

authenticator, verifies request,

then creates ticket for requested

3. Workstation prompis
user for password and
uzes password to decrypt

incoming message, then server.

sends ticket and

authentivaton (it

contains user's name,

network address, and 6. Servar venfties that

time 1o TGS, Onze per "“w,;.,_‘“—’“.{,,_ = ticket and authenticaior

5. Workstation sends  service session oy T~ match, then grants access

ticket and authenticator [~ = to service. If matual

Wi aeavie —ti authznticzticn is
— required, server retums
! an authenticator.

Figure 4.1 Owvarview of Kerberos

Explain the general format of a X.509 public key certificate
[Diagram with Explanation 4 M+3M]

3 3
Version
Certificate
serial number
Signature -
i Algorithm
algonithm )} et en o e i e
identifier | Parameters =
=
[ssuer name =
g [
. . - .E
Period of Not before el =
validity E Mot after E E
- =
; k3]
Subject name -
Subject’s Algorithms
P L I Parameters
info R R e e e
L Key 1
Issuer unique
identifier
Subject unigue
identifier :
Extensions |
_ ) el g
Signature 4 [~ "7 Parameters e
{ Encrypted hash © g

(a) X.509 certificate

Figure 4.4 X.509 Formats
« Version: Differentiates among successive versions of the certificate format; the default is
version 1. If the Issuer Unique Identifier or Subject Unique Identifier are present, the value must
be version 2. If one or more extensions are present, the version must be version 3.
 Serial number: An integer value, unique within theissuing CA, that is unambiguously
associated with this certificate.
* Signature algorithm identifier: The algorithm used to sign the certificate, together with any
associated parameters. Because this information is repeated in the Signature field at the end of
the certificate, thisfield haslittle, if any, utility.
* Issuer name: X.500 name of the CA that created and signed this certificate.
* Period of validity: Consists of two dates: the first and last on which the certificate is valid.
Subject name: The name of the user to whom this certificate refers. That is, this certificate
certifies the public key of the subject who holds the corresponding private key.
Subject’s public-key infor mation: The public key of the subject, plus an identifier of the
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algorithm for which this key isto be used, together with any associated parameters.

* Issuer uniqueidentifier: Anoptional bit string field used to identify uniquely theissuing CA
in the event the X.500 name has been reused for different entities.

* Subject unique identifier: An optional bit string field used to identify uniquely the subject in
the event the X.500 name has been reused for different entities.
« Extensions: A set of one or more extension fields. Extensions were added in version 3 and are
discussed later in this section.

* Signature: Covers al of the other fields of the certificate; it contains the hash code of the
other fields encrypted with the CA’s private key. This field includes the signature algorithm
identifier.

4b

Explain the different Authentication procedures of X.509
[Diagram with Explanation Each Carries 1IM] 3*1=3M

1. A{ty. 4. IDy, sgnData, E[PU,, K]}

{a) One-way authentication

L Adfty, ry. 1Dy, sgnData, E[PU,, K}

2. Blty, ry. 1Dy, ry, sgnData, E[PU,, K1}

(b) Two-way authentication

1. Afry, ry, 1Dy, sgnData, E[PUy, K]}

2. Btg. 7, Dy, 7, sgnData, E[PU,. Ky,)

A - , B

3 A{rgl

{c) Three-way authentication
aternative authentication procedures:
= One-Way Authentication
=  Two-Way Authentication
=  Three-Way Authentication

All use public-key signatures.
% One-way Authentication

1 message ( A->B) used to establish

0 theidentity of A and that message isfrom A
0 message was intended for B

0 integrity & originality of message

% Two-way Authentication

2 messages (A->B, B->A) which also establishesin addition:
0 theidentity of B and that reply isfrom B

0 that reply isintended for A

0 integrity & originality of reply
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/

s Three-way Authentication

3 messages (A->B, B->A, A->B) which enables above authentication without synchronized

clocks

5a

Describe PGP Message Generation from user A and user B with a block

schematic diagram?
[Diagram with Explanation of steps4M+2M]

PGP message enevalion

-
Passphrase

Public ey ing

=[]

| Key ID

Private-key ring

D, Scka i T ] Enerypted

private key

Key 1D

Public key

Signature

@ Me;:age

Message ) t message
Encrypled
signanare
+ message
Figure 55 PGP Message Generation {from User A to User B:no ion or radix 64 conversion)
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¢ Encyfling the mess.
a) PP aem-emtg ao_?:e‘;&wn r’:.ean and e.nflmd?h
“the meélﬁa-ate, | |
/
b,) PE)P a'a-f'-;r{g\,r;g ‘Hle’ Y’E’C._I/DJQML.{ 7:be1£-. hﬂ{? 7’??»'\’,
tr @ fHHtc—Jc-zJ ?’”’\? L{_H”? her— userid

AA aOw .“I’Ld&x R

¢) Mre gesRion foy @rmponent 4 tre Mesoge
)r)s @Mmued.ﬁ FJ ? Oj

5b

What is SSMIME? Mréntions the functions provided by SSMIME
[Definition carries 1M 1M

o s
175 Recur] E“MVKCﬂm{Mr’
slmimE. B 4 4(7
_ o + A
:)f:; MM E [nternet il _f_owo\] HIKQL;;}JK

Lgesl on teckrelogy from RSA dat

Securl

M Ne

el?'hﬁ."rjg ag ‘the ]nfﬂua&ﬁ;ﬁ 5"‘0!‘\4_9“5?;

bg}m;m}f will
an;m*}#owaJ use

—fm commeveral and M'a
y [+ ) T Qrgt)ﬂg}
> PGP wil yemain the Cholee ‘;ED 7’

é"h‘?a!l S‘{fuwhj —fo-r maha‘ UALTS

[Mention any 3 Functjbn each carr'ies 1M] ' 3*1=3M
& sMimE Yovicles ~the = NI otie
} :P cles _JLDH 9 —fw: { ‘ns i

f"“'?Envpfopeof Dot @ ConziRds Dﬂf ﬂ-r\c:?nd})kd C{M\\Lf'wfg
@e:md- ucwﬁp;ed Ae33lon keaefs —}ev ‘b‘?c.rfafzn"f’/f_
- S’rah&d Data! -H d(g!‘%ﬁf S!?’ha'f‘wra 14 7ﬂasm«eaf 17
whatrma “the megga(?e Qges + cjl ~the. (ondlent
Jo be f;amed g them e_ncmfph #\3, Mrood e
W Ha the F‘rrmk ﬁ:eif o e Stgme T,
= clear-signed Data: Slgned  but rot anc:aw;-led_
U
- iiaﬂ and Ehveropeof Data' Rigned-only and
@ e MnCw F{.o_dh. ﬁ“la‘ ontHHer naa LDG’. ﬂe(&“{‘ef\e.; <o Hrea
c:hf—wﬁlj}e‘q‘ data ma be =y ed awd £l “e of
alate O f—!e.qr~&13nepf At i be uc?ﬁ‘f:ﬂd.
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What are the five principal services provided by PGP? Explain the operationa
description of PGP?

[Diagram with Explanation 5 Operation each Carries2M] 5*2=10M
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1. AuthenTtCation
2. ‘
Conjicdzntialy 7

2. (:@.MF’;;'(-’S(‘S? 0¥ .
T . onaat
4. ¢ C,om}boﬁb!(!?

= S“earww_w’?l“a Hon




E{FR,, H(M)
e

A

Sourc

{c) Confidentiality and authentication
Figwe 51 PGP Cryptographic Functions

£

(i) Authentication only
!, (&) Confidentiality only

135
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Define IP Security ? With neat diagram and Mention the benefits of 1PSec
[Diagram with Explanation Carries2M]

2M
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L

User system
with IPscc

15 Per Secnre TP
Header | Header Payload

Public (Internet)
or Private
Network

Ethernet
switch

Ethernet
switch |

P i

Payload

Networking device
with [Psec

Networking device
with [Psec

Figure 8.1 An IP Security Scenario

[Mention any 3 Benefits each carries 1M ] 3*1=3M

e When IPsec is implemented in a firewall or router, it provides strong security that can be
applied to all traffic crossing the perimeter.

e [Psec in a firewall is resistant to bypass if all traffic from the outside must use IP and the
firewall is the only means of entrance from the Internet into the organization.

¢ [Psec is below the transport layer (TCP, UDP) and so is transparent to applications.

e [Psec can be transparent to end users. There is no need to train users on security
mechanisms, issue keying material on a per-user basis, or revoke keying material when
users leave the organization.

« [Psec can provide security for individual users if needed.

7b

Define Security Associations? And explain the SA parameters

[Definition carries 1M 1M
An association is a one-way logical connection between a sender and a receiver that affords
security servicesto the traffic carried onit.

[Mention any 8 paramter each carries 0.5M] 8*0.5=4M

Security Association Database (SA Parameter)

A security association is normally defined by the following parameters in an SAD entry. o
Security Parameter Index: A 32-bit value selected by the receiving end of an SA to
uniquely identify the SA.

e Sequence Number Counter: A 32-bit value used to generate the Sequence Number field
in AH or ESP headers.

e Sequence Counter Overflow: A flag indicating whether overflow of the Sequence
Number Counter should generate an auditable event and prevent further transmission of
packets on this SA

o Anti-Replay Window: Used to determine whether an inbound AH or ESP packet is a
replay.

e AH Information: Authentication algorithm, keys, key lifetimes, and related parameters
being used with AH

e ESP Information: Encryption and authentication algorithm, keys, initialization values,
key lifetimes, and related parameters being used with ESP

« Lifetime of this Security Association: A time interval or byte count after which an SA
must be replaced with a new SA or terminated, plus an indication of which of these actions
should occur.

« IPsec Protocol Mode: Tunnel, transport, or wildcard.

e Path MTU: Any observed path maximum transmission unit and aging variables

[05]

CO6

L2




