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1 Explain the different categories of digital signature. 10 CO5 L2 
2 With neat diagrams, briefly explain the types of firewalls. 10 CO3 L2 

3 Explain different types of firewall configurations. 10 CO3 L3 
4 Explain the SSL architecture. 10 CO6 L3 

5 Explain briefly about Trojan horse Defense. 10 CO6 L3 

6 Write short notes on-Data access control and concept of trusted systems. 10 CO4 L2 

7 Briefly explain the key requirements and features of SET. 10 CO3 L2 
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Note: Answer any five full questions. 

  
  
1 Explain the different categories of digital signature. 
 A variety of approaches has been proposed for the digital signature function. 

These approaches fall into two categories: direct and arbitrated. 

 

Direct Digital Signature 

The direct digital signature involves only the communicating parties (source, 

destination). It is assumed that the destination knows the public key of the 

source. A digital signature may be formed by encrypting the entire message 

with the sender's private key (Figure 1a) or by encrypting a hash code of the 

message with the sender's private key (Figure 1b). 

 

Confidentiality can be provided by further encrypting the entire message plus 

signature with either the receiver's public key (public-key encryption) or a 

shared secret key (symmetric encryption); for example, see Figures 1c and 1 d. 

Note that it is important to perform the signature function first and then an 

outer confidentiality function. In case of dispute, some third party must view 

the message and its signature. If the signature is calculated on an encrypted 

message, then the third party also needs access to the decryption key to read the 

original message. However, if the signature is the inner operation, then the 

recipient can store the plaintext message and its signature for later use in 

dispute resolution. All direct schemes described so far share a common 

weakness. The validity of the scheme depends on the security of the sender's 

private key. If a sender later wishes to deny sending a particular message, the 

sender can claim that the private key was lost or stolen and that someone else 

forged his or her signature. Administrative controls relating to the security of 

private keys can be employed to thwart or at least weaken this ploy, but the 

threat is still there, at least to some degree. One example is to require every 

signed message to include a timestamp (date and time) and to require prompt 

reporting of compromised keys to a central authority. Another threat is that 

some private key might actually be stolen from X at time T. The opponent can 

then send a message signed with X's signature and stamped with a time before 

or equal to T. 

 

Arbitrated Digital Signature 

The problems associated with direct digital signatures can be addressed by 

using an arbiter. As with direct signature schemes, there is a variety of 

arbitrated signature schemes. In general terms, they all operate as follows. 

Every signed message from a sender X to a receiver Y goes first to an arbiter A, 
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who subjects the message and its signature to a number of tests to check its 

origin and content. The message is then dated and sent to Y with an 

indication that it has been verified to the 

satisfaction of the arbiter. The presence of A solves the problem faced by direct 

signature schemes: that X might disown the message. 

 

The arbiter plays a sensitive and crucial role in this sort of scheme, and all 

parties must have a great deal of trust that the arbitration mechanism is 

working properly. The use of a trusted system, described in Chapter 20, might 

satisfy this requirement. Table 13.1, based on scenarios described in [AKL83] 

and [MITC92], gives several examples of arbitrated digital signatures. 

 

In the first, symmetric encryption is used. It is assumed that the sender X and 

the arbiter A share a secret key Kxa and that A and Y share secret key Kay. X 

constructs a message M and computes its hash value H(M). Then X transmits the 

message plus a signature to A. The signature consists of an identifier IDX of X 

plus the hash value, all encrypted using Kxa. A decrypts the signature and 

checks the hash value to validate the message. Then A transmits a message to Y, 

encrypted with Kay. The message includes IDX, the original message from X, the 

signature, and a timestamp. Y can decrypt this to recover the message and the 

signature. The timestamp informs Y that this message is timely and not a 

replay. Y can store M and the signature. In case of dispute, Y, who claims to 

have received M from X, sends the following message to A: 

 

Figure 1 Basic uses of Message Encrption. 

  

2 With neat diagrams, briefly explain the types of firewalls. 

 Types of Firewalls 

Figure 2 illustrates the three common types of firewalls: packet filters, 



Solution for Improvement test Network Security 10EC832 

Dept. of ECE, CMRIT  Page 3 

Solutions by Harsha B. K. 

 

application-level gateways, and circuit-level gateways. each of these are as 

follows. 

 

 

Fig 2 Firewall Types 

Packet-Filtering Router 

A packet-filtering router applies a set of rules to each incoming and outgoing 

IP packet and then forwards or discards the packet. The router is typically 

configured to filter packets going in both directions (from and to the internal 

network). Filtering rules are based on information contained in a network 

packet: 

 

 Source IP address: The IP address of the system that originated the IP 

packet (e.g., 192.178.1.1) 

 Destination IP address: The IP address of the system the IP packet is 

trying to reach (e.g., 192.168.1.2) 

 Source and destination transport-level address: The transport level (e.g., 

TCP or UDP) port number, which defines applications such as SNMP or 

TELNET 

 IP protocol field: Defines the transport protocol 

 Interface: For a router with three or more ports, which interface of the 

router the packet came from or which interface of the router the packet is 

destined for 

The packet filter is typically set up as a list of rules based on matches to fields in 

the IP or TCP header. If there is a match to one of the rules, that rule is invoked 

to determine whether to forward or discard the packet. If there is no match to 

any rule, then a default action is taken. Two default policies are possible: 

 Default = discard: That which is not expressly permitted is prohibited. 

 Default = forward: That which is not expressly prohibited is permitted. 

The default discard policy is more conservative. Initially, everything is blocked, 

and services must be added on a case-by-case basis. This policy is more visible 

to users, who are more likely to see the firewall as a hindrance. The default 
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forward policy increases ease of use for end users but provides reduced security; 

the security administrator must, in essence, react to each new security threat as 

it becomes known. 

 

 

A. Inbound mail is allowed (port 25 is for SMTP incoming), but only to a 

gateway host. However, packets from a particular external host, SPIGOT, 

are blocked because that host has a history of sending massive files in e-

mail messages. 

B. This is an explicit statement of the default policy. All rule sets include 

this rule implicitly as the last rule. 

C. This rule set is intended to specify that any inside host can send mail to 

the outside. A TCP packet with a destination port of 25 is routed to the 

SMTP server on the destination machine. The problem with this rule is 

that the use of port 25 for SMTP receipt is only a default; an outside 

machine could be configured to have some other application linked to 

port 25. As this rule is written, an attacker could gain access to internal 

machines by sending packets with a TCP source port number of 25. 

D. This rule set achieves the intended result that was not achieved in C. The 

rules take advantage of a feature of TCP connections. Once a connection 

is set up, the ACK flag of a TCP segment is set to acknowledge segments 
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sent from the other side. Thus, this rule set states that it allows IP packets 

where the source IP address is one of a list of designated internal hosts 

and the destination TCP port number is 25. It also allows incoming 

packets with a source port number of 25 that include the ACK flag in the 

TCP segment. Note that we explicitly designate source and destination 

systems to define these rules explicitly. 

E. This rule set is one approach to handling FTP connections. With FTP, two 

TCP connections are used: a control connection to set up the file transfer 

and a data connection for the actual file transfer. The data connection 

uses a different port number that is dynamically assigned for the 

transfer. Most servers, and hence most attack targets, live on low-

numbered ports; most outgoing calls tend to use a higher-numbered 

port, typically above 1023. Thus, this rule set allows. 

o Packets that originate internally 

o Reply packets to a connection initiated by an internal machine 

o Packets destined for a high-numbered port on an internal machine. 

  

3 Explain different types of firewall configurations. 
 Firewall Configurations 

In addition to the use of a simple configuration consisting of a single system, 

such as a single packet-filtering router or a single gateway (Figure 3.1), more 

complex configurations are possible and indeed more common. Figure 3.2 

illustrates three common firewall configurations. We examine each of these in 

turn. 

 

In the screened host firewall, single-homed bastion configuration (Figure 3.1), 

the firewall consists of two systems: a packet-filtering router and a bastion host. 

Typically, the router is configured so that. 

 

1. For traffic from the Internet, only IP packets destined for the bastion host 

are allowed in. 

 

2. For traffic from the internal network, only IP packets from the bastion 

host are allowed out. 

 

The bastion host performs authentication and proxy functions. This 

configuration has greater security than simply a packet-filtering router or an 

application-level gateway alone, for two reasons. First, this configuration 

implements both packet-level and application-level filtering, allowing for 

considerable flexibility in defining security policy. Second, an intruder must 

generally penetrate two separate systems before the security of the internal 

network is compromised. This configuration also affords flexibility in providing 

direct Internet access. For example, the internal network may include a public 

information server, such as a Web server, for which a high level of security is not 

required. In that case, the router can be configured to allow direct traffic 

between the information server and the Internet. 
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In the single-homed configuration just described, if the packet-filtering router 

is completely compromised, traffic could flow directly through the router 

between the Internet and other hosts on the private network. The screened host 

firewall, dual-homed bastion configuration physically prevents such a security 

breach (Figure 3.2b). The advantages of dual layers of security that were 

present in the previous configuration are present here as well. Again, an 

information server or other hosts can be allowed direct communication with 

the router if this is in accord with the security policy. 

 

The screened subnet firewall configuration of Figure 3.3 is the most secure of 

those we have considered. In this configuration, two packet-filtering routers 

are used, one between the bastion host and the Internet and one between the 

bastion host and the internal network. This configuration creates an isolated 

subnetwork, which may consist of simply the bastion host but may also include 

one or more information servers and modems for dial-in capability. Typically, 

both the Internet and the internal network have access to hosts on the screened 

subnet, but traffic across the screened subnet is blocked. This configuration 

offers several advantages:  

 There are now three levels of defense to thwart intruders. 

 The outside router advertises only the existence of the screened subnet to 

the Internet; therefore, the internal network is invisible to the Internet. 

 Similarly, the inside router advertises only the existence of the screened 

subnet to the internal network; therefore, the systems on the inside 

network cannot construct direct routes to the Internet. 
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Figure 3  Firewall Configurations 

  

4 Explain the SSL architecture. 
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 SSL Architecture 

SSL is designed to make use of TCP to provide a reliable end-to-end secure 

service. SSL is not a single protocol but rather two layers of protocols, as 

illustrated in Figure 4. 

The SSL Record Protocol provides basic security services to various higher-layer 

protocols. In particular, the Hypertext Transfer Protocol (HTTP), which provides 

the transfer service for Web client/server interaction, can operate on top of SSL. 

Three higher-layer protocols are defined as part of SSL: the Handshake 

Protocol, The Change Cipher Spec Protocol, and the Alert Protocol. These SSL-

specific protocols are used in the management of SSL exchanges and are 

examined later in this section. 

Two important SSL concepts are the SSL session and the SSL connection, which 

are defined in the specification as follows:  

 Connection: A connection is a transport (in the OSI layering model 

definition) that provides a suitable type of service. For SSL,such 

connections are peer-to-peer relationships. The connections are 

transient. Every connection is associated with one session. 

 Session: An SSL session is an association between a client and a server. 

Sessions are created by the Handshake Protocol. Sessions define a set of 

cryptographic security parameters, which can be shared among multiple 

connections. Sessions are used to avoid the expensive negotiation of new 

security parameters for each connection. 

 

Between any pair of parties (applications such as HTTP on client and server), 

there may be multiple secure connections. In theory, there 

may also be multiple simultaneous sessions between parties, but this feature is 

not used in practice. 

 

There are actually a number of states associated with each session. Once a 

session is established, there is a current operating state for both read and write 

(i.e., receive and send). In addition, during the Handshake Protocol, pending 

read and write states are created. Upon successful conclusion of the Handshake 

Protocol, the pending states become the current states. 

A session state is defined by the following parameters (definitions taken from 

the SSL specification): 

 Session identifier: An arbitrary byte sequence chosen by the server to 

identify an active or resumable session state. 

 Peer certificate: An X509.v3 certificate of the peer. This element of the 

state may be null. 

 Compression method: The algorithm used to compress data prior to 

encryption. 

 Cipher spec: Specifies the bulk data encryption algorithm (such as null, 

AES, etc.) and a hash algorithm (such as MD5 or SHA-1) used for MAC 

calculation. It also defines cryptographic attributes such as the 

hash_size. 

 Master secret: 48-byte secret shared between the client and server. 

 Is resumable: A flag indicating whether the session can be used to 
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initiate new connections. 

 

A connection state is defined by the following parameters: 

 Server and client random: Byte sequences that are chosen by the server 

and client for each connection. 

 Server write MAC secret: The secret key used in MAC operations on data 

sent by the server. 

 Client write MAC secret: The secret key used in MAC operations on data 

sent by the client. 

 Server write key: The conventional encryption key for data encrypted by 

the server and decrypted by the client. 

 Client write key: The conventional encryption key for data encrypted by 

the client and decrypted by the server. 

 Initialization vectors: When a block cipher in CBC mode is used, an 

initialization vector (IV) is maintained for each key. This field is first 

initialized by the SSL Handshake Protocol. Thereafter the final ciphertext 

block from each record is preserved for use as the IV with the following 

record. 

 Sequence numbers: Each party maintains separate sequence numbers for 

transmitted and received messages for each connection. When a party 

sends or receives a change cipher spec message, the appropriate sequence 

number is set to zero. Sequence numbers may not exceed 2
64-1. 

 

Figure 4 SSL architecture 

  

5 Explain briefly about Trojan horse Defense. 
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 Trojan Horse Defense 

One way to secure against Trojan horse attacks is the use of a secure, trusted 

operating system. Figure 5 illustrates an example. In this case, a Trojan horse is 

used to get around the standard security mechanism used by most file 

management and operating systems: the access control list. In this example, a 

user named Bob interacts through a program with a data file containing the 

critically sensitive character string "CPE170KS." User Bob has created the file 

with read/write permission provided only to programs executing on his own 

behalf: that is, only processes that are owned by Bob may access the file. 

 

The Trojan horse attack begins when a hostile user, named Alice, gains 

legitimate access to the system and installs both a Trojan horse program and a 

private file to be used in the attack as a "back pocket." Alice gives read/write 

permission to herself for this file and gives Bob write-only permission (Figure 

5a). Alice now induces Bob to invoke the Trojan horse program, perhaps by 

advertising it as a useful utility. When the program detects that it is being 

executed by Bob, it reads the sensitive character string from Bob's file and 

copies it into Alice's back-pocket file (Figure 5b). Both the read and write 

operations satisfy the constraints imposed by access control lists. Alice then has 

only to access Bob's file at a later time to learn the value of the string. Now 

consider the use of a secure operating system in this scenario (Figure 5c). 

Security levels are assigned to subjects at logon on the basis of criteria such as 

the terminal from which the computer is being accessed and the user involved, 

as identified by password/ID. In this example, there are two security levels, 

sensitive and public, ordered so that sensitive is higher than public. Processes 

owned by Bob and Bob's data file are assigned the security level sensitive. 

Alice's file and processes are restricted to public. If Bob invokes the Trojan horse 

program (Figure 5d), that program acquires Bob's security level. It is therefore 

able, under the simple security property, to observe the sensitive character 

string. When the program attempts to store the string in a public file (the back-

pocket file), however, it is violated and the attempt is disallowed by the 

reference monitor. Thus, the attempt to write into the back-pocket file is denied 

even though the access control list permits it: The security policy takes 

precedence over the access control list mechanism. 
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Figure 5 Trojan Horse and Secure Operating System 
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6 Write short notes on-Data access control and concept of trusted systems. 
 The Concept of Trusted Systems 

Much of what we have discussed so far has been concerned with protecting a 

given message or item from passive or active attacks by a given user. A 

somewhat different but widely applicable requirement is to protect data or 

resources on the basis of levels of security. This is commonly found in the 

military, where information is categorized as unclassified (U), confidential 

(C), secret (S), top secret (TS), or beyond. This concept is equally applicable in 

other areas, where information can be organized into gross categories and 

users can be granted clearances to access certain categories of data. For 

example, the highest level of security might be for strategic corporate planning 

documents and data, accessible by only corporate officers and their staff; next 

might come sensitive financial and personnel data, accessible only by 

administration personnel, corporate officers, and so on. When multiple 

categories or levels of data are defined, the requirement is referred to as 

multilevel security. 

The general statement of the requirement for multilevel security is that a 

subject at a high level may not convey information to a subject at a lower or 

non comparable level unless that flow accurately reflects the will of an 

authorized user. For implementation purposes, this requirement is in two parts 

and is simply stated. A multilevel secure system must enforce the following: 

No read up: A subject can only read an object of less or equal security level. This 

is referred to in the literature as the Simple Security Property. 

No write down: A subject can only write into an object of greater or equal 

security level. This is referred to in the literature as the *-Property 

(Pronounced star property). 

 

These two rules, if properly enforced, provide multilevel security. For a data 

processing system, the approach that has been taken, and has been the object of 

much research and development, is based on the reference monitor concept. 

This approach is depicted in Figure 6. The reference monitor is a controlling 

element in the hardware and operating system of a computer that regulates 

the access of subjects to objects on the basis of security parameters of the subject 

and object. The reference monitor has access to a file, known as the security 

kernel database, that lists the access privileges (security clearance) of each 

subject and the protection attributes (classification level) of each object. The 

reference monitor enforces the security rules (no read up, no write down) and 

has the following properties: 

 Complete mediation: The security rules are enforced on every access, not 

just, for example, when a file is opened. 

 Isolation: The reference monitor and database are protected from 

unauthorized modification. 

 Verifiability: The reference monitor's correctness must be provable. That 

is, it must be possible to demonstrate mathematically that the reference 

monitor enforces the security rules and provides complete mediation and 

isolation. 

These are stiff requirements. The requirement for complete mediation means 
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that every access to data within main memory and on disk and tape must be 

mediated. Pure software implementations impose too high a performance 

penalty to be practical; the solution must be at least partly in hardware. The 

requirement for isolation means that it must not be possible for an attacker, no 

matter how clever, to change the logic of the reference monitor or the contents 

of the security kernel database. Finally, the requirement for mathematical 

proof is formidable for something as complex as a general-purpose computer. A 

system that can provide such verification is referred to as a trusted system. 

A final element illustrated in Figure 4 is an audit file. Important security 

events, such as detected security violations and authorized changes to the 

security kernel database, are stored in the audit file. 

In an effort to meet its own needs and as a service to the public, the U.S. 

Department of Defense in 1981 established the Computer Security Center within 

the National Security Agency (NSA) with the goal of encouraging the 

widespread availability of trusted computer systems. This goal is realized 

through the center's Commercial Product Evaluation Program. In essence, the 

center attempts to evaluate commercially available products as meeting the 

security requirements just outlined. The center classifies evaluated products 

according to the range of security features that they provide. These evaluations 

are needed for Department of Defense procurements but are published and 

freely available. Hence, they can serve as guidance to commercial customers for 

the purchase of commercially available, off-the-shelf equipment. 

 

Figure 6 Reference monitor concept 

  
7 Briefly explain the key requirements and features of SET. 

 SET Overview 

A good way to begin our discussion of SET is to look at the business 

requirements for SET, its key features, and the participants in SET transactions. 

 

Requirements 

Book 1 of the SET specification lists the following business requirements for 

secure payment processing with credit cards over the Internet and other 

networks: 

 Provide confidentiality of payment and ordering information: It is 

necessary to assure cardholders that this information is safe and 
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accessible only to the intended recipient. Confidentiality also reduces the 

risk of fraud by either party to the transaction or by malicious third 

parties. SET uses encryption to provide confidentiality. 

 Ensure the integrity of all transmitted data: That is, ensure that no 

changes in content occur during transmission of SET messages. Digital 

signatures are used to provide integrity. 

 Provide authentication that a cardholder is a legitimate user of a credit 

card account: A mechanism that links a cardholder to a specific 

account number reduces the incidence of fraud and the overall cost of 

payment processing. Digital signatures and certificates are used to verify 

that a cardholder is a legitimate user of a valid account. 

 Provide authentication that a merchant can accept credit card 

transactions through its relationship with a financial institution: This is 

the complement to the preceding requirement. Cardholders need to be 

able to identify merchants with whom they can conduct secure 

transactions. Again, digital signatures and certificates are used. 

 Ensure the use of the best security practices and system design techniques 

to protect all legitimate parties in an electronic commerce transaction: 

SET is a well-tested specification based on highly secure cryptographic 

algorithms and protocols. 

 Create a protocol that neither depends on transport security mechanisms 

nor prevents their use: SET can securely operate over a "raw" TCP/IP stack. 

However, SET does not interfere with the use of other security mechanisms, 

such as IPSec and SSL/TLS. 

 Facilitate and encourage interoperability among software and network 

providers: The SET protocols and formats are independent of hardware 

platform, operating system, and Web software. 

 

Key Features of SET 

To meet the requirements just outlined, SET incorporates the following features: 

 Confidentiality of information: Cardholder account and payment 

information is secured as it travels across the network. An interesting 

and important feature of SET is that it prevents the merchant from 

learning the cardholder's credit card number; this is only provided to 

the issuing bank. Conventional encryption by DES is used to provide 

confidentiality. 

 Integrity of data: Payment information sent from cardholders to 

merchants includes order information, personal data, and payment 

instructions. SET guarantees that these message contents are not altered 

in transit. RSA digital signatures, using SHA-1 hash codes, provide 

message integrity. Certain messages are also protected by HMAC using 

SHA-1. 

 Cardholder account authentication: SET enables merchants to verify 

that a cardholder is a legitimate user of a valid card account number. 

SET uses X.509v3 digital certificates with RSA signatures for this purpose. 

 Merchant authentication: SET enables cardholders to verify that a 

merchant has a relationship with a financial institution allowing it to 
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accept payment cards. SET uses X.509v3 digital certificates with RSA 

signatures for this purpose. Note that unlike IPSec and SSL/TLS, SET 

provides only one choice for each cryptographic algorithm. This makes 

sense, because SET is a single application with a single set of 

requirements, whereas IPSec and SSL/TLS are intended to support a 

range of applications. 

 


	10EC832 Network Security Harsha B.K.pdf
	IAT3_NS_SOL - Harsha B.K.pdf

