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1 Explain the different categories of digital signature.
A variety of approaches has beenw proposed for the digital signature functiov.
These approaches fall into-two- categories: divect and awbitrated.

Direct Digital Signature

The direct digital signature irwolves only the communicating pouties (source,
destination). It s asswmed that the destination knows the public key of the
source. A digital signature may be formed by encrypting the entire message
with the sender's private key (Figure 1a) or by encrypting o hash code of the
message with the sender's private key (Figuwe 15).

Confidentiality cawv be provided by further encrypting the entive message pluy
signatuwre: withv either the receiver's public key (public-key encryption) ov a
shawed secret key (symumetric encryption); for exaumple, see Figures 1o and 1 d.
Note that it is important to- perform the signature functiow first and thesw an
outer confidentiadity function. In case of dispute; some thivd pauty must view
the message and ity signatuwre. If the signature iy calculated o an encrypted
message; then the third pawty also-needs access to-the decryption key to-read the
oviginal message. However, if the signature iy the inner operation, then the
recipient can stove the plaintext message and ity signature for later use v
dispute resolution. AW direct schemes described so for shawe o common
weakness. The validity of the scheme depends ow the security of the sender's
private key. If o sender later wishes to- deny sending o pawticulow message; the
sender cowv claim that the private key was lost or stolen and that someone else
forged his or her signatuwre. Administrative controls relating to-the security of
private keys can be employed to- thwout or at least weaker this ploy, but the
threat iy stil there, at least to- some degree. One exaumple iy to- require every
signed message to- include o timestamp (date and time) and to-require prompt
reporting of compromised keys to- o central authority. Another thweat iy that
some private key might actually be stolew from X at time T. The opponent carv
thew send a message signed withv X's signature and staomped withv av tume before
or equal to-T.

Arbitrated Digital Signature

The problems associated withv direct digital signatures couv be addressed by
wsing o awbiter. Ay withy direct signatwwe schemes; there s v vawiety of
arbitrated signatuwre schemes:. Inv general terms; they all operate as follows.
Every signed message from av sender X to- o receiver Y goes first to- an awbiter A,
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who- subjecty the message and ity signature to- o ruumber of testy to- check ity
ovigiv and content. The message iy thew dated and sent to- Y withy awv
indication that it has been verified to-the

satisfaction of the awbiter. The presence of A solves the problem faced by divect
signature schemes: that X might disown the message.

The awbiter playy av sensitive and cruciad role i thig sort of scheme; and all
parties must hawve o great deal of trust that the avbitration mechanisw is
working properly. The use of a trusted system,; described in Chapter 20, might
satisfy this requirement. Table 13.1, bosed onw scenawioy described inv [AKL83]
and [MITC92], gives several examples of awbitrated digital signatures.

In the first, synmumetric encryption iy wsed. It iy assumed that the sender X and
the awbiter A showe o secret key Kxaond that A and Y showe secret key Kay. X
constructy o message M and computey ity hash value H(M). Thew X trangmity the
message plus o signature to-A. The signature consisty of awv identifier IDX of X
plus the hashv value, all encrypted wsing Kxa: A decrypty the signature and
checks the hash value to- validate the message. Thenw A transmity o message to-Y,
encrypted with Kay. The message includes IDX, the orviginal message from X, the
signature, and o timestamp. Y couv decrypt this to- recover the message and the
signatuwre. The timestamp informs Y that this message is tumely and not a
replay. Y cawv store M and the signature. Inw case of dispute; Y, who- claimy to-
hawe received M from X, sends the following message to-A:

—-—— Source A ——> —-—— Destination B ———

(E) (D) M

T Ei

K E(K. M) K

(a) Symmetric encryption: confidentiality and authentication

M {E} LD} M
PU, E(PU,, M) PR,
(b) Public-key encryption: confidentiality
M (£} (D} M
I’R., E(PRa. M) PU,
(¢) Public-key encryption: authentication and signature
M | 2 {E} D} D} M
PR, E(PRa, M) PU, E(PU,. E(PRa, M)) PR, E(PRa. M) PU,
(d) Public-key encryption: confidentiality. authentication, and signature
Figwre 1 Basic uses of Message Encrption.
2 With neat diagrams, briefly explain the types of firewalls.
Types of Firewalls
Figwe 2 lustrates the thwee common types of fuwrewalls: packet filters;
e ——
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application-level gateways; and circuit-level gateways: each of these arve as

% =]
connection
e e TELNET
Outside host
K
b) Application-level g
Circuit-level
gat
Outside host
(c) Circuit-level gateway
. .
Fig 2 Firewall Types
Packet-Filtering Router

A packet-filteving router applies av set of rules to- each incoming and outgoing
IP packet and thew forwards ov discards the packet. The router is typically
configured to- filter packety going inv botihv divections (from and to-the internal
network). Filtering rules awre based onw information contained inv a network
packet:

o Souwrce IP address: The IP address of the system that oviginated the IP
packet (e.g., 192.178.1.1)

o Destination IP address: The IP addressy of the system the IP packet is
trying to-reach (e.g:, 192.168.1.2)

o Source and destination transport-level address: The transport level (e.g:,
TCP or UDP) port nwumber, which defines applications such as SNMP or
TELNET

o IP protocolfield: Defines the transport protocol

o Interface: For a router with thwee or move ports, which interface of the
router the packet caume from or which interfoce of the router the packet is
destined for

The packet filter is typically set up as av list of rules based o matches to-fields inv
the IP or TCP header. If there is v match to-one of the rules, that rule iy inwoked
to- determine whether to-forwowd or discowd the packet. If there s no- match to-
any rule; thew av defouldt action is taken. Two- defouldt policies are possibles

o Defadt = discard: That which is not expressly permitted is prohibited.

o Defadt = forward: That which iy not expressly prohibited is permitted.

The defouldt discawd policy is more conservative: Initially, everything is blocked,
and services must be added o av case-by-case basis. This policy is more visible
to- wsers, who- awre move likely to- see the firewall as o hindvronce. The defaundt
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forwawrd policy increases ease of use for end wsers but provides reduced security;
the security administrator must, invessence; react to-each new security threat as
it becomes known.

[ahle20.1 Packet-Filtering Examples

C

action ourhost port theithost port comment

block g g SPIGOT ¥ | wedon't trust these people
dlow | OUR-GW /A] g ¥ | connection to-our SMTP port
action ourhost port theirhost port comment

block g g g ¥ | default

action ourhost port theirhost port comment

allow g g g 25 | connection to their SMTP port
acfion sre port dest port flags comment
allow | {our hosts} y y 25 our packets o their SMTP port
allow g /Al g g ACK | their replies

action ste port dest port flags comment
allow | {our hosts} y y y our outgoing calls
allow . . . . ACK | replies to our calls
dlow . g ' =104 trfficto nonservers

. Inbound mail iy alloweds (port 25 is for SMTP incoming), but only to- av

gateway host. However, packety from a pawticulow external host, SPIGOT,
are blocked because that host has o history of sending massive files inv e-
mail messoges:

: Wué/mwcphatstatemmtofﬁw/defaaltpow AW rule sety include

this rule implicitly as the last rule.

. This rule set iy intended to- specify that any inside host cownv send mail to-

the outside. A TCP packet withv v destinatiow port of 25 iy routed to- the
SMTP server ow the destination machine. The problem withv this rule is
that the wse of port 25 for SMTP receipt is only a defaurdt; awv outside
machine could be configured to- hawe some other application linked to-
port 25. Ay this rude iy written;, awv attacker could gain access to- internal
machines by sending packety withy o TCP sowrce port mumber of 25.

. This rule set achieves the intended result that was not achieved in C. The

rules take advantage of o feature of TCP connections. Once ov connection
is set up, the ACK flag of o TCP segment iy set to- acknowledge segmenty
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sent from the other side. Thus, this rule set states that it allows IP packety
where the source IP address iy one of v list of designated internal hosty
ond the destinationw TCP port nuwmber iy 25. It also- allows incoming
packety withv o souwce port number of 25 that include the ACK flag in the
TCP segment. Note that we explicitly designate source and destination
systems to- define these rules explicitly.

t. This rule set iy one approach to- handling FTP connections. With FTP, two-
TCP connections awe used: a control connection to- set up the file transfer
oand av datow connection for the actuald file transfer. The datw connection
uses v different port nuwmber that iy dynamically assigned for the
trowsfer. Most servers, and hence most attack torgets;, live ow low-
nwmbered ports; most outgoing callsy tend to- wse a higher-nuwmbered
port, typically above 1023. Thus; this rude set allows.

Packety that originate internally
Reply packety to-a connection initiated by an internal machine
Packety destined for o high-numbered port on awv internal machine.

3 Explain different types of firewall configurations.
Firewall Configurations
Inw additiow to-the use of a simple configuration consisting of a single systemy
suchv as v single packet-filtering router or a single gateway (Figuwe 3.1), more
compler configuwrations owe possible and indeed more common. Figure 3.2
ustrates thwee commony firewall configuwrations. We exaumine each of these inv
twrr

Inthe screened host firewall; single-homed bastion configuration (Figure 3.1),
the firewall consisty of two- systems: apacket-fltering router and a bostion host.
Typically, the router is configured so-that.

1. For traffic fromthe Internet, only IP packety destined for the bostion host
awe allowed in.

2. For traffic from the internal network, only IP packety from the baustion
host awre allowed out.

The bostion host performs authenticationn and proxy functions. This
configuration hay greater security thowv simply o packet-filtering router ov awv
application-level gateway alone, for two reasons. First, this configuration
implementy both packet-level and application-level fitering, allowing for
considerable flexibility i defining security policy. Second, awn intruder must
generally penetrate two- sepavate systems before the security of the internal
network s compromised. This configuration also- affords flexibility in providing
divect Internet access. For exaumple; the internal network may include o public
informatiow server, such as aWeb- server, for which o highv level of security is not
requived. In that case;, the router cowv be configuwred to- allow divect traffic
between the information server and the Internet.
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In the single-homed configuration just described; if the packet-fillteving router
is completely compromised; traffic could flow divectly thwough the router
between the Internet and other hosty on the private network. The screened host
firewally, dual-homed boastionw configuration physically preventy such o security
breach (Figure 3.2b). The advantoges of dual layers of security that werve
present in the previous configuration awe present here as well: Againy oawv
information sevver or other hosty cowv be allowed direct communication withv
the router if this is inv accord with the security policy.

The screened submet firewall configuration of Figure 3.3 iy the most secure of
those we hawe considered: Ivw this configuration, two- packet-fltering routers
are used, one between the bustion host and the Internet and one betweew the
bastion host and the internal network. This configuration creates awv isolated
subnetwork, whichy may consist of simply the bastion host but may also- include
one or more informatiow servers and modems for dial-in capability. Typically,
botivthe Internet and the internal network have access to- hosty on the screened
subnet, but traffic acrossy the screened subnet s blocked. This configurationw
oﬁ‘aryé@veral/a,d)vamta/g@y
There awve now thuee levely of defense to-thwout intruders.
o The outside router advertises only the existence of the screened submet to-
the Internet; therefore, the internal network is inwisible to-the Internet.
o Similarly, the inside router advertises only the existence of the screened
subnet to- the internal network; thervefore, the systems ow the inside
network cavwnot constiruct divect routes to-the Internet.

Dept. of ECE, CMRIT Page 6
Solutions by Howrsha B. K.



Solution for Improvement test Network Security 10EC832

Bastion
host

filtering
router

. Private
Infoemation network hosts

server

() Sereened host firewall system (single-homed bastion host)

Bastion
host

Packet-
filtering
router
Private
Information network hosts

server
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Figwre 3 Firewall Configurations

4 Explain the SSL architecture.
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SSL Architecture

SSL s designed to- make wse of TCP to- provide a reliable end-to-end secure
sevvice. SSL iy not o single protocol but rather two- layers of protocols, as
ustrated in Figure 4.

The SSL Record Protocol provides basic security services to- various higher -layer
protocols: Invparticulor, the Hypertext Transfer Protocol (HTTP), which provides
the trawmsfer service for Web- client/server interaction, cawv operate ow top of SSL.
Three higher-layer protocoly awe defined as paut of SSL: the Handshake
Protocol; The Change Cipher Spec Protocol, and the Alert Protocol. These SSL-
specific protocoly awve wsed in the management of SSL exchanges and are
examined later invthis sectiov.

Two- important SSL concepty are the SSL sessionv and the SSL connection, which
ave defined inthe specification as follows:

o Comnections A connection iy o transport (inv the OSI layering model
definition) that provides o suitable type of service. For SSL,such
connectionsy owe peer-to-peer relationships. The connections arve
transient. Every conmection is associated withv one sessio.

o Sessions An SSL session iy auv associakion between av client and: o server.
Sessions awe created by the Handshake Protocol. Sessions define o set of
cryptographic security pawauwmeters, which can be shawed aumong multiple
connections. Sessiony awe used to- awoid the expersive negotiatio of new
security parameters for each connection.

Betweerw oy pair of parties (applications such as HTTP on client and server),
there may be mudtiple secure connections. Intheory, there

may also- ber nudiiple simudtaneous sessions between parties, but this feature is
not used invpractice.

There ave actually v number of states associated withv each session. Once av
sessiov iy established, there is v current operating state for bothv read and write
(e, receive and send). In addition, during the Handshake Protocol; pending
read and write states owe created. Upov successful conclusion of the Handshake
Protocol; the pending states become the curvent states.
A session state iy defined by the following pawameters (definitions taken from
th@SSL specification):
Session dentifier: Anw awbitrawy byte sequence choserv by the server to-
tdentify awv active or resuumable sessiov state.

o Peer certificates Anv X509.v3 certificate of the peer. Thisy element of the
state may be nadl

o Compression method: The algorithwn wsed to- compress dato prior to-
encryptiow.

o Cipher spect Specifies the bulk dato encryption algovithm (such as nully
AES, etc) and o hashv algorvithw (such as MD5 or SHA-1) wsed for MAC
calcudation. It also- defines cryptographic attributes such as the
hash. size:

o Master secret: 48-byte secret shawed betweenthe client and server.

o Iy resumables A flag indicating whether the session con be uwsed to
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iniliate new corwnections.

A conmnection state is defined by the following pavameters:

Server and client randowu Byte sequences that are choser by the server
ond client for each conmnection.

Server write MAC secret: The secret key wsed inv MAC operations onw dato
sent by the server.

Client write MAC secret: The secret key used irnv MAC operations ow datow
sent by the client.

Server write key: The conwentional encryptiow key for datw encrypted by
the sevver and decrypted by the client.

Client write key: The covwentional encryption key for dato encrypted by
the client and decrypted by the server.

Initialigation vectors: Whew av block cipher inv CBC mode iy used, aw
mittadigation vector (IV) s maintained for each key. This field is first
initialiged by the SSL Handshake Protocol: Thereafter the final ciphertext
block from each recovd iy preserved for use as the IV with the following
recovd.

Sequence numbers: Each pawty maintoing separate sequence nuwmbers for
trovsmitted and received messages for each connection. Whew a party
sends or receives o change cipher spec message;, the appropriate sequence
number iy seX to- zero. Sequence numbers may not exceed 2°-1.

SSL SSL Change .
Handshake | Cipher Spec SSL Alert i
: Protocol
Protocol Protocol

SSL. Record Protocol

TCP

IP

Figure 4 SSL owchitecture

5 Explain briefly about Trojan horse Defense.
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Trojownv Horse Defense

One way to- secure against Trojon hovse attacks iy the use of o secure, trusted
operating system. Figure 5 dlustrates anv exaumple: Invthis case; av Trojowv hovse is
wseds to- get avound the standord secuwrity mechanism uwsed by most file
management and operating systems: the access control list. Inv this example, ov
wser naumed Bob- interacty thwrough av prograum withv v datow file containing the
critically sevusitive chavacter string "CPE170KS." User Bob has created the file
withv read/write permission provided only to- programs executing ovw his oww
behalf: that is; onldy processes that awre owned by Bob may access the file.

The Trojowv hovse attack beging whenw a hostile user, named Alice; gaing
legitimate access to-the system and installs botivav Trojan hovse prograwm and av
private file to- be: used inv the attack as o "back pocket.” Alice gives read/write
permission to- hevself for this file and gives Bob write-only permission (Figure
5a). Alice now induces Bob to- inwoke the Trojowv hovse progromy perhaps by
advertising it ay o wseful utility. Whew the program detecty that it is being
executed by Bob; it reads the sensitive chawacter string from Bob's file and
copies it into- Alice’s back-pocket file (Figuwre 5b). Both the read and write
operations satisfy the constrainty imposed by access control lists. Alice then has
only to- access Bob's fille at o later time to- leawrn the value of the string. Now
consider the wse of a secure operating system in this scenowio- (Figure 5¢).
Security levels e assigned to- subjecty at logow on the basis of criteviow such as
the terminal from which the computer is being accessed and the user irwolved,
ay identified by password/ID. Ivw this exaumple; there ave two- security levels;
sensitive and public, ovdered so-that sensitive is higher thaw public. Processes
owned by Bob and Bol'y datw file awe assigned the secunrity level sensitive.
Alice's fille and processes awe restricted to-public. If Bob irwokes the Trojoun horse
prograwv (Figwre 5d), that programw acquires Bol's security level. It is thevefore
able, wnder the simple secwrity property, to- observe the sensitive chavacter
string. Whew the prograum attempty to- stove the string inv aw public file (the back-
pocket file), however, it iy violated and the attempt iy disallowed by the
reference monitor. Thus; the attempt to- write into- the back-pocket file iy denied
evenw though the accessy control list permity it: The security policy takes
precedence over the access control list mechanism.
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6 Write short notes on-Data access control and concept of trusted systems.
The Concept of Trusted Systems
Much of what we hawe discussed so- for has been concerned with protecting a
givenw message ov itemv from passive or active attacks by a givenw user. A
somewhat different but widely applicable requirement iy to- protect dato or
resources ow the basis of levely of security. Thisy iy commondy found inw the
militawy, where information iy categoriged ay wnclassified (W), confidential
(C), secret (S), top secret (TS), or beyond. This concept iy equally applicable in
other aweas; where information cowv be organiged into- gross categories and
wsers cowv be granted clearances to- access certoinv categories of dato. For
example; the highest level of security might be for strategic corporate planming
docuwmenty and dato, accessible by only corporate officers and their stoff; next
might come sensitive financiall and personnel datw; accessible only by
administration personnel, covborate officers, and so- on. Whenw nwldtiple
categories or levely of datw ave defined; the requivement iy referred to- as
multilevel security.
The general statement of the requivement for nuldiidevel secwrity iy that o
subject at o highv levell may not covwey informatiow to- a subject at a lower or
now comparable levell unless that flow accuwrately reflecty the will of awv
authoriged wser. For implementation purposes; this requirement iy inv two- party
and i simply stated. A nudtilevel secure systenm must enforce the following:
No-read up: A subject canv only read awv object of less or equal secuwity level: This
is referrved to-in the literature as the Simple Security Property.
No- write down A subject canv only write into- auv object of greater or equal
security level. Thix iy referrved to- inv the literature as the *-Property
(Pronounced star property).

These two- rules; if properly enforced; provide mudtilevel security. For a data
processing systemy, the approach that has been taken; and has been the object of
much researchy and development, is based ow the reference mondtor concept.
This approacihv iy depicted i Figure 6. The reference monitor iy o controlling
element inv the hardware and operating systewv of o computer that r es
the access of subjecty to- objecty on the basis of security paraumeters of the subject
and object. The reference monitor has access to- o file, knownw as the security
kernel database; that listy the access privileges (security clearance) of each
subject and the protection attributes (clossification level) of each object. The
reference monitor enforces the security rules (no-read up, no-write down) ands
has the following properties:
o Complete mediation. The security rules awe enforced ov every access; not
just, for example, whew avfile iy obened.
o Isolations The reference monitor and database owe protected from
o Verifiability: The reference monitor's corvectiness must be provable: That
s, (& must be possible to- demovnstrate mathematically that the reference
monitor enforces the security rules and provides complete mediation and
solation.
These ave stff requirements. The requirement for complete mediation meansy
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that every access to- datow withinw main memory and ow disk and tape must be
mediated. Pure softwawre implementations impose too- highy o performance
penalty to- be practical; the solution must be at least partly inv hawdwore. The
requivement for isolation means that it must not be possible for an attacker, no-
matter how clever, to- change the logic of the reference monitor or the contenty
of the secwrity kernel database. Finally, the requivement for mathematical
proof is formidable for something as complex as a general-purpose computer. A
system that cawv provide such verificatiow iy referved to-as o trusted systesn.

A final element dustrated v Figure 4 s o audit file. Important secuwrity
eventy, such as detected security violationsy and authorviged changes to- the
security kernel database, awve stoved invthe andit file.

In awv effort to- meet ity own needs and as o service to- the public, the U.S.
Depawrtment of Deferse inv 1981 established the Computer Security Center within
the National Security Agency (NSA) withv the goal of encowraging the
widespread, availability of trusted computer systems. This goal is realized
through the center's Conunercial Product Evaluation Progrowm. I essence; the
center attempty to- evaluate comumerciolly available producty as meeting the
security requivementy just outlined. The center classifies evaluated producty
according to-the range of security features that they provide. These evaluations
ave needed for Depawrtment of Deferse procurementy but owe published and
freely available. Hence, they cowv serve as guidance to- commercial customers for
the purchase of commercially available; off-the-shelf equipment.

Reference
monitor
Subjects (policy) Objects

Subject: security
clearance

Object: security
classification

Figure 6 Reference monitor concept

7 Briefly explain the key requirements and features of SET.
SET Overview
A good way to- beginv ouwr discussionw of SET iy to- look at the business
requivementy for SET, ity key features;, and the pawticipanty in SET transactions:

Requivementy
Book 1 of the SET specification listy the following business requirementy for
secure payment processing withv credit cawds over the Internet and other
networks:
o Provide confidentiality of payment and ovdering information It iy
necessauy to assure cawdholders that thiy information iy safe and
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accessible only to-the intended recipient. Confidentiality also- reduces the
risk of fraud by either pouty to- the transaction or by malicious third
parties. SET uses encryption to-provide confidentiality.
Ensure the integrity of all tramsmitted datw: That is, evsure that no-
changes inv content occur during transmission of SET messages: Digital
signatures ave used to-provide integrity.

Provide authenticationthat a cardholder iy a legitimate user of a credit
card account: A mechanism that links o cowdholder to- v specific
account number reduces the incidence of fraud and the overall cost of
payment processing. Digital signatures and certificates are used to-verify
that o cawrdholder is av legitimate user of a valid account.

Provide authenticationn that a merchant conv accept credit cowrd
trawvsactions through ity relationship with o financial ingtitution: This is
the complement to- the preceding requirement. Cardholders need to- be
able to- identify wmerchanty withv whom they cownv conduct secure
transactions: Againy digital signatures and certificates awe used.

Ersure the use of the best security practices and system design techniques
to- protect all legitimate parties inv awv electronic commerce transaction.
SET iy v well-tested specification based ow highly secure cryptographic
adgorithuns and protocols.

Create aprotocol that neither depends ovw transport security mechanisms
nor preventy their use: SET couv securely operate over v "row" TCP/IP stack.
However, SET does not interfere with the use of other security mechanisms;,
such o IPSec and SSL/TLS.

Facilitate and encourage interoperability among software and network
providers: The SET protocoly and formaty ore independent of hardware
platformy operating system, and Wel- software.

Key Features of SET
To meet the requirementy just outlined; SET incorporates the following features:

Confidentiality of informationi Cowvdholder account and payment
informatiow iy secuwred ay it travely acrosy the network. An interesting
and important feature of SET iy that & prevenly the merchant from
learning the cawrdholder's credit cavd number; this is ondy provided to-
the issuing bank: Conwentional encryption by DES s used to- provide
confidentiality.

Integrity of datw Payment information sent from cowrdholders to-
merchanty includes ovder information, personal datw, and payment
instructions. SET guarantees that these message contenty are not altered
v transit. RSA digital signatures, using SHA-1 hash codes; provide
message integrity. Cevtainv messages are also- protected by HMAC wsing
SHA-1.

Cardholder account authentication SET enables merchanty to- verify
that o cowrdholder is av legitimate wser of a valid cowrds account nmumber.
SET uses X.509v3 digital certificates withRSA signatures for this purpose.
Merchant authentication: SET enables cowdholdersy to- verify that a
merchant has av relationship withy av financial institution alowing it to-
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accept payment cowds. SET uses X.509v3 digital certificates withy RSA
signatures for this purpose. Note that wnlike IPSec and SSL/TLS, SET
provides only one choice for each cryptographic algovithwm. This makes
serse, becouse SET i o single application withy o single set of
requivements, whereas IPSec and SSL/TLS awve intended to- support a

range of applications:
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