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' Application and Web Security

Tlme ,J/hl’s Max. Marks: 100
Note: Answer any FIVE full questions, choosing ONE full question from each module.
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g Module-1
g 1 a Explain common web application functions and benefits of web applications. (10 Marks)
£ b. Write a note on security mechanisms that are used for handling user access. (10 Marks)
E
8 OR
% 2 a.  With a neat diagram, explain an application using boundaly validation of multiple stages of
5= processing. (10 Marks)
gfé b. Explain handling attackers. (10 Marks)
&=
£ 5 Module-2
B W 3 a. What is HTTP protocol? Explain HTTP request phase with header fields. (10 Marks)
= :’E b. Define status codes. Explain various status codes of HTTP response message. (10 Marks)
B <
OR
25 4 a. Explain web services with an example. (10 Marks)
gt b. Explain unicode encoding and HTML encoding. (10 Marks)
£5 Module-3
25 5 a. Write a note on web spidering. (10 Marks)
s = b. With a neat diagram, explain the mapping of the functional paths with in a web application.
<
£ 3 (10 Marks)
p= OR
= 6 a Explain URL file paths and request parameters with examples in identifying entrypoints for
o user input. (10 Marks)
s e b. Explain the concept of mapping the attack surface. (10 Marks)
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g % Module-4
8“ g 7 a. Writeanoteon:
g i) Bad passwords
25 ii) Brute forceible login
5.5 iii) Verbose failure messages in the case of design flaws in authentication mechanism.
%% (10 Marks)
o] . . . . .
2w b. Explain in detail forgotten passwords functionality. (10 Marks)
Vv =
£3 OR
c e : s ; . :
}Z’ > 8 a Write a note on common vulnerabilities and explain three main types of attacks against
< access controls. (10 Marks)
= b. Explain insecure access control methods. (10 Marks)
L
Z Module-5
g 9 a. Discuss Bypassing a login procedure. (10 Marks)
g b. Write a note on Finger-pointing the database. (10 Marks)
- OR
10 a. Explain Bypassing filters. (10 Marks)
b. Write a note on parameterized queries. (10 Marks)







