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1 Define passive and active security attacks. Discuss the functioning of the 02
following attacks
a. Masquerade. 02
b. Replay. 02
c. Modification of messages. 02
d Denial of service.
02
Definition of all the security attack concepty. 02X05=10

SECURITY ATTACKS:

A weful meany of claussifying secwrity attacks s inv terms of passive attacks
and active attacks. A passive attack attempty to- leawnw or make use of
informatiow from the system but does not affect system resources. Avv active
attack attempty to-alter system resources ov affect their operation.

Passive Attacks

Passive attacks are v the natwre of eawesdropping on, or monitoring of;
transmissions. The goal of the opponent is to- obtainv informationw that is
being transmitted. Two- types of passive attocks are the release of messoge
contenty ond traffic analysis.

The release of message contenty iy easily understood (Figuwre 1.1 a).A
telephone covwersation; aw electronic mail message, and a travsferved file
may contain sensitive or confidentiol information. We would like to-prevent
awv opponent from leaurning the contenty of these transmissions.

A second type of passive attack; traffic analysis; iy subtler (Figuwre 1.1b).
Suppose that we had o way of masking the contenty of messages or other
informatiow traffic so- that opponents; evew if they captuwred the message;
could not extract the information from the message. The common technique
for mousking contenty is encryption. If we had encryption protection in place;
awnv opponent might still be able to- observe the patterw of these messages. The
opponent could determine the location and identity of communicating
hosty and could observe the frequency and lengthv of messages being
exchanged. This information might be useful inv guessing the nature of the
conmummmnication that was taking place.

Passive attacks awe very difficudt to- detect, because they do- not inwolve any
alteratiow of the datw. Typically, the message traffic is sent and received inv
awv apparently normal fashion and neither the sender nor receiver i awawe
that o third pauty has read the messages or observed the traffic patterw.



However, it iy feasible to- prevent the success of these attacks, usuwally by
means of encryption. Thus, the emphasis inv dealing withv passive attacks is
o preventiow rather thow detectio.

Active Attacks

Active attacks inwolve some modificatiow of the datw streoun or the creationw
of a false stream and cawv be subdivided into- four categories: masquerade;
replay, modification Of messages; and denial of service.

A mosquerade takes place whew one entity pretends to- be av different entity
(Figwre 1.3a). A masquerade attack usually includes one of the other forms
of active attack. For example, authentication sequences cowv be captured
and replayed after av valid: authentication sequence hay takew place, thus
enabling arn authoriged entity with few privileges to- obtoin extraw privileges
by impersonating awv entity that has those privileges:
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Figure 1.1 Passive Attacks



() Masquerade

Replay irwolves the passive capture of a datawr wnit and ity subsequent
retrawnsmissiovy to-produce awnv unaunthoriged effect (Figure 1.2 b).
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Figure 1.2 Active Attacks

Modification of messages simply means that some porvtiow of a legitimate
message iy altered; orv that messages are delayed or reovdered; to- produce
o unauthoriged effect (Figure 1.3c). For example, o message meaning
—Alow Johw Smith to- read confidential file accountst is modified to- meoanv
—Alow Fred Broww to- read, confidentiold file accountsy.

The denial of sexrvice preventy or inhibity the normal use or management of
communicationy facilities (Figure 1.3d). This attack may have o specific

target; for exaumple, an entity may suppress alll messages dirvected to- av
pavticidaw destination.

Another form of service denial is the disruptionw of awv entive network, either
by disabling the network or by overloading it withv messages so- as to-
degrade performance. Active attacks present the opposite chavacteristics of
passive attocks. Wheveas passive attacks owe difficult to- detect, measures are
available to-prevent their siccess.



Darvih

(c) Denial of service
Figure 1.3 Passive Attacks
It s quite difficudt to- prevent active attacks absolutely because of the wide
vawiety of potentiold physical; softwoare; and network vidnerabilities. Instead,
the goal iy to- detect active attacks and to- recover from any disruption or
delays caused by them. If the detection has av deterrent effect, it may also-
contiribute to-preventiov

Decrypt the cipher text “BNCYZXQF” using Hill cipher technique with key.

13 4 10

k= [19 11]'
Calewlationof k' =[] 1 05
Obtaining pt : “hi my deaw” 05

Giverv
Cipher Text: BNCYZXQF
We need to-decipher and obtain plain text

We know that
[pt] = [K]*[CT] mod 26
Z _[3 4
Goven K ‘[19 11]

We know that K] = % mod 26
Where
adj [K] = co factor[K]T

co factor [K] = [ii _;9] mod 26

11 -4

“adjlkl =19 3

] mod 26



cadjk = [ 2]

IK| = ((3*11) — (4 % 19)) mod 26
|K| = —43 mod 26
K| = —17 mod 26
K| =9

1 adj [K]
IK|

11 22
We have K™ = @ mod 26

SincelK]

mod 26

1
K =5[t % |mod 26

Using extended Euclidian algorithm we can find the mudtiplicative
werse of 9modZ26.

q | 1T | T2 | T |t L t=t —qt,
2 | 26 9 8 0 1 -2

1 9 8 1 1 -2 3

8 8 1 0 -2 3 -26

X 1 X 3 -26 X

since r, = 0, it indictes end of operation,and t; = 3
~ multiplicative inverse of 9 mod 26 is 3 mod 26
i.e.,(9%3) = 1mod26
27 mod 26 = 1 mod 26

111 22
-1 —
[K] —9[7 3]mod26
Can now be rve-written as

K17 =3[} 2%]mod 26

K]t = [gi 696] mod 26

4 _[7 14
k1™ = [21 9]
=~ [pt] = [K]7Y[CT] mod 26

pl=[; G552 Y] mod2e6

2[271 194] [113 2 25 16

24 23 5]mod26

_ [189 350 497 182
138 258 732 381

- [g ;21 431 107]

] mod 26
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For the givew cipher text : BVCYZXQF
The plain text is: “hi my dear”

Using play fair cipher, encipher the message “bassoon guitar” with key
“MONARCHY".

Obtnining the play fair table Wthegwmkey as
N

10

Y ’B
G| IJ
QS
Wi X
Obtuining the cipher text as : “TBXAPANAEWKSRM” 05

The best-knownw multiple-letter encryption cipher iy the Playfaiv, which
treaty digramy v the plaintext as single unity and translates these unity
into- ciphertext digrams The Playfoiv algorvithuw iy based onthe use of 5 x5
matrix of letters covutructed wsing a keyword. Heve is ouwv exaumple, solved by
Lovd Peter Wimsey inv Dovothy Sayers's Have His Carcase: Iv this case, the
keyword iy monarchy.

Obtaining the plavy foir table using the given key as
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The matrix iy constructed by fllling in the letters of the keyword (minus
duplicates) fromv left to-right and from top to-bottomy and thew filling in the
remainder of the matrix withvthe remaining letters inv alphabetic ovder. The
lettersy I and' J count as one letter. Plaintext is encrypted two- letters at o
time; accorvding to-the following rules:

1. Repeating plaintext letters that owe in the same paiv arve separated with av
filler letter, such as x; so-that balloon would be treated as ba lx lo-ow.

2. Two plaintext letters that foll inv the same row of the matrixv are each
replaced by the letter to-the right, with the first element of the row circlorly
following the last. For example, aw iy encrypted as RM.

3. Two- plaintext letters that fall in the saume colunwwy are each replaced by
the letter beneath; withv the top element of the colunmuv circdowly following
the last. For exaumple; muw iy encrypted as CM.

4. Otherwise, each plaintext letter invavpaiv is replaced by the letter that lies
v ity ownw row and the colwmwn occupied by the other plaintext letter. This;
hs becomes BP and ea becomes IM (or JM, as the encipherer wishes).

The Playfair cipher iy av great advance over simple monoalphabetic ciphers.
For one thing; whereas there awe only 26 letters, there owe 26 v 26 = 676
digrams, so- that identification of individuol digroms s more difficult.
Furthermore; the relative frequencies of individual letters exhibit o much
greater range thow that of digrams, making frequency analysis much move
difficdt. For these reasons;, the Playfair cipher was for o long time



considered unbreakable. It was wsed as the stondowd field systenmv by the
Britishv Army inv World Waw I and st enjoyed considerable use by the U.S.
Army and other Allied forces during World War I1.

Explain SDES encryption/decryption and key generation using necessary

diagrams. 10
Neat diagram ilustrating all the stepy 04
Explanation of encryption, decryptionn and key 06
generaliow
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Simplified DES, developed by Professor Edwowd Schaefer of Santow Clawow
University [SCHA96], iy an educational rather thoawn o secure encryption
algorithim. It hay similowr properties and structure to- DES witiv much smaller
pavameters.
Figwre .1 dustrates the overall structure of the simplified DES, which we will
refer to- as SDES. The S-DES encryptionw algovithin takes awvv 8-bit block of



plaintext and o 10-bit key as input and produces an 8-bit block of
ciphertext as output. The S-DES decryption algorithun takes anv 8 -bit block of
ciphertext and the saune 10-bit key used to- produce that ciphertext as input
and, produces the orviginal 8-bit block of plaintext. The encryptiow
adgorithun inwolves five functions: awv initiad pernmutatiow (IP); a complex
functionw labeled K, whichy ivwolves bothv permutation and substitution
operations and depends o o key input; av simple permutation functionw that
switches (SW) the two- halves of the datw; the function K again; and finally
a permutation function that is the inwerse of the initial permutation (IP-1).
Ay was mentioned in Chapter 2, the wse of multiple stages of permutotion
and substitution resulty inv o move complex algorithm, which increases the
difficidty of cryptanalysis:. The function fK takes as input not only the data
passing thwough the encryption algorvithun, but also- o 8-bit key. The
adgorvithm could have beew designed to-work withv o 16 -bit key, consisting of
two- 8-bit subkeys; one used for each occurence of fK. Alternatively, av single
8-bit key could hoave been wsed;, withv the saume key used twice in the
algorithun. A compromise is to-use av 10 -bit key from which two- 8 -bit subkeys
are generated, as depicted in Figwe G.1. In thiy case, the key is first
subjected to- v permumtation (P10). Thew o shift operatiow is performed. The
owtput of the shift operatiow thew passes through a permutation functionw
that produces o 8-bit output (P8) for the first subkey (K1). The output of
the shift opevation also-feeds into- another shift and another instance of P8
to-produce the second subkey (K2).

We can concisely express the encryption algorvithi as av compositiond of

functions:
IP-1 K2 ISW K1 IIP

Which canv also-be written as:

I ciphertext = IP-1 K2 SW K1 ( ( ( (IP(plaintext)))))
where
K1 = P8(Shift(P10(key)))
K2 = P8 (Shift(Shift(P10(key))))
Decryption iy also- shownw i Figure .1 and iy essentially the reverse of
encryptiov

I plavintext = IP-1 K1 SW K2 ( ( ( (IP(ciphertext)))))
We now exaumine the elementy of S -DES inv more detail
S-DES depends onw the use of av 10-bit key showed between sender and
receiver. From this key, two- 8 -bit subkeys awe produced for uwse in pawticudow
stages of the encryption and decryption algorithwn. Figuwre 2 depicty the
stages followed to-produce the subkeys.
First, permute the key inthe following fashiow.
Let the 10-bit key be designated as (ki, k2, k3, k4, k5, k6, k7, k8, k9, k10).
Thew the permutation P10 iy defined as:
P1O(k1, k2, k3, k4, kb5, k6, k7, k8, k9, k10) = (k3, k5, k2, k7, kA4, k10, ki1, k9,
k8, k6).
P10 canv be concisely defined by the disploy:

P10
3]/5]2][7][4]10]1]9]8]6

This table is read from left to- right; each position inv the table gives the
identity of the input bit that produces the output bit inv that position. So-the



frst outputt bit i bit 3 of the input; the second output bit is bit 5 of the input,
and so-ovv. For exaumple; the key (1010000010) is permuted to- (1000001100).
Next, perform o civcdow left shift (LS-1), or rotation,; sepawately ow the first
five bity and the second five bity. In owr example; the result is (00001
11000). Next we apply P8, which picks out and pernmuites 8 of the 10 bity
according to-the following rule:

P8
6[3]7]4]8]5]10]9

The result is subkey 1 (K1). In owr exaumple; this yields (10100100) We thesv
go- back to-the pair of 5-bit strings produced by the two- LS-1 functions and
perform v circudar left shift of 2 bit positions on each string: Invowr exaunple,
the value (00001 11000) becomes (00100 00011). Finally, P8 is applied
again to-produce K2. In owr exaumple, the result is (01000011).

Figuwre 3 shows the S-DES encryptionw algovithwm i greater detaili Ay was
mentioned, encryption inwolves the sequential application of five functions.
We exaumine each of these: Initiod and Final Permutations G-5 The input to-
the algovithumn iy awv 8 -bit block of plaintext, which we first permute wsing the
IP function:

IP
2]6|3]1]4]8]5]7

This retaing all 8 bity of the plaintext but mixes them up. At the end of the
algorithwm the inwerse permutatiow iy used:

Pt
4[1]3[5]7]2]8]6

It is easy to- show by example that the second permutatiow iy indeed the
reverse of the furst, that s, IP-1(IP(X)) = X. The Function fK The wmost
complex component of S-DES iy the function fK, which consisty of a
combinatiow of permutation and substitution functions:. The functions cauv
be expressed as follows. Let L and R be the leftmost 4 bity and rightmost 4 bity
of the 8-bit input to- K, and let F be o mapping (not necessawily one to-one)
from 4-bit strings to- 4-bit strings. Thew we let £ K(L, R) = (L ! F(R, SK), R)
where SK s o subkey and ! iy the bit-by-bit exclusive-OR function. For
example; suppose the output of the IP stage in Figure G.3 iy (10111101) and
F(1101, SK) = (1110) for some key SK. Thenw fK(10111101) = (01011101)
becawse (1011) ! (1110) = (0101). We now describe the mapping F. The input
w a 4-bit nwmber (MIn2n3nk). The fust operationw s awv
expansion/permutotion operation:

t/P
4l1]2[3]2]3]4]1

The first 4 bity (first row of the preceding matrix) ave fed into-the S -box SO to-
produce a2 - bit output, and the remaining 4 bity (second row) owe fed into-
S1 to-produce another 2 -bit output. These two-boxes are defined as follows:

10 3 2 01 2 3
3210 12 0 1 3
So=lo 2 13 S17[3 01 0

3 13 2 2 1 0 3



The S-boxes operate as follows: The first and fourthvinput bity owe treated as
v 2-bit number that specify av row of the S-box, and the second and third
input bity specify a colunmuv of the Sbox. The entry in that row and colwnmn
in base 2, iy the 2-bit output. For example; if (p0,0 p0,3) = (00) and (pO,1
p0,2) = (10), thew the output is from row 0, coluwnmuv 2 of SO, which is 3, or
(11) invbinawy. Simidawly, (p1,0 p1,3) and (p1,1 p1,2) awe used to-index into-
a row and columw of S1 to- produce awv additional 2 bity. Next, the 4 bity
produced by SO and S1 undergo-a further permutation as follows:
P4

2|4]3]1

The output of P4 is the output of the functiow F. The Switchy Functionw The
function fK only altery the leftmost 4 bity of the input. The switch functiow
(SW) interchanges the left and right 4 bity so-that the second instaunce of fK
oberates on v diffevent 4 bity. In this second instonce, the €/P, SO, S1, and P4
functions are the saune. The key input is K2.

5 Explain the operation of Caesar Cipher with the algorithm. Decipher 10
“WKHTXIFNEURZQIRAMXPSVUYHUWKHODCBGR]” using Caesar Cipher.

The English alphabet table

a|blc|d|e|f|g|h]|i]]j m| n pPlq ulviw|x|y]|z

00 ojojofojojojoy1f1f1rj1|1|1|1 21221212

0112 |3]4[5|/6|]7]8]9]0]1]2]|3]|4|5]6|7|8]9|0]1]2|3|4]5

Givew cipher text tuble

WK/ H T/ X|{I|F|NE UR/Z QI|R A MX|P| S|VIU Y| H U WK|H|O|D|C|B|G|R|]

2/1/0({1,2{0/0(1|0|2|1/2{1{0|12{1|2|11{2|1|2{0{2|2(1{0]1|0(2]2|0]|1|0

2{0/7/9/3[8]/5/3/4/0[7/5/6/8]76[23]5/8/1]7/4]7[0]2/0]7]4)3/8]7]6]7]9

The plain text is given by:

pt = ct — keymod 26

For Caesaw cipher the key=3

The

& pt=ct—3mod 26
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plain text table for given cipher text
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Obtaining the plain text ay
“the quick brown fox jumps over the lagy dog” 10




Using SDES encipher the plain text “00101000” using the key
“1100011110". Nlustrating all the intermediate steps given as follows.

pro]3]s5]2]7]4]10]1 [9]8]6]
IP 216|13[1]41|8 5 7
IPT {413 |5|7]|2 8 6
P8 6(3|7|4|8|5 10 | 9
P4 214131
1 0 3 2 01 2 3
32 10 2 0 1 3
So=10 2 1 3 55¥13 01 0
31 3 2 2 1 0 3
Giveru pt = 00101000
Key = 1100011110
1. Key generatiow
K1
Bit # 1/2(3(4|5|6|7|8|9]10
K i1l1/0|lo0|0|1|1]|1|1]|0
P10(K) oloj1(1|l0|0|1|1|1]|1
shift(P10(k)) oj1/1(0|l0|1|1|1|1]|0
P8(shift(P10(k))) |1|1|1|0|1|0|0|1
Key generatiow
K2
Bit# 1/2/3|4|5|6|7[8|9]10
K 1l1/0|0|0|1|1]|1|1]|0
P10(K) oloj1|1|l0|l0|1|1|1]|1
Shift (P10(k)) i1lo/o0|o|1|1]|1]|0|1]|1
P8(shife(P10(k))) | 1|0|1|0|0|1|1|1
So-we hawve the two-keys
K1 =1110 1001
K2 = 1010 0111
2. Encryption
Givenpt = 00101000
Bit# 1/2(3|4|5|6|7]|8
pt olol1|ol1l0]|0]0
IP(PY) oloj1|o0]lo|0|1]|0
Left(L) | Right(R)
R olol1]|o0
E/P(R) olojo|1]lo0|1|/0]|0
K1 1l1/1|0|1|0|0]|1
E/P(R)® K1 1(1/1|1]|1]1]|0]1
Sboxes(E/P(R)D K1 1/o0]/o0|o0
P4 (Sboxes(E/P(R)D K1) 0/0/0]|1
L olol1|o0
P4 (Sboxes(E/P(R)D K1)DL| 0| 0| 1|1
Input to-swap switchs oloj1]1|o0]0]1]0




d.

b.

Output from switch olo|l1]o]lo]o]|1]1
Lefei(L) | Right(R)

R 0|01]1

t/P(R) i1lojo|1]lo|1|1]|0

K2 i1lol1|0|lo|1|1]1

E/P(R)D K2 olo|1|1]l0|0|0]|1

Sboxes(E/P(R)® K2 1lo/1]|0

P4 (Sboxes(E/P(R)D K2) 0|0[1]1

L olol1]o

P4 (Sboxes(EP(R)D K2)DL| 0|0 | 0| 1

Input to-IP* olojo|1]lo|lo|1]|1

Cipher text i1lololol1]|0|1]0

Given cipher text “NTSGYCNXEAKIETTHMAOT"’ decrypt it using single
round transposition technique if K = 31452.

Obtuining the plain text ay “enemy attacks tonight” 03
Givenw

Cipher text = NTSGYCNXEAKIETTHMAOT

EncryptionKey = 31452

Decryption key generationw
Standowd 1|23 |4|5
EncryptionwKey | 3| 1| 4| 5|2
DecryptionwKey |2 | 5|1 3| 4
Decryptiow
2|5|1(3 |4
NIY|E|E|M
TICIA|T|A
SIN|K|T|O
G| X|I | H|T
Reawrange to-obtairn
Plaintext = enemy attacks tonight
Write a model for network security and explain it in details. 5
Diagram of model for network security 03

Explanation 02
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Fig : Model for network security
A message iy to-be trawnsferred from one pauwty to- another across some sort of
Internet service. The two-pauties; who- awe the principals inv this transaction,
must cooperate for the exchange to- take place. A logical informatiow
channel ig established by defining o route through the Internet from source
to- destination and by the cooperative use of conumunication protocoly (e.g,
TCP/IP) by the two-principals:

Security aspecty come into- playy whew it is necessowy or desirable to- protect
the information trawvsmission from an opponent who- may present a thweat
to- confidentiality, authenticity, and so-on. AU the techniques for providing
secur ity hawe two- components:

A secuwrity-related transformation onw the informatiow to- be sent. Examples
include the encryptionw of the message; which scrambles the message so-that
it i wwreadable by the opponent, and the additiow of a code based o the
contenty of the message, which cawnv be wsed to- verify the identity of the
sender.

Some secret information sharved by the two- principalsy and; it is hoped,
unknoww to- the opponent. An example is awn encryption key wsed in
conjunction withy the travuformation to- scramble the wmessage before
transmission and unscramble i ov reception.

A trusted third pouty may be needed to- achieve secure travnsmission. For
example; a third pauty may be respovsible for distributing the secret
informatiow to- the two- principals while keeping it from any opponent. Or av
third pawty may be needed to- awbitrate disputes between the two- principals
concerning the authenticity of a message transmission.

This general model shows that there are fowr basic tasks inv designing a
particulow security service:

1. Desigiv  awv  algorithw for performing the security-related
trawnsformation. The algorvithwnw should be such that an opponent
canmnot defeal ity purpose.

2. Generate the secret information to-be wsed with the algorithw.

3. Develop methods for the distribution and shawring of the secret
informatio.

4. Specify a protocol to- be used by the two- principalsy that makes wse of



the security algovithmv and the secret information to- achieve o
particlor secunily service.



