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Internal Assesment Test – I March 2019 

Sub: Cyptography, Network Security & Cyber Law Code: 15CS61 

Date: 05 / 03 / 2019 Duration: 90 mins Max Marks:  50 Sem: VA,B & C Branch: CSE 

Note: Answer any 5 full questions (Including minimum 1 question from Module-2) 

 

Module-1 Marks OBE 
CO RBT 

1 Explain different common cyber attacks [10] CO1 L1 

2 
Explain different defense strategies and techniques against cyber attacks [10] CO1 L1 

3 a) Find gcd (2940, 1760) with the help of Euclid’s algorithm [4] CO2 L3 

b). Find the inverse of 15 modulo 26 with Extended Euclid’s algorithm [6] CO2 L3 

4a) i). Find 1518 mod 17 using Fermat’s Little theorem.  
ii). Find whether  〈𝑍9

∗, ∗9〉 is a group or not? Justify your answer. 
[2+4] CO2 L3,L4 

b) Define Cyclic group. Check whether 5 is a generator for 〈𝑍13
∗ , ∗13〉  under 

multiplication mod 13. 
[4] CO2 L3 

5 a). Encrypt the plaintext “CRYPTOGRAPHY” using Hill cipher with the key   

[
9 4
5 7

]   
[5] CO2 L3 
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b). 

Find the value of 𝑥 by solving the following congruent equations using Chinese Remainder 

Theorem.  
𝑥 ≡ 1 𝑚𝑜𝑑 5
𝑥 ≡ 2 𝑚𝑜𝑑 7
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6 With a neat diagram, explain the single round of DES Encryption  Model [10] CO2 L2 

Module-2 

7 Encrypt the message 001010111 applying RSA Encryption technique where p=3, q=7 [10] CO3 L3 
8a) Explain how Secret key and public key can be combined to create session key encryption [5] CO3 L2 
b) Explain how side channel attacks exploit timing or power characteristics of RSA 

implementation. 
[5] CO3 L2 
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1 Explain different common cyber attacks [10] 

2 
Explain different defense strategies and techniques against cyber attacks [10] 



 
 

 

 

 

 

2 
Explain different defense strategies and techniques against cyber attacks [10] 



 



 
 

 



 

a) GCD ((2940, 1760) with the help of Euclid’s algorithm 

Step 1:            2940  =  1 * 1760  +  1180 

Step 2:            1760  =   1* 1180  +  580 

Step 3:            1180  =   2 * 580  +   20 

Step 4:             580   =   29*20    + 0 

 

So the GCD (2940, 1760)  =  20 

      

       

8) a) Explain how Secret key and public key can be combined to create session key encryption     [5] 

    b)  Explain how side channel attacks exploit timing or power characteristics of RSA implementation  

[5] 
 

 

 
 

3 a) Find gcd (2940, 1760) with the help of Euclid’s algorithm [4] 

b). Find the inverse of 15 modulo 26 with Extended Euclid’s algorithm [6] 

b). Find the inverse of 15 modulo 26 with Extended Euclid’s algorithm 
 

 

 
 

 

 

 

8a) Explain how Secret key and public key can be combined to create session key encryption 



a) 

 

 
 

b)  Side Channel attack to RSA 

 

 



6)   With a neat diagram, explain the single round of DES Encryption  Model    [10] 

           

                    
4)  i). Find 1518 mod 17 using Fermat’s Little theorem                        [2] 



 

 
 

 

 



 
 



 
 

The group and the operation table is 

 

           1  2  4  5  7  8                                                                         1)      So it is closed 

------------------------------------------------ 

1     |  1  2  4   5   7  8 

2     |   2  4  8  1  5  7 

3     |   3  6  3  6  3  6 

 4    |   4   8   7    2   5 

 5    |  5   1    2   7 8 4                                                       2) (2 *9  4)  *9  5 == 2 *9  (4  *9  5) 

      

 
 

But It is following the inverse property. As gcd(i , 9) is always 1, (as <Z9* ,*9> contains the 

elements which are co- prime with 9 ) so definitely for all the elements inverse exists.  

So it is a group. 



 

 
 


