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Note: Answer any 5 full questions choosing 3 questions from Module-4 and 2 questions from Module-5

Module-4 Marks OBE
CcO RBT
1. What are the different attacks on WEP? Explain how these attacks are [10] CO5 L9
mitigated in TKIP and CCMP?
2. . . .
Explain the different types of Firewalls. [10] | COS | LI
3.
Write short note on : SOAP, WSDL [5+5] | CO5 L
4,
Explain types of IDS with their tasks. [10] CO5 L2
5. What is Code Red? Explain the following propagation model of Code
Red. i). Simple epidemic Model [10] CO5 L2
i) Kermack- McKendrick model
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Module-5

Define the following terms under the Information Technology Act, 2000
i) Certifying authority ii). Cyber Appellate Tribunal
iii). Digital Signature iv). Secure System v). Controller
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Describe the duties of Subscribers. Discuss also the penalties and adjudication under
section-43 of the IT Act, 2000 for a). damage to a computer/computer systems
b). failure to furnish information, return etc...
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1) What are the different attacks on WEP? Explain how these attacks are mitigated in TKIP

and CCMP? [10]
The two attacks are Known plaintext attack (Confidentiality) and Modification (Integrity) of

Message.

Deda Pordorkipm = TEIP £ cchF

_ e wﬂ_ﬂthﬂ\.—wm ‘B LIEF Mﬂﬂj g g aann cif'l.r--Lﬂ; El'.'!.:’j':rlcd
_ ISEE  geagy; ghouadavdls Cowrnidtes o Ceed -}ﬁ;rrel.;!n -

TRES wan choetei - Thas wOPAH (ﬂm Pretdecfed I"'-"’—‘-‘L‘_fﬁ
boar lserom - Trebhicel - -]C.p-v ] %w‘f-ﬂ-ﬂ_ﬂ_ﬂ ki—:‘_‘f__.
!h"teﬂﬂr’t‘,i Frrode col? i TE !P:}-
fmpﬁ'—uuwhﬁw Boa-Ilr 4haf wdes ACSFLOFA- -

e Adechrical womds 4 Coumder Pmodle v CRAE MAC
Profocel (corp)-

TR
— Ry eamcugphen boy miu. sed o opessots by shea
— The e s B v TP W 20 bk

-—H—Wi Lo d an 'F'{J_EFFCLEM," E,numl—rrnk_@—
calted - F{A.ﬂ-u l‘_uama-lg-.-.:j
— Afpi— 132 bib devipenet key TR, Sendex's faCadde,
b eyber Crmset Siguificand boles ) of L@ - bt factanne
%ﬂ]wmw. [ o casdtn -
— Fernd iy orket Lifres % AL -F,.,.,.q}x.—_ﬂ
i“%@t‘ﬂ*tﬁ:@; o . MT 5

MH -_I.-Ct_ -"’EEf’\.ﬂ-—rL' EF‘.'!E q
Lo llisrens vt [ NMM Ebf

— QEATM{.IL [T X - .
Freel froamae's Seq. Mo pm{w rsone %M



~ Tuoo ’KL.ula Lond ow fv.»-c&uws (PrF | and PRFZ)

g i‘“\fl“‘ju‘ woQ gfuua
i A ~M ‘u k k/' ”»
™ .‘s:::sf;_.:l "’v“*} T b by ‘2.5‘1”“
rgac \ —-/éo > PRF -
| (Phasx! o l Cﬂw B
y Gog (e wk}
oM
2 ll‘i
|\ -
t- ~J \\1 l _‘
—

comp

—

- U‘;&-’- kLS fm gl L E&HHTHM ?F hr.r FWL'I
L {ruace Mﬂmka}‘mf,'“kyr;?.

— A packet ket (PN mmaiwabaned af body
-’;E-.JM{ AL LV EL -

— N U i'ﬂw b\’ﬁt Cead et after e ach frame

(s “"*"-‘-U?.m ﬂtur} of A f.mb. frave G Mot

5-11"""'“"! G Chhgpd € Ak vealuwe ﬁ'F PK om e

haader s fou valet stoved by i+ If foammet

u ;I._M"n %ﬂihmrﬁw{ I &ASCHM



“Fre 1:';!1'-54.- el ?urc:.,uwj a Jl‘(ﬁw«-d- {'n-f Yo g
(S ] wWTM-L"— e -

- 1b B Compuded agimg RES i CBC ( Cipluat bk

¢ Lo wiadle i Mo bleck e = 128k Ly -

— Ty % .?mfmm,ﬂg_ enepphion wa gach .HE?_
b TE

= The W f\ﬂ WL CGWLF“-MM L oa MO e oty
vneluds g Wik Py -

— The second § AHugd blocks vged im M IC W“"f“—“ﬂ-ﬂw
Are  fiekds  pucdh a2 M AC adldaces Seqrtatten],

fronat type
— Nexk 4 blocks v Han fonee dotae ane Sequedaly
Ppvoressed Remlbiy e R-bylomic -

— hlexl f‘{:-LfJ U LM"-la‘fJn'm'
= Prawee dode & M o tmpadeneded £ fhon enogpled

Whing  KeS e Loupdte wiode .
O et (Merin)) 02 il e
@ E{ - ""i@ 'PF. .

— Frouae ™Mo e ludles (eMP Lol %MH‘_. _
wfm MLE;T% SB e ’F‘W: ALteaver  Rwveaied

by MIC verdfronb:

2) Explain the different types of Firewalls. [10]



71.1.3 Firewall Types

firewalls can be classified into the categories described in rest of this section.
puckst Filters and Stateful Inspection
processing the ruleset in Table 21.1 involves check
For example, it may be necessary to check whether a packet carries a certain specific source or
destination IP address or port number, The carliest firewall designed to perform this task was
referred to as a packet filtering firewall. It is often performed by the border router or access router
that connects the organization’s network to the Internet. In etiect, the border router becomes the
first line of defence against malicious incoming packets. We next explain why the packet filtering
firewall is inadequate.

ing for matches in the IP, TCP, or UDP headers.

Consider an external mail server (IP address = ABC

) that wishes to deliver mail to an organi-
aation. For this purpose,

it should first establish a TCP connection with the organization’s mail
server, MS. Consider the arrival of a packet with the following attributes:

Source IP address = ABC
Destination IP address = MS

TCP destination port = 25 (SMTP port)
ACK flag set

Such a packct would be part of a normal flow provided a connection between ABC to MS has been
established. But suppose such a connection has not yet been established. Should the packet still be
allowed in?

The simple packet filter will allow the packet to enter even if no prior connection between ABC
and MS was established. It should be noted that such packets are often used to perform port scans.
Without an eXisting connection, the MS would send an RST in response to receipt of such a packet.
Thus, such packets provide information to the sender regarding which ports are open on various
hosts within the organization.
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There are proxy agents for many application layer protocols including HTTP, SMTP, and FTP.
In addition to filtering based on application layer data, proxies can perform client authentication
and logging. An HTTP Proxy can also cache webpages. Caching has a major impact o perfor-
mance. If the webpage is cached in a web proxy server located in the client’s Ofganization, the
response time could be greatly reduced compared to that where the page has to be fercheq from
the external web server. Also, caching reduces the demand on external communication bandwidth
while easing the load on the web server.



3) Write short note on : SOAP, WSDL [5+5]

SOAP

| What is SOAP? | . SOAP Message Format |
+ SIMPLE OBJECT ACCESS PROTOCOL
* For exchanging structured information over mternet.

* SOAP message consists of three parts:

— SOAP Envelope
* SOAP can be used over any transport protocol such _ SOAP Header (optional)
as TCP, HTTP, SMTP
) . . — SOAP Body
* SOAP defines a model for processing individual, SOAP Header

one-way messages
* The mapping between soap message and an
underlying transport protocol is referred as SOAP

* The Header element 1s a generic container for control information
+ Header blocks should contan information that mfluences payload

. processing
l;md‘lng' ¢ £ htto of SMTP + Header is optional
oap may run on top of http o . SOAP Body:

+ The Body element represents the message payload

o 0
<l version="1,0"?> <2l version="1.0"2>
<s0ap: Bnvelope <soap:Envelope
xnlns:soap = ‘http;//ww.w}.0rg/2001/12/5°3?'$’%’§ A xmlns:soap = 'h:tp://uw.vJ)orgtzomgz/so@.ng_f AW
.Body amins:X="http: //ww.stockQuote, con/price > <soap:Body xmlns:X="http: //wwv.stockQuote.con/price’>
GD&P'BS").M'X hhtp.', o/ fowi ‘s <X:GetPriceResponse xmlns:X = *http://wew. . . * >
<J:Getrice ulns:K » “Betp://w. - - <K:Prices 3847 </X:Price>
<L:Stocklane> MyStartp </X:Stockane> </X:CetPriceRespense>
</X:GetPrice> </soap:Body>
«[soap:Body> </soap:Envelope>
gkl (o) SOAP message in HTTP response
(¢) SOAP message in HTTP POST request

WSDL:
| WSDL | | WSDL

* Web services Defimtion langange

+ “An XML format for deseribing network services as a set =EESEACE Dames'{ihangel”s 4
. . . . .. cpart name=" . . . " type=".. . . /=

+ Contamns information where the service 1s located, what the < /messages

service does. and how to mvoke the service such as

- -1 cmessage name="messagel®s

types .messages, operation port types.and bindings. <part name=" . . . " type=" . . . "/>
* Operation:abstract definition of a n action. </message>
+ Message: abstract defimtion of data bemngexchanged as a part of <portType name="portTypel’s

operation. <cperation name=" . . . ">

cinput messag *mesgagel’ />
<output MEssages= messagel" />
<foperations
< /portType=>

Port type that includes one operation comprising two messages

4) Explain types of IDS with their tasks. [10]
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5) What is Code Red? Explain the following propagation model of Code Red. i). Simple
epidemic Model ii) Kermack- McKendrick model

Code red is an internet worm. The worm spread itself using a common type of vulnerability
known as a buffer overflow. It did this by using a long string of the repeated letter 'N' to
overflow a buffer, allowing the worm to execute arbitrary code and infect the machine with the
worm


https://en.wikipedia.org/wiki/Buffer_overflow
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: ; there are only two of entities in the

son. Either an indavidual is suxceptible on he iy imfected. An Lhﬂm“‘]uﬂ ciin mfeck &

M},& person. Omee infecied, 3 PEMOn remains infecred and doses not recover

Lo N b the size of the total papulation. Let fit) be the number of infected individuuals at time

The number of suscepeibles. o tme £ is then N - ). B s the initial infection rate, ie., each
persof AMEMPES 10 pass on the infection 1 susceptibles in 1 time unit. The following

Hﬂ‘"ﬁ'l = aprures the number of infecied PeTSONS At time F.

E

di = Mu]{l -ﬁﬂ}u {19.1)
N
o
B | Al (19.2)
I:r][l—%]

amhﬁﬁkmhﬁumuchmﬁuumim_ﬂd: suseeptibles in time interval dr. However,
in 3 finie populartion of size N, the probability char the rarget of an infective is already infocted
I

',_hT.Suchurgmdu not add to the population of newly infected. The factor (1-"%] in the

above equarions ensures thar only previously uninfected entities are added to the count of the freshly
infected in rime interval de.

Integrating both sides of Eq, (19.2) yields

1N
- — 3
Iin) o s IN =T i19.3)

A number of organizations, research labs, e, independently monitor incoming packets into their
serworks {typically Class B or Class Cl. They reported theie observarions covering the cntire
2-hour period on July 19th, 2001, when Code Red-l (version 2 with the randomly seeded random
number generator) was unleashed. OF interest are the worm scan traffic (on port 80) and also the
number of utique TP addresses from where this maffic emanated.

A crucial observation is that the Simple Epidemic Model s fairly accurare in determining the
numbet of infected machines in the first 15 hours following the outhreak of Code Red-I [Fig. 19.2).
Thereafter, d!# observed data and the model diverge. There are several explanations for this, First,
some ddministratoss applied patches so that their systems, whether infected ar susceptible, ceased



0 be either afrer being patched. Also, the large .\
amount of scan rraffic cansed kwmlk !
Interner causing a reducrion i infection Fafe.
Kermack-McKemdrick Model
The Kermack-McKendrnck (K=M| model more
Sccurately modek the spread of human mircnous
discase by comusdering theee (imstead of ) cat:
eEonies of people:
® those who are ssoepnble (stare ¢
* those who are infecrsous (stare 1) and
* thosr who are peither, o6 madivsduals who
are cured oo those who have wocumbed o
the discase (rrrminal stare T
Initially, &l indivsdush in the population are
suscepeibde. It m possible to go from stare § o |
but mor vice versa, An imfecmous pervon may of
Ma¥ mot be cured I cured, however, he is never again vulnerable g the
Fi. Ii,ll.T\rMhmnmth'T:unﬂpnnqhmmhfmcdm‘.H“mm ditey,,
“i“um“mﬂmmlmminm Mhﬂp:

As before, let It} be the number of jnfecs
nachines, and . Infectious machines
of 1, A Hﬁhdﬂlﬂﬁﬁhﬂm

(194}
e diN — Sir) = K I
dr T liry (19.5)
" -on 194 describes. the rate ar which

: the suscepeibles. decrease (due to the transition to the
et ’"“r:nl.-:ru!:'l::gi: ::.gl“ “Aprres the rate at which machines in the terminal state increase.
e that the B yis th € FETminal stare are all those that are neither susceptible nor infectious.
\nalogo to f, ¥ ud:| rate at wh-c_h the infecrious machines transit to the terminal state,

A ile ﬂ*_“‘l“u'“ —;hmm “xplains the spread of Codde Red compared to the Simple Epidemic
odel, e still falls - % implicic assumptions are at variance with the spread of Inverner
ping WOFmS. In particular;
p: hines that are susceptible but wor infectious may also be patched, Thus, there ought to
be 4 transition brom state 5 to state 7. This i not factored into the model,

o The infection rate. [, is netivork-depemdent, As the worm continues o spread, it will consume
perwork resources such as bandwideh leading to traffic congestion. This in mrn will slow
dawn the infection rate. However, both the models considered here assume [ to be constant.

s The K-M model assumes that the rate of transitioning from the infectious to the terminal state
is & constant, ¥ During the early stages of the worm epidemic, not much is known about it.
So few machines will be patched. However, once the epidemic sets in and there is more public
AWATENCSS, MOre administrators will apply parches, This rave will decrease after most worm-
aware administrators have applicd their parches. Thos, the rate at which machines are

patched, and hence ¥, is far from comstant.

A stare diagram of a model that factors the patching of susceprible machines is shown in Fig.
| 19.3e).



6) Define the following terms under the Information Technology Act, 2000
1) Certifying authority ii). Cyber Appellate Tribunal
iii). Digital Signature iv). Secure System v). Controller

"Certifying Authority' means a person who has been granted a license to issue a Digital

Signature Certificate under section 24

.. 'digital signature'’ means authentication of any electronic record by a subscriber by means

of an electronic method or procedure in accordance with the provisions of section 3:

* Secure System:

-=» Refers to computer hardware, software, and procedure that is
reasonably secure from unauthorised access and Misuse.

= Provides a reasonable ievel of liability and correct operation,
= |s reasonably suited to performing the intended functions.
= Adheres to generally accepted security procedure.

Controller:
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Cyber Appellate Tribunal (Section 48):



Establishment of cyber appellate tribunal.
Composition of cyber appellate tribunal.

Qualification for appointment as presiding officer of cyber
appellate tribunal.

Term of office.

Salary, allowances, and other terms and conditions of service of
presiding officer.

Filling up of vacancies.

Resignation and removal.

Orders constituting appellate tribunal to be final.
Staff of the cyber appellate tribunal.

Appeal to cyber appellate tribunal.

Procedure and powers of the cyber appellate tribunal.
Right to legal representation.

Limitation.

Civil court not to have jurisdiction.

Appeal to high court.

Compounding of contraventions.

Recovery of penalty.

7) Explain various offences and punishments of cyber crime.



Offences

1. Tampering with computer source documents

3.

Whoever knowingly or intentionally conceals, destroy or alters or
intentionally or knowingly causes another to conceal, destroy any
computer source code used for a computer or computer network,
shall be punishable with imprisonment up to three years or with a
fine up to 2 lakh or with both.

. Hacking with computer system

if any person dishonestly or fraudulently does any act referred to in
section 43, he shall be punishable with imprisonment for a term
which may extend to three years or with fine up to 5 lakh or both.

Punishment for receiving stolen computer resources or

communication device

Whoever dishonestly received or retains any stolen computer
resource of communication device knowing or having reason to
believe the same to be stolen computer resource or communication
device, shall be punished with imprisonment for a term which may

extend up to 3 years cgaﬂpbéingiwfaégghh U@Eﬂ'\?y'baper. Save earth

4. Punishment for identity theft

Whoever fraudulently or dishonestly make use of electronic
signature ,password or unique identification feature of any other
person, shall be punished with imprisonment of either description
for a term which may extend to three years and shall also be liable
to fine which may extend to rupees one lakh.

5. Punishment for cheating by personation by using computer
resource

Whoever, by means for any communication device or computer
resource cheats by personating, shall be punished with
imprisonment of either description for a term which may extend to
3 years and shall also be liable to fine which may extend to 1 lakh
rupees.

6. Punishment for violation of privacy

Whoever, intentionally publishes or transmits the image of a
private area of any person without his or her consent, shall be
punished with imprisonment which may extend to 3 years or fine

not exceeding 2 lakh rupees or both. )
Source : diginotes.in  Save paper. Save earth



9.

. Punishment for cyber terrorism

Whoever with intent to threaten the unity, integrity, security of
sovereignty of India or any section of the people by- denying or
cause the denial of access to any person authorized to access
computer resource or attempting to penetrate or access a
computer resource without authorization or exceeding authorized
access.

Whoever knowingly or intentionally penetrates or accesses a
computer resource without authorization or exceeding authorized
access, and by means of such conduct obtains access to
information, data or computer database that is restricted.

Whoever commits or conspires to commit cyber terrorism shall be
punishable with imprisonment which may extend to imprisonment
for life.

Publishing of information which is obscene in electronic form

Whoever publishes or transmits or causes to be published in the
electronic form any material which is lascivious or appeals to the
prurient interest, shall be punished with imprisonment of either
description for a term which may extend to five years and with fine
which may extend to 1 lakh.

Punishment for publishing or transmitting of material containing

sexually explicit act in electronic form

Whoever publishes or transmits or causes to be published in the
electronic form any material which contains sexually explicit act or
conduct shall be punished with imprisonment of either description
for a term which may extend to five years and with fine which may
extend to 10 lakh rupees.




10. Power of controller to give directions

* The controller may, by order, direct a CA or any employee of such
authority to take such measures or cease carrying on such
activities as specified in the order, if those are necessary to ensure
compliance with the provisions of this act, rules made thereunder.

*=  Any person who fails to comply with any order under sub-section 1
shall be guilty of an offence and shall be liable on conviction to
imprisonment for a term not exceeding 32 years or to a fine not
exceeding 2 lakh or to both.

11. Government agency power to intercept information

*« The act empowers the central/ state government authorised
agency to intercept, monitor or decrypt any information
generated, transmitted or stored in any computer resource if it is
deemed fit in the interest of the sovereignty .

+ The agency can also secure all the facilities and technical
assistance from the subscriber or computer personnel to decrypt
the information.

+ The subscriber or any person who fails to assist the agency shall be
punishable with an irGipuseemeigifvotessinn toséyeatser. Save earth

12. Protected system

* The appropriate government may, by notification in the official
gazette, declare any computer, computer system or computer
network to be a protected system.

* The appropriate government may, by order in writing, authorise the
persons who are authorised to access protected systems notified
under sub-section 1.

= Any person who secures access or attempts to secure access to a
protected system in contravention of the provisions of this section
shall be punished up to 10 years and shall be liable to fine.

13. Penalty for misreprasentation.

* Whoever makes any misrepresentation to, or suppresses any
material fact from, the controller or the CA for obtaining any licence
or digital signature certificate, as the case may be, shall be punished
up to 2 years or with fine which may extend to 1 lakh or both.



14. Penalty for breach of confidentiality and privacy

= Any person who, in pursuance of any of the powers conferred
under this act, rules or regulation made thereunder, has secured
access to any electronic record, book, register or other material
without the consent of the person concerned, discloses such
electronic record or other material to any other person shall be
punished up to 2 years of imprisonment or fine with 1 lakh or both.

15. Penalty for publishing digital signature certificate false in certain
particulars

= No person shall publish a DSC with the knowledge that the CA
listed in the certificate has not issued it or the subscriber listed in
the certificate has not accepted it.

* Any person who contravenes the provisions of sub section 1 shall
be punished up to 2 years imprisonment or fine with 1 lakh or
both.

16. Publication for fraudulent purpose

Whoever knowingly creates, publishes or otherwise makes
available a DSC for any fraudulent shall be punished up to 2 years
of imprisonment or fine with 1 lakh or both.

17. Act to apply for offence or contravention committed outside
India

Subject to the provisions of subsection 2, the provisions of this act
shall apply also to any offence or contravention committed outside
India by any person, irrespective of his nationality.

Subject to the provisions of subsection 2, the provisions of this act
shall apply also to any offence or contravention committed outside
India by any person if the act or conduct constituting the offence or
contravention involves a computer located in india.

18. Confiscation

Any computer, computer system, floppies, CD, tape drives or any
other accessories related thereto, in respect of which any provision
of this act or rules, orders or regulations made thereunder has

been oris being contngened shall. be liable to confiscation.
ource I diginotes.in ~ Save paper. Save earth



19. Penalties or confiscation not to interfere with other punishments

= No penalty imposed or confiscation made under this act shall
prevent the imposition of any other punishment to which the
person affected thereby is liable under any other law for the time
being in force.

20. Power to investigate offences

*+ Notwithstanding anything contained in the code of criminal
procedure 1973, a police officer not below the rank of deputy
superintendent of police shall investigate any offence under this
act.

8) Describe the duties of Subscribers. Discuss also the penalties and adjudication under section-
43 of the IT Act, 2000 for a). damage to a computer/computer systems
b). failure to furnish information, return etc...

Duties of subscribers
1. Generating key pair.

2. Acceptance of digital signature certificate:

* A subscriber shall be deemed to have accepted a DSC if he publishes the
publication of a DSC to one or more persons, in a repository.

* By accepting a DSC, the subscriber certifies to all who reasonably rely on
the information contained in the DSC that the subscriber holds the pair
or all representations made by the subscriber to the CA.

3. Control of private key

* Every subscriber shall exercise reasonable care to retain control of the
private key corresponding to the public key listed in his DSC and take all
steps to prevent its disclosure to & person not authorised to affix the DS
of the subscriber.

* |f the private key corresponding to the public key listed in the DSC has
been compromised, the subscriber shall communicate this without any
delay to the CA in such manner as may be specified by the regulations.



Penalties and adjudication

1.

Penalty for damage to computer, computer system.

If any person without the permission of the owner accesses or
secures access to such computer, downloads any data, introduces
any computer contaminant or computer virus into any computer,
damages any computer, disrupts any computer network, denies
access or causes the denial of access to any person authorised to
access any computer, provides any assistance to any person to
facilitate access to a computer charges the services availed of by a
person to the account of another person by tampering with or
manipulating any computer, he shall be liable to pay damages by
way of compensation not exceeding 1 crore to the person.

Compensation for failure to protect data

If a body corporate handling any sensitive personal data or
information in a computer resource which owns is negligent in
implementing and maintaining reasonable security practices such
body shall be liable to pay damages to the aggrieved party.

. Penalty for failure to furnish information return

If any person who is required under this act should furnish any
document, return to the controlier or the CA fails to furnish the
same , he shall be liable to a penalty not exceeding 150000 for
each such failure.

. Residuary penalty

Whoever contravenes any rules or regulations made under this
act, shall be liable to pay a compensation not exceeding 25000 to
the person affected by such contravention.

. Power to adjudicate

Factors to be taken into account by the adjudicating officer

The amount of gain of unfair advantage, wherever quantifiable
made as a result of the default.

The amount of loss caused to any person as a result of the default.

The repetitive nature of the default.






