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Sub: Cyptography, Network Security & Cyber Law Code: 15CS61 

Date: 13 / 05 / 2019 Duration: 90 mins Max Marks:  50 Sem: VA,B & C Branch: CSE 

Note: Answer any 5 full questions choosing 3 questions from Module-4 and 2 questions from Module-5 

 
Module-4 Marks OBE 

CO RBT 
1. What are the different attacks on WEP? Explain how these attacks are 

mitigated in TKIP and CCMP? 
[10] CO5 L2 

2. 
 Explain the different types of Firewalls. [10] CO5 L1 

3. 
Write short note on : SOAP, WSDL 

[5+5] CO5 L1 

4. 
Explain types of IDS with their tasks. 

[10] CO5 L2 

5. What is Code Red? Explain the following propagation model of Code 

Red.  i). Simple epidemic Model 

          ii) Kermack- McKendrick model 

[10] CO5 L2 
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                                                                      Module-5 

6. Define the following terms under the Information Technology Act, 2000 

i) Certifying authority   ii). Cyber Appellate Tribunal 

iii). Digital Signature  iv). Secure System  v). Controller 

[2*5] CO6 L1 

7. 
Explain various offences and punishments of cyber crime. [10] CO6 L1 

8. Describe the duties of Subscribers. Discuss also the penalties and adjudication under 

section-43 of the IT Act, 2000 for   a). damage to a computer/computer systems 

b). failure to furnish information, return etc…  

[10] CO6 L2 
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1) What are the different attacks on WEP? Explain how these attacks are mitigated in TKIP 

and CCMP?                                                                                                        [10] 

The two attacks are Known plaintext attack (Confidentiality) and Modification (Integrity) of 

Message. 

 

 
 

 

 



 

 
 



 
 

 

 

 

 

 

 

 

 

 

2) Explain the different types of Firewalls.                                                                  [10] 

 



 



 

 
 

 



3) Write short note on : SOAP, WSDL                                                                           [5+5] 

 

SOAP 

 

 

 
WSDL: 

 
 

 

4) Explain types of IDS with their tasks.                                                               [10] 

 



 



 



 
 

 

 

Code red is an internet worm. The worm spread itself using a common type of vulnerability 

known as a buffer overflow. It did this by using a long string of the repeated letter 'N' to 

overflow a buffer, allowing the worm to execute arbitrary code and infect the machine with the 

worm 

5) What is Code Red? Explain the following propagation model of Code Red.  i). Simple 

epidemic Model   ii) Kermack- McKendrick model 

https://en.wikipedia.org/wiki/Buffer_overflow


 



 

 
 

 



 

iii). Digital Signature  iv). Secure System  v). Controller 

 

 

 

 

  

 

 
 

Controller: 

 

 
 

Cyber Appellate Tribunal (Section 48):  

 

6) Define the following terms under the Information Technology Act, 2000 

i) Certifying authority   ii). Cyber Appellate Tribunal 
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7) Explain various offences and punishments of cyber crime. 

 



 

 



 

 



 

 



 

 



 
 

 

 

 

 

 

b). failure to furnish information, return etc… 

 

 

8) Describe the duties of Subscribers. Discuss also the penalties and adjudication under section-

43 of the IT Act, 2000 for   a). damage to a computer/computer systems 



 

 
 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 


