


1.a . Types of Vulnerabilities 

 

Vulnerabilities

• Weakness in a procedure, protocol, h/w or 
s/w within an organization that has the 
potential to cause damage.

• Vulnerability classes:

• 1. Human Vulnerabilities

• Induced by human behavior or action

• eg. clicking a link may leads to phishing or 
cross site scripting attack, e-mail virus

• 2. Protocol Vulnerabilities

• Protocols in LAN such as TCP, IP, ARP can be 
easily attacked

• Pharming attacks: ARP protocol to get 
passwords from LAN, man in the middle 
attack, replay attack



• 3. Software vulnerabilities
• In app’ s/w
• eg
• Without validation of limit of user input may lead 

to buffer overflow
• in text field if some java script is given then 

validation is stopped eg of cross site scripting 
vulnerability

• in text field if SQL query is given then validation is 
stopped eg SQL injection vulnerability

• 4. configuration vulnerability

• configuration settings in newly installed s/w 
can be given wrongly e.g read, write & 
execute privileges 

 

B. Guiding principles of security 



Guiding Principles

• 1. Security is as much a human pblm than a 
technological pblm & must be addressed at 
different levels

• It should be addressed by top level mgmt

• Chief Information Security Officer (CISO)
Robust security policies should be formulated 

• Security Engineers
• key role to play in designing technique and products to 

protect organizations from the various cyber attacks

• System administrators
• Handle day-to-day operations 
• Configure systems & applications

• Employees
• should be educated on various do’s and don’ts through 

periodically updated security awareness programs.



2. Security should be factored in at 
inception, not as an afterthought

• Application s/w is often vulnerable to attack

• Soln: Integrating secure coding practices into the 
s/w curriculum in the colleges

• 3. Security by obscurity- unknown(or by 
complexity) is often bogus- not genuine or true

• New security protocols may also have serious 
vulnerabilities

• They should be properly deployed in hacker 
perspective

4. Always consider the “Default Deny” 
policy for adoption in access control 

• Default Permit- unless subject(people, n/w 
packets.,,) is in Blacklist

• Default Deny – unless subject is in Whitelist

• Disadvantages:

• Mistakenly some legitimate subject whose 
name has been excluded from the whitelist

• Mistakenly some attacker subject whose name 
has been excluded from the blacklist



• 5. An entity should be given the least 
amount/level of permissions/privileges to 
accomplish a given task

• Role based access control: principle idea in 
RBAC is that mapping between roles and 
permissions

• 6. Use ‘Defense in depth’ to enhance security 
of an architectural design

• 2 firewalls configured by 2 different s/m 
administrators

7. Identify vulnerabilities & respond 
appropriately

• Risk assessment

• Risk=Assests X Vulnerabilities X Threat

• If the assests impacted by a vulnerability are 
of low value and /or the threat 
perception(probability that a vulnerabilty is 
successfully exploited) is small, then the 
associated is low.

• In such case it may not make economic sense 
to address such vulnerabilities

 

c. Extended Euclidean algorithm 



Extended Euclidean Algorithm

Algorithm: (inverse of c mod b)

computeinverse(b,c)

{

old=1 new1=0

old2=0 new2=1

b’=b c’=c

r=2

while(r>1){

 

q=b’/c’

r=b’%c’

temp1=old1-new1*q

old1-new1 new1=temp1

temp2=old2-new2*q

old2=new2 new2=temp2

b’=c’ c’=r

new1*b+new2*c=r

}

return new2 //new2 is the modulo inverse

}  



Extended Euclidean Algorithm

➢ Used to find mod inverse

➢ E.g:

➢ b=79 c=12 inverse of 12mod79

➢ after iterations (-5)*79+33*12=1

➢ 12*33=1+5*79 ≡1(mod 79)

➢ Thus the inverse of 12 modulo 79 is 33

 

2   Chinese Remainder Theorem 

 

B  Vignere Cipher and Hill Cipher 



 

 



 



 

C. Feistel Cipher 







 

2. a. RSA Algorithm 

 



 

 

 



   

b. Issues In RSA. 

 

C. Properties of Hash function 



 

4. a. SHA-1Algorithm 

 



 

 



 

 



 

 

b. Man-in the middle attack 



 

 


