50, will be treated as malpractice.

Important Note : 1. On completing your answers, compulsorily draw diagonal cross lines on the remaining blank pages.
2. Any revealing of identification, appeal to evaluator and /or equations written eg, 42+8
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Module-1
Explain the Euclidean algorithm.
Explain the Fermat’s and Euler’s theorem.

OR :

What is Cryptanalysis? Explain any three general types of cryptanalysis attacks.

Explain the substitution ciphers and transposition ciphers.

Module-2

Explain with neat diagram general depiction of DES encryption algorithm.
With a block diagram, explain AES encryption and decryption algorithm.

OR
Explain the RSA algorithm in detail.
Explain elaborately Diffie-Hellman key exchange.

Module-3
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Max. Marks: 80
Note: Answer any FIVE full questions, choosing ONE full question from each module.

(08 Marks)
(08 Marks)

(08 Marks)
(08 Marks)

(06 Marks)
(10 Marks)

(08 Marks)
(08 Marks)

With a schematic, explain the outline and one processing stage of N-Hash function.

With a schematic, explain secure hash algorithm in detail.

OR

(08 Marks)
(08 Marks)

Explain the digital signature algorithm. Also explain the singing and verifying function of

digital signature algorithm.
Explain the discrete logarithm signature schemes.

2 Module-4
Elucidate TLS Architecture.
Discuss HTTPs.

OR
Explain the SSH protocol stack.
Explain the IEEE 802.111 phases of operation.

Module-5
Explain the pretty good privacy protocol.

With a neat diagram, explain the simplified S/MIME functional flow.

OR
Explain the benefits of IP security.
Explain IP security architecture.

% % % % %

(10 Marks)
(06 Marks)

(08 Marks)
(08 Marks)

(08 Marks)
(08 Marks)

(06 Marks)
(10 Marks)

(06 Marks)
(10 Marks)



