
 

 

 

 
1) With relevant diagram, explain how SHA-1 algorithm is used to compute MAC.                     [10] 
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1. With relevant diagram, explain how SHA-1 algorithm is used to compute 

MAC. 
[10] CO3 L2 

2. a) Explain how Diffie-Hellman key exchange algorithm is used for exchanging 

a shared secret between two communicating parties.  
[6] CO3 L2 

    b) Generate the public and private key pair using RSA algorithm and perform 

encryption and decryption. 

p=11,  q=5,  Message=1001 

[4] CO3 L3 

3. 
What is Digital Certificate? Explain the X.509 digital certificate format [2+8] CO4 L2 

4. 
Explain the following. i)Shared Secret based Mutual Authentication  

                                      ii). Asymmetric Key Based Authentication 
[5+5] CO4 L2 

5 
Explain Needham-Schroeder Protocol [10] CO4 L2 

5. 
Demonstrate the working of Kerberos Protocol [10] CO4 L2 

7. Who is a Controller? Outline his functions and powers [10] CO6 L1 

8. Discuss the provisions of IT ACT  [10] CO6 L1 



 



 



 
 
2) a) Explain how Diffie-Hellman key exchange algorithm is used for exchanging a shared secret 

between two communicating parties.                                                                                                

[6] 



 

 
 
3) What is Digital Certificate? Explain the X.509 digital certificate format       [2+8] 



 

 
 

 



4) Explain the following. i)Shared Secret based Mutual Authentication  
                           ii) Asymmetric Key Based Authentication 

 

 

 



 
 
5) Demonstrate the working of Kerberos Protocol                                                     [10] 

 



 

 



 

 



 
 

 

Who is a Controller? Outline his functions and powers                    [10] 



 



 
 

 

8) Discuss the provisions of IT ACT                                            [10] 

 

 



 



 
 


