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Sub: | Cyptography, Network Security & Cyber Law Code: 17CS61
Date:  26/06/2021 Duration: 90 mins = Max Marks: 50 = Sem: VI Branch: | CSE/ISE
Note: Answer any 5 full questions
Marks OBE
CcO RBT
1. With relevant diagram, explain how SHA-1 algorithm is used to compute
MAC. [10] COo3 L2
2.a) | Explain how Diffie-Hellman key exchange algorithm is used for exchanging [6] co3 L2
a shared secret between two communicating parties.
b) | Generate the public and private key pair using RSA algorithm and perform
encryption and decryption. [4] Cos3 L3
p=11, =5, Message=1001
3 What is Digital Certificate? Explain the X.509 digital certificate format [2+8] | COA4 L2
4 Explain the following. i)Shared Secret based Mutual Authentication [5+5] | CO4 | L2
i1). Asymmetric Key Based Authentication
5 .
Explain Needham-Schroeder Protocol [10] COo4 L2
5. .
Demonstrate the working of Kerberos Protocol [10] Cco4 L2
7. Who is a Controller? Outline his functions and powers [10] | CO6 | L1
8. Discuss the provisions of IT ACT [10] CO6 L1
1) With relevant diagram, explain how SHA-1 algorithm is used to compute MAC. [10]
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2) a) Explain how Diffie-Hellman key exchange algorithm is used for exchanging a shared secret
between two communicating parties.

[6]
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3) What is Digital Certificate? Explain the X.509 digital certificate format  [2+8]



3.2 DIGITAL CERTIFICATES
3 2.1 Certificate Types
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A digiral certificate iz a signed document used to bind g poblic ey oo the ideridne of g person.
Erxample suwh as An individual's identity could be hisher name, pational sdeotification
oumnber, e-mail or postal address, employer, etc. or some combination of thesa.

CA - The eotity that issues cermificates is a trasted enbifty called a certdficaton Awthority
(CApertificate anthority.

Cemificates may be issned o individoals, t0 organizations, o eVER 1O SETWers.

The most basic type of certificare may be applied for thoough regolar e-mail with the applicant
stating his'her public key, name, e-mail address, atc.

Im this case, the CTA requires o credentials fom the applicant.

It simply assumes that the applicant iz in possession of the (onocompromised) private key
cormresponding to the Public key contained m the application recefved via e-maail

The verifier of such a certificate should realize that the above certificates are "Trst af yomr
own risk certificates. ™

To caoay more weight, ceriificate izsuance would regoire the CA o perfinm identity
werification of the applicant.

The CA may have o obtain and venfy several details of the applicant thiz sk wouold be
delagated by the (4 o the regivrmation Arfhorige (B4

2.2 H.509 Dhgital Certificate Format

X509 iz an ITY sandard specifying the formar fior public key centificates.
The fislds of an X509 certiicate topether with their meaning are as follows:
1. Certificate Serial Nuomber and Versiom -Each cerfificate isswed by a given TA wall
have a nmique pomber.
2 Isswmer mformation: The distingwiched pame of an entity inchades hisher'ies "commneon
mames " e-mall address, arganiration, conoimy, Sho
3. Certificate signainre and associated sigming algorithm information: It is necessary
‘to verify the anthenticity of the certificate. For this purpose. it is sigped by the isswer.
So, the certificate should inclode the issoer's digital sipnatore and also the algporstbom
used for sipnimg the cerimficate
4. Validity period: There are two date Selds that specify the sfary dere and end dale
betanesn which the certificate is wvalid.
5. Sabject imformation -This inchades the distinguished name of the certificate’s sukbject
OF OWILET.
¥ For example, if a ousimer imbends 1o communicate with an e-commerce web
server at waw . B-Mart com, then the cestomer's browser will reguest B-MMart's
certificate.
¥ Client-zide soffware will check whether the "Common Mame™ in B-DMMart's
certificare tallies with B-Bart's domain name.

» Other mformation. such as the subject's country, state, and orgamzation, may
be included.
6. Subject’s public key mmformation: The public key, the public key algornthm (e.g.
RSA orDSA). and the public key parameters (modulus in the case of RSA and modulus
<+ genetator m case of Diffe-Hellman)
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4) Explain the following. i)Shared Secret based Mutual Authentication

i) Asymmetric Key Based Authentication
3.7.1 Shared Secref-based Authenfication

¥ This is a mutual anthentication using a secrer key shared by both parties.

Figure : Moinal anthentication nsing a | Description
| shared secret
o # Message 1 A communicates its identity A
m LE and ifs challengze i the form of a nonce By,
i ¥ Message 2: B responds to the challenge by
] “A", R encrypang, Rawith common secreikey, K,
A | that A and B share.
¥ B also sends its own challenze, By, to A
.._.__E.E(H_"‘j'_..ln' @ ¥* Message 3: A's response to B's challenge in
the third message appears to complete the
3 Ex (Rg) protocol for mutual suthentication. , there are
e some serious flaws in it.
{a) Flawed protocal

What has the attacker C accomplished?

€ has successfully impersomated A to B.

Mezsage 3 was required to complete the authentication of C (posinz as 4) to B.

C inmated the authenfication protocol with A, presenfing to A the same challenge it had
received from B.

A's response to the challengs in Message X was used by C to convince B that it was A that
was trying to establish compmmication with kim. This attack is termed a Reflection Attack
since a part of the messape received by an attacker is reflected back o the vicim.

¥ Inthis case, the reflected message fragment is Eg(F.y). This attack is also called a Parallel
Seszion Attack

¥ NN WY

] ¥ Figure c: the protocol might require the
[__Ei [EJ respaonder to enrrypt his challnge, whils the
initiator would be required to decrypt her
)] A", Alp challenge.
¥ Encrypting bath B, and Rs

Ex (R, Ex (Re) @

(@ Dk (Ex (Rel) = Ry

(c) Corrected protocol

3.7 .2 Asymmetric Key-based Anthentication

¥ We assume that both 4 and B have public kepfprivate key pairs.

» The notador [m]y means a message m, send fogether wich A's signarure on m.

¥ In the protocol of Fig (), each party transmits its own nonce and challenzes the other to sign
it.

Asymmetric key based amthentication | Description
| fpubBc key based anthentication

¥ fgure (o) shows Mutoal authentication
using public key crypiography /Aasymmetric
based muthentication

= KISGL: Identity of A, challenge sent by A
, which is B A’s certificate

# MBGE:  the string obifaimed by
concatenating Fa , Bn dgned by B, B's
certificate.

¥* MSG3: Re is the challenge sigmed by
Afencrypted wsing A's private key)




¥ Ome solution to the above problem is for the
lal s entiies o inclade the idenfity of the
T L] recipient in all messages signed
. 1 » This iz shown in Fiz {c).
il IR #» MSG 2: the string obmined by concasnating
ponce Ra and Ba is signed by B i sent .
xR Ry (3 (Means encrypted nsing B’ s private key)
{c} | * MSG 3: By is the challange provided by B
I| 5 and sipmed by A in respomse (means
@ g, encrypied using A's prvate key)
|
1) Covrecied penlacad
igmre () Corrected protocal

5) Demonstrate the working of Kerberos Protocol

[10]

3.10 Kerberos

¥ A user could use the same password for all servers but distributing and maintaining a
password file across nmltiple servers poses a securit risk.

=
1
2
3

A password-based system should ensure the following:

¥
The password should not be transmiftted in the clear.

It should not be possible to launch dictionary attacks

The password itself should not be stored on the authentication server, rather it should
be cryptographically transformed before being stored.

It should not be possible to launch dictionary attacks by obtaining a file contaming
cryptographically transformed versions of the password.

A user enters her password only ONCE during login. Thereafter, she should not have
o re-enter her password to access other servers for the duration of the session This
feature is called single sign-on.

The password should reside on a machine for only a few milliseconds after being
entered bythe user.

The Kerberos protocol elegantly addresses many of these 1ssues.

Y ¥V ¥

Developed at MIT, Eerberos has been through many revisions.
The latest is Kerberos Version 5.
The EDC used in the Needham—Schroeder protocol is logically split into two entities here

— the Authentication Sewer (AS) and the Ticket Granting Server (TGS).

Y

The sequence of messages exchanged between the client (C), the Eerberos servers (AS and

TGS) and the requested server (5) is shown in Fig 314

v

There are three steps — each involving two messages



e )

@ C request Tlcket-étanthg Ticket .
® C request Service-Granting Ticket
® C authenticates itself to S
Kerberos message sequence

o

@] As |
oo

@i TGS

s

@ C receives Ticket-Granting Ticket

@ C receives Service-Granting Ticket
and session key
® S authenticates itself to C

Step 1: Receipt of Ticket-Granting Ticket

Message 1 C = AS:  “C”,
Message 2 AS-C:.  “C",
| " where

“TGS”, Times, R,
TiCket'rcs, EC [‘TGS", KC.TGS’ Times, Rl} g

TiCkam = E‘TGS {“C”, “TGS”, KC,TGS’ Times]

Step 2: Receipt of Service-Granting Ticket

Message 3

C — TGS: “S,” Times, Authenticatore, Ticketg, R,

where
Authenticatorc = Ec g5 (“C”, TS,)

Message 4

TGS - C: “C”, TiCkets, EC.TG {“S”’ KC,S’ Times, Rz]

where
TiCkC(s = ES l“c”, ‘KC,S’ TimeS}



Step 3: Client-Server Authentication
Message 5 C©C — 8:  Tickety, Authenticator

where

Authenticatore = Ec5 [“C”, TS,)
Message 6 5 -G Ecg (TS; + 1}

Step 1: Receipt of Ticket-Granting Ticket
Message 1
C 2AS
» In Message 1, the client informs the AS that it wishes to communicate with the TGS.
» "Times" field specifies the start time and expected duration of the login session.
¥ "C"is the ID of the user/client who has logged in.
» Rl is anonce generated by C

Message 2
AS > C b _
» The response from the AS (MMessage 2) contains a session key, Kc res, to be used for
communication between C and the TGS.
This key is encrypted with the long-term key, KC known to C and the AS.
This key is a function of the user's password.
AS encrypts the nonce, that it received in Message 1.
The nonce is used to prevent replay attacks.
The AS also includes a TGT (Ticket 1es) in connection with C's request.

Y WOV WY

Step 2: Receipi of Service-Granting Ticket
Message 3
C2TGS
¥ In Message 3, C forwards the TGT (Ticket 1os ), Authenticator ¢ to the TGS
¥ Using this Ticket 1es . TGS server extracts the session key, Kc1es known only to
C and the TGS.
¥ Asg shown above, the Authenticator ¢ encrypts the current time (timestamp) and ID
using K¢ res




Message 4
TGS=>C

The TGS generates a fresh session key, Kc.s, to be shared between C and 5.

This key is encrypted using the session key K¢ 1es, 5o only C can decrypt it.

The fresh nonce, R2, from C is also encrypted by the TGS using K ¢ 165

This convinces C that the received message 1s from the TGS
Finally, the fresh session key Ec.,s is enclosed in a service-gramting ticket to be
forwarded by C to 5.

The service-granting ticket is encrypted with the long-term secret shared between the
TGS and 5.

A

A i

1_!'

Step 3: Clieni-Server Authentication
Message 5
C->5

¥ C forwards to S the ticket containing the session key, K ..
» C also creates and sends to 5 an authenticator by encrypting a timestamp with the
session key Ke,5

Message 6

£

5 retrieves Ec s from the service-granting ticket.

S verifies the authenticator from C.

S then increments the timestamp and encrypts 1t with the fresh session key.
The encrypted timestamp serves fo authenticate S to C.

A U T

Who is a Controller? Outline his functions and powers [10]
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8) Discuss the provisions of IT ACT
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