50, will be treated as malpractice.

Important Note : 1. On completing your answers, compulsorily draw diagonal cross lines on the remaining blank pages.
2. Any revealing of identification, appeal to evaluator and /or equations written eg, 42+8

\ IBIOR) QNS e

I\;h Semester B.E. Degree Exammatlon, Feb./Mar. 2022
ry ptography, Network Securlty and Cyber Law

Max. Marks: 100

Note: Answer any FIVE full questions, cltoo_sing ONE full question from each module.

o ®

, Module-l Vo
List and explain any 6 different types of Cyber attacks. (06 Marks)
Make use of Fiestel structure:to ‘construct and explain a smgle round of DES model. List the
different DES modes of operatlon (08 Marks)
Write the Extended Euchdean Algorithm. Apply this algorithm to find the inverse of
23 Modulo 100. - y (06 Marks)
Apply Chinese Remalnder Theorem to ﬁnd Square roots of 3 Modulo 143 and list them.
(08 Marks)
Apply Hill Clpher technique to encrypt and decrypt the plain text CRYPTO with key matrix.
9.4 /
K= . _ , (08 Marks)
5 7 r y ;
Distinguish between : &l :
i) Confusion and Diffusion Ciphers i) Block and Stream Ciphers. (04 Marks)
Module-2

Explain Diffie — Hellman key exchange protocol Two parties’A and B use Diffie — Hellman
key exchange protocol with p = 23 and g-= 5. If the initial secret choose by A = 6 and

B = 15, compute the common secret that, both sides compute: (10 Marks)

List and explain the properties ‘of Hash funct10n What are the applications of Hash

funct1ons7 Explam any 4. Y (10 Marks)
OR

Demonstrate how Jennifer.and Ted share are asymmetric secret communication. Jennifer

_creates a pair of key for herself. She chooses p=7, =11 and e = 13. Suppose Ted wants to

send a message NO to Jenmfer model this with a neat diagram. Ted knows e and n.

> (10 Marks)
With a sketch explam the process of computlng Hash of a message using SHA — 1.

(10 Marks)

: " Module-3 '
Justify how challenge response protocol prevents replay attack. (08 Marks)
What is Reflection attack’7 Demonstrate it with a diagram. (06 Marks)
Explain Encryption key exchange protocol with a diagram. (06 Marks)
OR

Discuss the problems in earlier versions of Needham — Schroeder protocols. How are they

fixed in the Final version? (08 Marks)
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What are IP Sec cookies? Explain its significance in Internet key exchange protocol.

(04 Marks)
What is Secure Socket layer? Explain the main steps in SSL handshake protocol, with a neat
diagram. (08 Marks)

Module-4
What are the main functions of Firewall?List Firewall types and explaln any two. (08 Marks)
What is Anomaly and Signature intrusion detection system? Give example (04 Marks)
Explain key hierarchy in WLAN. What are the goals in four Way handshake in 802.11i?
Explain with a neat diagram. | » Pa ' (08 Marks)
& OR
What are the functions of WS secunty? Explain token; type with an example. (07 Marks)
What is IP trace back?. Explam the principle of packet marketing. (07 Marks)
Explain how Simple Epidemic Model can be used. Determine the number of infected
machines. ‘ , (06 Marks)
Module-S CMRIT LIBRARY
What is IT: Act 20007 What are its aim and- objectives? BANGALORE-560087 (g6 Marks)
List and-discuss the important provisions of IT Act 2000. (06 Marks)
What is a digital signature certificate? How is it 1ssued and under what circumstances it is
revoked? ) Al 3 (08 Marks)
OR v '

What is the Cyber Regulatlon Appellate Trlbunal‘7 nghhght the' powers of this Appellate
tribunal. (08 Marks)
Discuss OFFENCES deﬁned under IT Act 2000 £ (08 Marks)
List the penalt1es and adjudication deﬁned under IT Act 2000 (04 Marks)
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