
 

 
 

 

 

 



 

18CS52- COMPUTER NETWORKS AND SECURITY 

 

 

1. a. Differentiate between the following 

 

i. HTTP and FTP 

 
 

 

 

 

 

ii. HTTP and SMTP 



 

 
iii. TCP and UDP 

 
 

 

1 b. Explain cookies and web caching with diagram 

 

Cookies:  



 

Cookie technology has four components: 

(1) A cookie header line in the HTTP response message; 

(2) A cookie header line in the HTTP request message; 

(3) A cookie file kept on the user’s end system and managed by the user’s browser; 

(4) A back-end database at the Web site. 

 

Suppose a user, who always accesses the Web using Internet Explorer from her home PC, 

contacts 

Amazon.com for the first time. Let us suppose that in the past he has already visited the eBay 

site. 

When the request comes into the Amazon Web server, the server creates a unique identification 

number and creates an entry in its back-end database that is indexed by the identification 

number. 

 

The Amazon Web server then responds to Susan’s browser, including in the HTTP response a 

Set- 

cookie: header, which contains the identification number. 

 

For example, the header line might be: 

Set-cookie: 1678 

When users browser receives the HTTP response message, it sees the Set-cookie: header. The 

browser then appends a line to the special cookie file that it manages. This line includes the 

hostname of the server and the identification number in the Set-cookie: header.As user continues 

to browse the Amazon site, each time he requests a Web page, his browser 

consults his cookie file, extracts his identification number for this site, and puts a cookie header 

line 

that includes the identification number in the HTTP request. Specifically, each of his HTTP 

requests to the Amazon server includes the header line: 

Cookie: 1678 

 



 

 
 

 

Web Caching: 

 



 

 

 

2a. Describe in detail the services offered by DNS and explain the DNS message format 

DNS provides a few other important services in addition to translating hostnames to IP 

addresses:  

 

Host aliasing: A host with a complicated hostname can have one or more alias names. For 

example, a hostname such as relay1.west-coast.enterprise.com could have, say, two aliases such 

as enterprise.com and www.enterprise.com.  

 

Mail server aliasing :  
(for example, the canonical hostname might be something like relay1.west-coast.hotmail.com). 

DNS can be invoked by a mail application to obtain the canonical hostname for a supplied alias 

hostname as well as the IP address of the host  

 

Load distribution: DNS is also used to perform load distribution among replicated servers, such 

as replicated Web servers.  
 

 

DNS Message Format: 

 



 

 

 
 

 

 

2b.  Compare HTTP and SMTP 



 

 
 

 

 

 

 

2c.  Define socket. Demonstrate the working of TCP Socket 

 

A socket is one endpoint of a two-way communication link between two programs running on 

the network 

 

TCP Socket Programming: 

client.py 

 



 

server.py 

 
 

 

 
 

 



 

 
 

 

3a. With the help of FSM, describe the two states of the sender and one state of the receiver 

of rdt2.0 

 



 

 
 

 

3b. With a neat diagram, demonstrate the working of GoBackN Protocol 

 

 



 

 
 

4a. Describe TCP Connection Management with the help of diagram 

 



 

 
 

4b. Interpret the FSM for TCP Congestion Control 

 



 

5a. Explain the implementation of Virtual Circuit Services in Computer Networks 

 

 

 

 

 

 

 

 

 



 

 

5b. Explain 3 switching techniques 

  

 

 



 

 
 

 

5c. Explain DVR Algorithm using 3 nodes network 

 



 

 

 

 

 

 

 

 



 

 

6a. Explain Dijkstra’s Algorithm with example 

 

 



 

 
 

6b. Explain various broadcast routing algorithms 

 



 



 

 
 

 7a. Explain Fiestel Structure of DES Algorithm 

 



 

  

  

 

 

 

 

 

 



 

 

7b. Explain RSA algorithm with example 

 
 

 



 

 
 

8a. In Diffie-Hellman Key Exchange Protocol, prove that the two keys are equal. 

 

 



 

 
 

 

8b. Discuss the following 

i.  Secure Hash Algorithm 

 



 

 
 

ii.  Firewalls 

 

 
9a. Explain briefly how DNS redirects a users request to a CDN server. 



 

 

 
 

 

 



 

 

 
 

 

 

 

 

 

 

 

 

 

 

 

 



 

9b. With neat diagram explain the naive architecture for audio/video streaming 

 

 

A direct TCP connection between the server and the media player is obtained as  follows: 

1. The user clicks on a hyperlink for an  audio/video file. 

2. The hyperlink does not point directly to the audio/video file, but instead to a meta file.  

The meta file contains the the URL of the actual audio/video file. The HTTP response 

message that encapsulates the meta file includes a content-type: header line that 

indicates the specific audio/video application. 



 

3. The client browser examines the content-type header line of the response message, 

launches the associated media player, and passes the entity body of the response message 

(i.e., the meta file) to the media player. 

4. The media player sets up a TCP connection directly with the HTTP server. The media 

player sends an HTTP request message for the audio/video file into the TCP connection. 

5. The audio/video file is sent within an HTTP response message to the media player. The 

media player streams out the audio/video file. 

 

10a. Write short notes on 

 

i.  Netflix video streaming platform 

 



 

 

 
 

 

 

 

 

 



 

ii.  VOIP with Skype 

 

 

 



 

10b. With a neat diagram, explain RTP Header Fields 

 

 


