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Important Note : 1. On completing your answers, compulsorily draw diagonal cross lines on the remaining blank pages.
2. Any revealing of identification, appeal to evaluator and /or equations written eg, 42+8
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Seventh Semester B.E. Degree Examlnatlon, Feb./Mar. 2022
Cryptography
CSFimer 3hrs ’ Max. Marks: 100
Note: Answer any FIVE full questions, choosmg ONE full question Jfrom each module.
Module-1

1 a. Draw the model of symmetric cryptosystem and explain in detail. (08 Marks)

b. Using Hill Cipher technique. encrypt and decrypt the. plam tent “Pay more money”.

17 17 5|
Using the key. |21 18 21 (12 Marks)
2 %19
C N OR
2 a. Explain Euclidean algorithm for determining of GCD. If a = 24140, b = 16762 solve using.
Euclidean algorithm to find GCD (a, b). (08 Marks)
b. Mention the modular arithmetic operation properties and,ﬂ‘prove the same. (08 Marks)
¢. Find 117 mod 13 using modular Arlthmetlc . (04 Marks)
Module-2 “““““ J
3 a. Witha neat diagram, explam fiestal encryption and decryptlon model (08 Marks)
b. With a neat diagram, explain DES encryption algorithm. (08 Marks)
c. List the design features of fiestal network. { (04 Marks)
i OR X
4 a. Explain Wlth a neat diagram . AES encryption and decryptlon process. (08 Marks)
b. Explain AES key expansion. algorlthm write the Pseudo code for the same. (08 Marks)
c. Describe the AES shift Rows Transfonnatlpq; (04 Marks)
Y Module 3
5 a Whatare Groups‘? Explam in detail with respect to its properties. (06 Marks)
b. Write a note on finite field of the form GF (P). (06 Marks)
c. Find the additive and multiplicative inverse of GF (8). (08 Marks)
« OR
6 a. Stateand prove Fermat’s Theorem. Also find 7'® mod 19 using it. (08 Marks)
b. With suitable explanation prove Euler’s Theorem. (07 Marks)
c. Explain discrete logarithms for modular Arithmetic. (05 Marks)
1of2
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Module-4
With a neat diagram, explain public-key cryptosystem secrecy and Authentication. (10 Marks)
Explain the steps involved for encryption and Decryption for RSA Algorithm. (06 Marks)
Perform encryption using RSA algorithm for p=5,q=11,e=3, m= 9 (04 Marks)

«««««

4,

; OR S
Explain Diffie-Hellman key exqpange algorithm. Pa. w (07 Marks)
Explain Elliptic curve over real numbers. (07 Marks)
Explain Elliptic curve crypto graphy. (06 Marks)
N Module-5
Write an explanatory note on Liner Feedback shift registers. . (10 Marks)

Explain the following with necessary diagrams :
i) Generalized Geffe Generator
ii) Threshold Generator

1ii) :‘Altcmatlng stop and go generator. (10 Marks)
OR
Explain Additive Generators. Also explain fish and pike Additive Generator (10 Marks)
With a neat diagram, explam the concept of Glfford (06 Marks)
Write a short note on AS5.. ’ (04 Marks)
Tk % * *

k)
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Module 1
1 a SYMMETRIC CIPHER MODEL
A symmetric encryption scheme has five ingredients.
o Plaintext: This is the original intelligible message or data that is fed into the algorithm as input.

Secret key shared by Secret key shared by
sender and recipient sender and recipient
Transmitted
X ciphertext
EE— L —_—
Y=E(K, X) X=DIK, Y)
Plaintext Plaintext
. Encryption algorithm Decryption algorithm
input N ) - N output
(e.g., AES) (reverse of encryption
algorithm)

Simplified Model of Symmetric Encryption

e Encryption algorithm: The encryption algorithm performs various substitutions and transformations
on the plaintext.

o Secret key: The secret key is also input to the encryption algorithm. The key is a value independent of
the plaintext and of the algorithm. The algorithm will produce a different output depending on the
specific key being used at the time. The exact substitutions and transformations performed by the
algorithm depend on the key.

e Ciphertext: This is the scrambled message produced as output. It depends on the plaintext and the
secret key. For a given message, two different keys will produce two different ciphertexts. The
ciphertext is an apparently random stream of data and, as it stands, is unintelligible.

e Decryption algorithm: This is essentially the encryption algorithm run in reverse. It takes the
ciphertext and the secret key and produces the original plaintext.

There are two requirements for secure use of conventional encryption:
1. We need a strong encryption algorithm. At a minimum, we would like the algorithm to be such that an

opponent who knows the algorithm and has access to one or more ciphertexts would be unable to
decipher the ciphertext or figure out the key. This requirement is usually stated in a stronger form: The
opponent should be unable to decrypt ciphertext or discover the key even if he or she is in possession
of a number of ciphertexts together with the plaintext that produced each ciphertext.

2. Sender and receiver must have obtained copies of the secret key in a secure fashion and must keep the
key secure. If someone can discover the key and knows the algorithm, all communication using this key
is readable.

Cryptanalyst

X . X
Message Encryption Decryption P
algnrithm Y = E(K, X) 7| algorithm Destimation

f 3 [
H

Secure channel
Key
source

Model of Symmetric Cryptosystem
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We assume that it is impractical to decrypt a message on the basis of the ciphertext plus knowledge of the
encryption/decryption algorithm. In other words, we do not need to keep the algorithm secret; we need to keep
only the key secret. This feature of symmetric encryption is what makes it feasible for widespread use. The fact
that the algorithm need not be kept secret means that manufacturers can and have developed low-cost chip
implementations of data encryption algorithms. These chips are widely available and incorporated into a
number of products. With the use of symmetric encryption, the principal security problem is maintaining the
secrecy of the key.

Let us take a closer look at the essential elements of a symmetric encryption scheme. A source produces
amessage in plaintext, X = [X;, X;, .... Xy ]. The M elements of X are letters in some finite alphabet. Traditionally,
the alphabet usually consisted of the 26 capital letters. Nowadays, the binary alphabet {0, 1} is typically used.
For encryption, a key of the form K = [Kl, Ky, ... K]]is generated. If the key is generated at the message source,
then it must also be provided to the destination by means of some secure channel. Alternatively, a third party
could generate the key and securely deliver it to both source and destination.

With the message X and the encryption key K as input, the encryption algorithm forms the ciphertext
Y =1[Y,,Y,,....Y,]. We can write thisas Y = E(K, X)

This notation indicates that Y is produced by using encryption algorithm E as a function of the plaintext
X, with the specific function determined by the value of the key K. The intended receiver, in possession of the
key, is able to invert the transformation: X = D(K,Y)

An opponent, observing Y but not having access to K or X, may attempt to recover X or K or both X and
K. It is assumed that the opponent knows the encryption (E) and decryption (D) algorithms. If the opponent is
interested in only this particular message, then the focus of the effort is to recover X by generating a plaintext
estimate X. Often, however, the opponent is interested in being able to read future messages as well, in which
case an attempt is made to recover K by generating an estimate K.

Plain text: PAY MORE MONEY

17 17 5
Key:| 21 18 21
2 2 19

Step1: Divide the plain text into block of 3(as here key is a 3X3 matrix)
PAY MOR EMO NEY

P |A|Y M |0 |R E/IM |O N |[E|Y
15 |0 | 24 12 | 14 | 17 4112 | 14 13 14 | 24

If it is not possible to make a group then add some filler letters X’ to complete the group.

Step-2:

C = KP mod 26

_Cll C12 Cl3 Cl4 Kll K12 K13 P11 P12 P13 P14

Cy1 Gy Cy3 Cz4l= [K21 Ky, Kz [ X | Py Ppy Prz Pry| mod 26
-631 C32 633 C34— K31 K32 K33 P31 P32 P33 P34

(€1 Gz Gz Gyl [ 17 17 5 15 12 4 13

Cr1 Gy (o3 Gyl = 21 18 21l><[0 14 12 4 | mod26

[C3y C3p C33Cl L 2 2 19 24 17 14 24

[Ci1 Ciz Ciz Cia]1 [ 375 527 342 409 11 7 4 19
Cy1 Gy Cp3 G| = | 819 861 594 849lmod26= [13 3 22 17]
[C5, C3p Cs3 C3ul | 486 375 298 490 18 11 12 22

[C11 Ciz Ciz Ci4]
C21 sz C23 C24 =C=
[C31 G5 Cs3 Cayl

L H E T
N D W R
S L MW

Plain Text: PAY MORE MONEY
Cipher Text: LNS HDLE WMTRW

Pseudo Code of the Euclidean Algorithm:
Step 1: Leta, b be the two numbers

Step2: amodb =R

Step 3: Leta=bandb=R

Step 4: Repeat Steps 2 and 3 until a mod b is greater than 0
Step 5: GCD=b

Step 6: Finish



q 2] Ty r
1 24140 16762 | 7378
2 16762 7378 2006
3 7378 2006 1360
1 2006 1360 646
2 1360 646 68
9 646 68 34
2 68 34 0

34 0
b Property Expression
Commutative Laws (a+b)modn=(b+a)modn
(a x b)modn = (b X a) mod n
Associative Laws [(@+ D)+ clmodn =[a+ (b+c)]modn
[(a x b) X c]lmodn =[ax(bXc)modn
Distributive Law [ax (b+c)lmodn =[(axb)+ (axc)lmodn
[a+ (b Xxc)lmodn=][(a+b)*x(a+c)|modn
Identities (0+ a)modn =amodn
(1 xa)ymodn =amodn
Inverse a+k=0modn wherek = (—a)
aXk=1modn wherek= a!

Leta=1,b=5c=3andn=8
Commutative Laws:
1. (a+b)modn=(1+5mod8=6 (LHS)
(b+a)modn=((G+1)mod8=6 (RHS)
LHS = RHS (proved)
2. (axb)modn=(1x5mod8=5 (LHS)
(bxa)modn=(5x1)mod8 =5 (RHS)
LHS = RHS (proved)

Associative Laws:

1. [(a+b)+ c]Jmodn=[(1+5)+ 3]mod 8 = [6mod 8+ 3 mod 8]mod 8 =
[9lmod 8 =1 (LHS)
[a+ (b+c)lmodn = [1+ (5+ 3)]mod 8 =[1mod 8 + 0 mod 8]mod 8 =
[1lmod 8 =1 (RHS)
LHS = RHS (proved)

2. [(axb)xclmodn =1[(1x5)x3]mod8=][5mod8 X 3mod8]mod8 =
[15 Jmod 8 =7 (LHS)
[ax (bxc)lmodn =[1X(5X%3)]mod8=[1mod8 X 15mod 8]mod 8 =
[7lmod 8 =7 (RHS)
LHS = RHS (proved)

Distributive Law:
1. [ax(+c)lmodn=[1X(5+3)]mod 8 =[1mod 8 x 8mod 8] =[0]mod8=0 (LHS)
[(axb)+ (axc)lmodn =[(1%x5)+ (1x3)]mod8 =[5+ 3]mod8=0 (RHS)
LHS = RHS (proved)
2. [a+ B xc)lmodn=[1+(5x%3)]mod8=[1mod8 +15mod 8] =[1+7lmod8=0 (LHS)
[(@a+b)x(a+c)Jmodn=[(1+5)%x(1+3)]mod8=[6mod8x4mod8] =

24mod8=0 (RHS)

Identities:
1. (0+a)modn=(0+1)mod8=1
2. (I1xaymodn=(1x1)mod8=1
Inverse:
1. b+k=0modn wherek = (—b) herek = =5
[5+ (=5)]mod8=0
2. bxk=1modn wherek= bt  herek=5
[5 x 5]lmod 8 = [25]mod 8 = 1
¢ 117mod13=11x11x11x 11 x11x 11 x 11 = 19487171 mod 13 = 2
Module 2

3
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FEISTEL CIPHER STRUCTURE:
1.
2.
3.

The inputs to the encryption algorithm are a plaintext block of length 2w bits and a key K.

The plaintext block is divided into two halves, L0 and RO.

The two halves of the data pass through n rounds of processing and then combine to produce the
ciphertext block.

Each round i has as inputs L;_; and R;_; derived from the previous round, as well as a

subkey K; derived from the overall K. The subkeys K; are different from K and from each other.

16 rounds are used, although any number of rounds could be implemented. All rounds have the same
structure.

A substitution is performed on the left half of the data. This is done by applying a round function F to
the right half of the data and then taking the exclusive-OR of the output of that function and the left
half of the data.

The round function F has the same general structure for each round. The round function F is
represented as F(RE;, K; ;1)

Following this substitution, a permutation is performed that consists of the interchange of the two
halves of the data.

Output (plaintext)

[ RDy7= LBy D17 =RE, |

Imput (plaimtext) e
LEyg : REy | LDy ;=RE, E RDy5=LEy |

Hound 1

_.‘.Iv:

Round 16

: % _:3-..

Ly
LE, | RE} | LDy5=RE | RD5=LE] |
. w. i
= Kz -
g E
o = .
= af = Kz
[ e, | RE; | LDyg=RE; | RD 4 =LF,; |
™ L]
™ L]
[ LEy | RE, LD, =RE, | RD,=LE |
. . I
= Kys a :
S 5
E T = K5

LE;s | RE;5 | LD =RE;s| RD; = LE ]

LT

Hound 16
1—3—,%?—
o=
=
Kound 1
: % ;'FJ

| LEy; REy | LDy =RE; | RDy=LE,

e Input (ciphertext)
i _ ¥

[ ey T REg |
Output (ciphertext)

Figure: Feistel Encryption and Decryption (16 rounds)

Feistel network depends on the choice of the following parameters and design features:

a) Block ssize: larger block sizes mean greater security, but it reduces encryption/decryption speed
for a given algorithm. The greater security is achieved by greater diffusion. Traditionally, a block
size of 64 bits has been considered a reasonable tradeoff and was nearly universal in block cipher
design. However, the new AES uses a 128-bit block size.

b) Key size: Larger key size means greater security but may decrease encryption decryption speed.
The greater security is achieved by greater resistance to brute-force attacks and greater
confusion. Key sizes of 64 bits or less are now widely considered being inadequate and 128 bits
has become a common size.

c) Number of rounds: The essence of the Feistel cipher is that a single round offers inadequate
security but that multiple rounds offer increasing security. A typical size is 16 rounds.

4
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d) Subkey generation algorithm: Greater complexity in this algorithm should lead to greater
difficulty of cryptanalysis.

e) Round function F: Again, greater complexity generally means greater resistance to
cryptanalysis.

10. There are two other considerations in the design of a Feistel cipher:

a) Fastsoftware encryption/decryption: Encryption is embedded in applications hence the speed
of execution of the algorithm becomes a concern.

b) Ease of analysis: Although we would like to make our algorithm as difficult as possible to
cryptanalyze, there is great benefit in making the algorithm easy to analyze. That is, if the
algorithm can be concisely and clearly explained, it is easier to analyze that algorithm for
cryptanalytic vulnerabilities and therefore develop a higher level of assurance as to its strength.
DES, for example, does not have an easily analyzed functionality.

11. Feistel Decryption Algorithm:

a) Decryption with a Feistel cipher is same as the encryption process.

b) Indecryption the ciphertext is used as input to the algorithm, and the subkeys K; are used in
reverse order.

c¢) Thatis, K,, is used in the first round, K,,_; in the second round, and so on, until K; is used in
the last round. It is an advantage because no need to implement two different algorithms;
one for encryption and one for decryption.

d) For clarity, the notation LE; and RE; is used for data traveling through the encryption
algorithm and LD; and RD; for data traveling through the decryption algorithm.

e) The diagram indicates that, at every round, the intermediate value of the decryption process
is equal to the corresponding value of the encryption process with the two halves of the
value swapped. i.e. RE;||LE; = LD;g_;||RD16—;

f) Example: (for better clarity)

Decryption round

Encryption round Fi3A6, 12DES2) &
[F(03A6, 12DES2) & DETF]

DETF 03A6 0346 =DETF
Wi
S 12DES2 fl -
B 2
E T 12pEs2[

03A6  F(03A6, 12DES2) B DETF F(03A6, 12DES2) DDETF  03A6

Figure: Feistel Example
DES Encryption :

&d-bat plaintext Gd-bit key

Permuted choice 2 2|  Left circular shift

T T

K, 48 56
Round 2 - Permuted choice 2 H Lefi circular shift ]

}

1
I
I
|
|
I
|
1
|
|
t
K 48 . 56 . _
Round 16 ~ Permuted choice 2 »  Left circular shift

32-bit swap

{54 bits
Inwverse initial
permutation

* + ......... T
e
&4-bit ciphertext




Figure: General Depiction of DES Encryption Algorithm

64 bit key is used but every 8t bit is the parity bit hence it is taken as 56 bit key. Initially the key is passed
through the permutation function. For each 16 round, a sub key K; is produced by the combination of left
circular shift and permutation. The same permutation function is used in each round.
The plain text are processed through these phases

a) Initial Permutation

b) 16 rounds of same function

c) Swap

d) Final Permutation

64-bit plaintext 64-bit plaintext

Initial permutation I Final permutation I
Lo Ry Lo 1 TR
[t S ————————— —a | S —————— ___l
I r————- I |
l 1 1=
I . 1
—_1 1
2P : E
2 l S
ez | : —
i i '
i | 1
| ] 1
o e—————————— = : w
[roEm ———— — -
_____ 1
: : ! | E
I 1 . 12
H S t K, | =2
| R ] ]
S| P ] 1
£y 1
2 1 ] LI il
e | :
! |
i |
z | ! g
=3
s T = ' y
E . i 1 =
= : | I S
= | I a
| |
[ S e — | | 1 &1
I HE | ! | =
| | i 1 E
- | 2
' v 1 Kys : ) o2
wy | v : i 1
S| - 1 i ]
EN | I |
S | | b =
=X ! I 1
I | |
I ! I ]
| : I 1
S _ : .
o=t e———————— —— | =
o : N : : ! §
S : : | 2
=1 -
I <
R | e | |
2| @ . | ]
| 1 1 B
[ ] b r—
Lis Rig L Rg
v v
| Final permutation I | Initial permutation I
7'y

N

64-bit ciphertext 64-bit ciphertext

Figure: DES Encryption and Decryption

Initial Permutation and Final Permutation:

The input is 64 bit. These inputs are permuted according to a predefined rule. The permutation table contains
a permutation of the number from 1 to 64. These permutation table and inverse permutation table can be
designed such that the original bits can be restored.

Initial Permutation

Final Permuiation

3850423426 18 1002
605244362820 1204
625446383022 1406
64 5648 403224 1608
5T4941 3325170901
5951433527 191103
615345372921 1305
63 5547393123 1507

4008 48 16 56 24 64 32
BO0T4T15552363 31
3064614542262 30
370545135321 6129
300444125220 60 28
3503 4531151 1939 27
3402421050 183826

3014100491757 25

DES Encryption:

a) In DES Encryption, there are two inputs to the encryption function:
the plaintext to be encrypted

i.
il

Key



b) In this case, the plaintext must be 64 bits in length and the key is 56 bits in length.
c) The processing of the plaintext proceeds in three phases.

i. First, the 64-bit plaintext passes through an initial permutation (IP) that rearranges
the bits to produce the permuted input.
ii. This is followed by a phase consisting of sixteen rounds of the same function, which

involves both permutation and substitution functions.
iii. The left and right halves of the output are swapped to produce the preoutput.
iv. Finally, the pre-output is passed through a permutation [IP~!] that is the inverse of
the initial permutation function, to produce the 64-bit ciphertext.
d) With the exception of the initial and final permutations, DES has the exact structure of a
Feistel cipher.
Key Generation:
a) InDES, 56-bit key is used.
b) Initially, the key is passed through a permutation function.
a) Then, for each of the sixteen rounds, a subkey (K;) is produced by the combination of a left
circular shift and a permutation.
b) The permutation function is the same for each round, but a different subkey is produced
because of the repeated shifts of the key bits.
DES Decryption:
a) As with any Feistel cipher, decryption uses the same algorithm as encryption, except that the
application of the subkeys is reversed.
b) Additionally, the initial and final permutations are reversed.
Feistel network depends on the choice of the following parameters and design features:

a) Block ssize: larger block sizes mean greater security, but it reduces encryption/decryption speed for a
given algorithm. The greater security is achieved by greater diffusion. Traditionally, a block size of 64
bits has been considered a reasonable tradeoff and was nearly universal in block cipher design.
However, the new AES uses a 128-bit block size.

b) Key size: Larger key size means greater security but may decrease encryption decryption speed. The
greater security is achieved by greater resistance to brute-force attacks and greater confusion. Key
sizes of 64 bits or less are now widely considered being inadequate and 128 bits has become a
common size.

c¢) Number of rounds: The essence of the Feistel cipher is that a single round offers inadequate security
but that multiple rounds offer increasing security. A typical size is 16 rounds.

d) Subkey generation algorithm: Greater complexity in this algorithm should lead to greater difficulty
of cryptanalysis.

e) Round function F: Again, greater complexity generally means greater resistance to cryptanalysis.
AES doesn’t use the Feistel structure. Feistel structure, half of the data block is used to modify the other half of
the data block and then the halves are swapped. AES instead processes the entire data block as a single matrix
during each round using substitutions and permutation. The key that is provided as input is expanded into an
array of forty-four 32-bit words, w[i]. Four different stages are used, one of permutation and three of
substitution:

a) Substitute bytes: Uses an S-box to perform a byte-by-byte substitution of the block

b) ShiftRows: A simple permutation

c) MixColumns: A substitution that makes use of arithmetic over GF(28)

d) AddRoundKey: A simple bitwise XOR of the current block with a portion of the expanded key
The cipher begins with an AddRoundKey stage, followed by nine rounds that each includes all four stages,
followed by a tenth round of three stages. AddRoundKey stage makes use of the key.The cipher begins and ends
with an AddRoundKey stage. Each stage is easily reversible. For the Substitute Byte, ShiftRows, and
MixColumns stages, an inverse function is used in the decryption algorithm. For the AddRoundKey stage, the
inverse is achieved by XORing the same round key to the block, using the result that A @ B @ B = A. In AES, the
decryption algorithm is not identical to the encryption algorithm.

As all stages are reversible, it is easy to perform decryption to recover the plain text. Encryption and decryption
going in opposite vertical directions. The first N - 1 rounds consist of four distinct transformation functions:

e SubBytes,

e ShiftRows,

e MixColumns,

e AddRoundKey
The final round contains only three transformations those are SubBytes, ShiftRows and AddRoundKey, and
there is an initial single transformation (AddRoundKey) before the first round, which can be considered
Round 0.
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Key

Plaintext

(16 hytes)

Plaintext

(16 bytes (16 bytes)

*
Add round key wil, 3]

Substitute bytes

wid, 7]

Add round key

Inverse sub bytes
Inverse shift rows

Inverse mix cols

e R

Add round key wl36, 39]

Round 9

Add round key

Inverse sub bytes

Inverse mix cols

Substitute bytes

Add round key

Inverse sub bytes
Inverse shift rows

=
g Shift rows _l
=
Add round key wi40, 43]
Ciphertext
{16 hytes)

(a) Encryption

Add round key

Ciphertext
{16 hytes)

(b) Decryption

Figure: AES Encryption and Decryption

b AES KEY EXPANSION:
Key Expansion Algorithm:

W

Round 10

Round 9

Round 1

Wy | Wy | Wy |y E)

5] [8] [s] [8
By | B;| B | By

1; >”
¥ ;' /ﬁr kL 4
Wan | Wyt (Waz | Waa

(@) Overall alporithm

(b Function g




1. The AES key expansion algorithm takes as input a four-word (16-byte) key and produces a linear
array of 44 words (176 bytes).

2. The key is copied into the first four words of the expanded key.

3. The remainder of the expanded key is filled in four words at a time.

4. Each added word w[i] depends on the immediately preceding word, w[i - 1], and the word four
positions back, w[i - 4] and a simple XOR is used

5. For a word whose position in the w array is a multiple of 4, a more complex function ‘g’ is used.

6. The generation of the expanded key, using the symbol g to represent that complex function.

7. The function ‘g’ consists of the following sub-functions:

a. Perform a one-byte left circular rotation. This means that an input word [BO, B1, B2, B3] is
transformed into [B1, B2, B3, BO].

b. Perform a byte substitution using the S-box table.

c. Theresult of step 1 and step 2 is XORed with a Round Constant RC[j]

The round constant is a word in which the three rightmost bytes are always 0

Rcon Constants (Base 16)
Round | Constant(Rcon) | Round | Constant{Rcon)
1 0100 00 0O & 2000 00 00
2 02 00 00 00 T 40 00 00 00 Wigg = )y H‘}'Q‘(WHE}
3 04 00 00 00 8 8000 0000 Wisg = Wiga & (hyeq
4 (08 00 00 00 9 1B 00 00 00 igg = igg & (Wiza
5 10 00 00 00 10 36 00 00 00 Wisr = @izg B yeg

ShiftRows Transformation:

RN SRS
~ 3508030850805 00s
'J%!!!".:::::
 IITITTITIIITIIT
S N

}
LT T

State [ I I I I I I I

%" 9‘@\9#[

‘ja‘e B X %

...,_
11‘

-

AddRoondKey

State

Figure: AES Encryptlon Round
The first row of State is not altered.

For the second row, a 1-byte circular left shift is performed.
For the third row, a 2-byte circular left shift is performed.
For the fourth row, a 3-byte circular left shift is performed.

B W=

9
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87 | F2 | 4D | 97 87 | F2 | 4D | 97
EC | 6E | 4C | 90 6E | 4C | 90 | EC
4A | C3 | 46 | ET — 46 | E7 | 4A | C3
BC | DE | 95 | A6 Af | 8C | DR | 95

5. The inverse shift row transformation performs the circular shifts in the opposite direction
for each of the last three rows, with a 1-byte circular right shift for the second row, and so on.

Hint:

fo0 | o1 | %oz | So3

m oo | oo | f02 | Fos

510 51| M2 13 — L] | — 51| m2| 53| 1

Sap | F2q | F22 | F23 _’—l | | | |_,— S35 | 891 | 1| F1g

830 53,1 | F32| Sa3 — | | I
4

ia) Shift row transformation
Module 3

| —> 833 | S3p | 53 | B3z

a GROUP RING AND FIELDS:

The combination of the set and the operations that are applied to the elements of the set is called an algebraic
structure. There are 3 common algebraic structures

a) Group
b) Rings
c) Fields
Common
algebraic structures
I I
Groups Rings Fields
GROUP:

1. Agroup (G) is a set of elements with a binary operation () that satisfies four properties (or axioms).
It is denoted as {G, * }

2. A commutative group is also called abelian group. Abelian group is a group in which the operator
satisfies the four properties for group plus an extra property i.e. commutativity property.

3. The 4 properties plus commutativity are defined as follows:
(A1) Closure: If @ and b belong to G, then @ + b is also in G.

(A2) Associative:
(A3) Identity element:

a*(b+c)=1(a-b)-ctoralla, b,cin G.

There is an element e in & such
thata=e = e=a = aforallain G.

For each a in G, there is an element a’ in G
suchthata-a' = a'-a = e.

(Ad) Inverse element:

Abelian Group:
(A5) Commutative:
Example: {Z,,, +} is a commutative group/ abelian group.
The elements in Z,, are {0,1, 2,3,4,5,6,7,8,9}
Closure:lt satisfies because any if any two elements are added, the resultant will be in this group.
Associativity: It doesn’t matter in which order we apply the operation.
Indentity Element: ‘0’ is the identity element.
Inverse: Additive inverse of each element exist.
Commutative: Commutative is satisfied becausea+ b =b + a
Hence {Z;,, +} is an abelian group.

a+bh=bhb-aforalla, bin G.

b FINITE FIELD OF THE FORM GF(P):

1. Although we have fields of infinite order, only finite fields is used in cryptography.

10



2. Afinite field, with a finite number of elements are very important in cryptography.
3. Forafield to be finite, the number of elements should be P™ where P is the prime and n is a positive
integer.
4. The finite field of the order P" is generally written as GF (P™), GF stands for Galois field, in honor of
the mathematician who first studied finite fields.
5. There are 2 special cases:
a) Forn = 1,itis finite field GF (P)
b) Forn > 1, its finite field has different structure.
6. A Galois field, GF (P™) is a finite field with P™ element.

GF(P)Fields: When n = 1, we have GF (P) , itis same as Z,

This field has the elementi.e. {0,1,2,3, .... (P — 1)} with two arithmetic operations (addition and
multiplications).

GF(2) = {0,1} and operations are [+,X]

+0 1 x|0 1 w| —w w!
ojlo 1 0|0 0 ol 0o -
111 0 1lo 1 11 1 1

Addition Multiplication Inverses
In this case, the addition is equivalent to exclusive OR (XOR) operation and multiplication is equivalent to
logical AND operation.
Example: Define GF(5) with addition and multiplication operation.
GF(5) = {0,1,2,3,4} and operations are [+,X]

Additive inverse

+01234 101234
GF(5) 001234 000000 a|01234
oyreserice B EFE(IN 1 S S5 Enre s
3134012 303142 a|01234
440123 404321 a!ll—13214
Addition Multiplication Multiplicative inverse
Arithmeticin Z3/GF(8):
Addition Table Multiplication Table
+ 0 1 2 3 4 5 6 7 X 0 1 2 3 4 5 6 7
0|01 2|3 |4 ]|5]|6]7 00|00 ]O]O]O]O]O
1112 (|34 |56 |7]0 1 (0|1 |2 |3 |4 |5]6]7
2 |23 |14 |5]|6 |7 ]0]1 2 (012416012416
3 13[4 |56 7 ]0]1]2 3103|6114 7|25
4 14 |56 |7 ]0 1123 4 10|40 1[4 1]01]4]0 4
5 (5|6 |70 1|2 |3 |4 5101|5127 4|16 |3
6 |6 |7 101 ]2 |3 |4]5 6 ([0 |6 (4|2 |06 |42
717101112 |3 |4]|5]6 710 |7 |6 |54 |3 ]2 |1
a |0 1 2 3 4 5 6 7
-a |0 7 6 5 4 3 2 1
al |- 1 - 3 - 5 - 7

Fermat’s Theorem: Fermat’'s Theorem and Euler’s Theorem are mostly used in public key cryptosystem.
Fermat's Theorem and Euler’s Theorem are helpful for quickly finding solution to exponentiations.
Fermat’s theorem has 2 versions of the theorem.

First Version: If ‘P’ is prime and ‘a’ is any integer but not divisible by ‘P’ then

| a®'modP=1 |

Second Version: The second version removes the condition if ‘P’ is a prime and ‘@’ is any integer, then
| a’modP=a |

Example:

78mod 19 = 1

35mod 5 =3

105mod 5 =0

Proof:

78mod 19 = 7% mod 19 x 7% mod 19 x 7° mod 19

= 117649 mod 19 X 117649 mod 19 X 117649 mod 19

=1mod 19 X 1mod 19X 1mod 19 =1

11



6

b Euler’s Theorem: Euler’s theorem can be thought as a generalization of a Fermat’s theorem. The modulus in

the Fermat’s theorem is a prime, but the modulus in Euler’s theorem is an integer.
Like Fermat’s theorem there are 2 versions of Euler’s theorem
First Version: If ‘a’ and ‘n’ are relatively prime then
a®™®modn =1
Second Version: like Fermat's theorem, it removes the condition that ‘a’ and ‘n’ should be Co-prime.
| a¥"™+lmpdn=q |
Example:
20%%mod 77 = 15
6%*mod 35 =1
10°mod 5 = 0
Proof:
6%*mod 35 = 1 = 6° mod 35 X 6° mod 35 X 6° mod 35 x 6° mod 35
= 46656 mod 35 X 46656 mod 35 X 46656 mod 35 X 46656 mod 35
= 1mod 35 X 1 mod 35 X 1mod 35X 1mod35=1
Discrete Logarithm: Discrete logarithm are the fundamental to a number of public key algorithm. We need a
numerical procedure which is easy in one direction and hard in other way. This brings us to use modular
arithmetic.
Example: 3° mod 17 = 5 but it is dif ficult to find 3* mod 17 =5 .
It is called discrete logarithm problem.
Modular Arithmetic
5*mod7 =2
dlogs;(2) = 4

dlogy;(2) =4

— N ™~

Discrete Log Base  Mod Exponent

Example: a' mod 7 = x Write the possible exponent.
dlog,,(x) =i (here a has to be chosen wisely)

a at a? al a*  a’ a®
1 1 1 1 1 1 1
2 2 4 1 2 4 1
3 3 2 6 4 5 1
4 4 2 1 4 2 1
5 5 4 6 2 3 1
6 6 1 6 1 6 1

As our modulus is 7 up to power 6 has to be written. Here 3 and 5 are the primitive root (generator), because
it generated the entire set of integers of modulus.
1. Ifwe are using mod 7, then the base should be either 3 or 5, because they give unique answer, if we
choose other than that, it will give multiple answers.
2. i.e.If we use exponentiation for encryption, then we have to use discrete logarithm for decryption. If
we want to find the discrete logarithm, then the base must be primitive root.
3. Finding discrete logarithm is very hard, when we have large number, it takes a long time to find the
answer that’s why it is used for security purpose.
4. Notall the integers have primitive roots. The only integers with primitive roots are those of the
form 2,4, P* and P*®. Where
P is any odd Prime (i.e.all prime except 2) and a is a positive integer
Module 4

Essential steps in public key cryptosystem:
1. Each user generates a pair of key to be used for encryption and decryption.

2. Each user place one of the key in public register and other one is kept private. Each user
maintains a collection of public keys obtained from others.

3. If Bob wants to send a confidential message to Alice, Bob encrypts the message using Alice’s
public key.

4. When Alice receives the message, it decrypts the message using its private key.

5. Aslong as the user’s private key is protected the communication is secure. At any time a
system can change its private key and publish the companion public key to replace its old
public key.

12



6. The key used in symmetric key is named as secret key and the 2 keys used in public key
cryptography are named as public key and private key.
Notation Used: K, = Secret key of sender'A’
PU, = Public key of sender 'A’ PR, = Private key of sender 'A’

Bohs's
public-key

Ted jb

Mike Alice
PU, | Alice’s public PR, Alice's private
key key
- X=
Transmitted i
X ciphertext DIFR,, Y]
=" » —r |=
I . ¥ = E[PU, X] ' I
Pi;:n:let“ Encryption algorithm Decryption algorithm P'I::tnt:;ct
e (eg.RSA) . pt
o — T L o — T _J
Boh (a) Encryption with public key Alice

Alice’s
public key

5:’ Joy Ted
Mike Bob
PR; | Bob's private PU; | Bob's public
key key
X=
Transmitted DIPU,, Y]
ciphertext
> —»
o W ¥ = E[PR;, X] ]
P‘]i":n]t-::rl Encryption algorithm Decryption algorithm P'Iz:tll t::(t
P (e.g., RSA) P
.\_______h\{__ _____;' I‘“-———__'“w'/’__———-’-
Bob {b) Encryption with private key Alice

Public Key Cryptosystem-Secrecy:
1. Source ‘A’ sends the plaintext X = [X, X5, ... ... X, ] The m element of X is some alphabet in

the message.
2. Asthe message is intended for user ‘B’, ‘B’ generates 2 keys
a) Private Key (PR})
b) Public Key (PU,) and PU,is publicly available so that it is accessible by A.

3. With the message X and encryption key PU,, sender forms the cipher text
Y=1[Y,Y,.... Yyl  where Y = E(PU, X)

4. Atthereceiver, the intended receiver matches the key and find the message
X =D(PR,,Y)

5. Itis assumed that the cryptanalysts have the knowledge of encryption (E)and decryption
(D)algorithms. If the cryptanalyst is interested only in this particular message, then its focus
is to recover X, by generating a plaintext estimate X. But if Cryptanalyst is interested in being
able to read future message as well, it will try to recover PR, by generating an estimate PR,,.

6. Either of the 2 keys can be used for encryption, with other being used for decryption. This

above scheme provides confidentiality.

As anybody can encrypt the message using B's public key and claim to be came from 'A’.

N
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A
e |
Cryptanalyst A
_—> PRy,

A A
Source A Destination B

——A —— A

X - . :
Message Eneryption _ | Decryption = —
algorithm Y=E[PUpX] [ algorithm X_' Destination

DIPR, Y]
L [

¥

PU, PRy

Key pair
source

Public-Key Cryptosystem: Secrecy

Public Key Cryptosystem-Authentication:

—_— A

M
Cryptanalyst PR,

Destination B

—A

Source A

Decryption

Y

X - :
Message Encryption - o
algorithm Y- E[PR,, X| = algorithm J(=--- Destination

7.

D[P, Y]

Public-Kev Cryptosystem: Authentication
If'A’ wants to communicate to 'B’, then ‘A’ encrypt the message using A's private key.
'B' can decrypt the message using A’s public key.
As message was encrypted using A’s private key, only ‘A’ could prepare the message. This
entire message serves as a digital signature.
It is important to alter the message without access to A’s private key. So this message is
authenticated both in terms of source and data integrity.
The encryption and decryption can be represented as :
Y =E(PR, X)
X =D(PU,Y)
This public key encryption doesn’t provide confidentiality because all will have A's public
key hence can decrypt the message easily.
It is safe from alteration but not from eavesdropping.

7 b Description of the Algorithm:
1. RSA uses the expression with exponentials.

2. Plain text is encrypted in block.

3. The plain text M and cipher text C can be represented as
C =M°modn
M = C?*modn = (M®)%modn =M modn

14



C

a

v

Both the sender and receiver know the value of n.
Sender knows the value of e and only receiver know the value of d.
This is a public key encryption algorithm with a public key of PU = {e,n} and a private key of PR =
{d,n}
For the encryption algorithm to satisfy for public key encryption, the following requirements must be
met.

a) Itis possible to find Message (M) if e, d and n are known i.e. M®** mod n = M

forallM <n

b) Itis relatively easy to calculate M® mod n and C% mod n for all value of M <n

c) Itisinfeasible to determine d given e and n.
The equation M®? mod n = M is only valid if e and d are multiplicative inverse modulo @(n). Where
@(n) is the Euler totient function. i.e. ed mod @(n) = 1 means e and d should be relatively prime.

Key Generation by Alice
Select p, g p and g both prime, p # g
Calculaten = p = g
Calcuate ¢pin) = (p — L){g — 1)

Select integer e ged (dbin), e) = 1;1 < e < din)
Calculate d d = ¢! (mod ¢(n))

Public key PU = |e,n}

Private key PR = |d.n)

Encryption by Bob with Alice’s Public Key
Plaintext: M<n
Ciphertext: C =M modn

Decryption by Alice with Alice’s Public Key
Ciphertext: C

Plaintext: M=C'modn

The RSA Algorithm

n=pq=5x%x11=755

O(n) = (p—1)x(q—1) = 4x 10 = 40

e=3 and m=9

edmodd(n)=1=>d = e *mod ®(n) =>d = 37 mod 40 => d = —13 mod 40 = 27

q &1 L} r ty ty t=1; —qty
13 40 3 1 0 1 —13
3 3 1 0 1 —13 40

1o [ -13 4 [N

PU = {3,55} and PR = {27,55}
C =M°®modn=>C =9mod55 =14
M =C%modn = 14*” mod 55 =9

1427 mod 55

(27)10 = (11011),

1: 14 mod 55 = 14

1: (14)% x 14 mod 55 = 49
0: (49)?mod 55 = 36

1: (36)% x 14 mod 55 = 49
1: (49)% x 14 mod 55 = 9

Diffie Hellman Key Exchange Algorithm:

1.

2.

In this scheme, there are two publicly known numbers those are: a prime number g and an integer a
that is a primitive root of gq.
User A selects a random integer X, < q and compute Y, = a*4 mod q.
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3. User B selects a random integer X < g and compute Y = a*8 mod q.
4. User A computes the key as K, = Y3*4 mod q
5. User B computes the key as Kz = Y,*2 mod q

K, = Y3*4A mod q

K, = (a*8 mod q)*4 mod q

K, = (a*8)¥4A mod q

K, = a*8%¥4A mod g

K, = (a®4)*B mod q

K, = (a®4 mod q)*8 mod q

Alice Bob
Alice and Bob share a Alice and Bob share a
prime number g and an prime number g and an
integer e, such that & < g and integer e, such that o« < g and
ais a primitive root of g i is a primitive root of g
Allice generates a private Bob generates a private

key X4 such that X4 <g key X such that Xz < g

Allice calculates a public
key ¥y = ar¥a mod q

Bob calculates a public
key Yy = a¥#mod g

Alice receives Boh's Bob receives Alice’s

public key ¥p in plaintext public key ¥4 in plaintext
Allice calculates shared Bob calculates shared
secret key K = (Ygprfamod g secret key K = (¥ s mod g

l 1
The Diffie-Hellman Key Exchange
b ELLIPTIC CURVE OVER REAL NUMBER:
Elliptic curves are not ellipses.
It is named because; they are described by cubic equation.
The elliptic curves is represented as y2 = x3 + ax + b

To plot such a curve, we need to compute y = Vx3 + ax + b
For given value of a and b, the plot consists of +ve and -ve values of y for each values of x. Hence the

ARG

curve is symmetrical about y = 0.

o

An elliptic curve has a single element denoted as 0 and called the point at infinity.
Elliptic curve is represented as E (a, b)
8. The points on the curves are used for cryptography.

N

Elliptic Curve
]
Singular Non-Singular
Elliptic Curve Elliptic Curve
46‘.34‘2?52:0 4_[13_,_2?5:__;0
won't have 3 distinct root will have 3 distinct root

9. There are 2 types of elliptic curves.

16
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a) Singular Elliptic curve
b) Non-Singular Elliptic curve

10. In cryptography we are interested in non-singular elliptic curve, because it has 3 distinct roots.
Geometric Description of Addition:
If three points on an elliptic curve lie on a straight line, their sum is 0. From this definition, we can define the
rules of addition over an elliptic curve.

To add two points P and @, draw a straight line between them and find the third point of intersection

If two points, P and -P are joined by a vertical line, will intersect the curve at the infinity point. i.e. P +

1. O serves as the additive identity such that P+ O = P,
2. ifP=(xy) then-P=(x -y) such thatP+ (-P)=P-P=0.
3.
R. such that P + Q = -R.
4.
(-P)=0
5.

To find 2Q, draw the tangent line and find the other point of intersection S. Such that Q + Q =2Q =-S.

Algebraic Description of Addition:

If the coordinates of P and Q are P = (xp, yp)and Q = (xQ, yQ) then the coordinates of R will be

If P#Q (i.,eP+Q=R)

If P=Q (i.e.P+P =2P)

xR=A2_xP_XQ
Yr = A(xp — Xg) — Yp

Where A= (M)
XQ - xP

xR = AZ - ZXP
Yr = A(xp —Xg) — yp

3xp2t+a
Where A= | —————
2yp

ELLIPTIC CURVE CRYPTOGRAPHY:

Principal attraction of ECC compared to RSA is; it provides equal security for a smaller key size.
Though ECC has been explained before some years, confidence level in ECC is not yet as high as that in

ECC is more difficult to explain than either RSA or Diffie-Hellman.

1.
2. Itreduces the processing overhead.
3.
RSA.
4.
5.

Before understanding the ECC, the concept of abelian group should be known.

Abelian Group: An abelian group denoted as {G, » }, is a set of elements with a binary operations denoted
by e. If these following axioms are obeyed.

(A1) Closure:
{A2) Associative:

If @ and b belong to G, then a » bis also in G.
a-(b-cy=(a-b)y-cforalla, b, cin G.

There is an element e in & such
thata-e =e+a =aforallain G.

(A3) Identity element:

For each ¢ in (&, there is an element " in &
suchthata-a" =a"-a =e.

a+b="h-agforalla, bin .

{A4) Inverse element:

(A5) Commutative:

Public key cryptosystem uses the abelian group.
E.g. Diffie Hellman Key exchange uses multiplication operation i.e.
a) In Diffie Hellman algorithm encryption is done as aX mod q
a¥modqg=(axaxa..Xxa) modq

K times
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To attack Diffie-Hellman, the attacker must determine K given a and a¥ this is the discrete
logarithm problem.

b) Whereas, for elliptic curve cryptography, the operation used is addition i.e.
aXK=(@+a+:--+a) modqg

K times
To Attack ECC, the attacker must determine K given a and (a X K)
Elliptic curves can be defined as
(i) Elliptic curve over real Number
(ii) Elliptic curve over Z,
(iii) Elliptic curves over GF (2™)
Module 5
LINEAR FEEDBACK SHIFT REGISTERS (LFSR):
Shift register sequences are used in both cryptography and coding theory. E.g., stream ciphers based on shift
registers have been used in military cryptography. A feedback shift register is made up of two parts:
» A shiftregisters
» Feedback function.
The shift register is a sequence of bits. (If it is n-bits long, it is called an n-bit shift register.). Each time a bit is
needed, all the bits in the registers are shifted 1 bit to the right. The new left-most bit is computed as a function
of the other bits. The output of the shift register is the 1 bit, often the least significant bit. The period of a shift
register is the length of the output sequence before it starts repeating. Cryptographers have liked stream ciphers

made up of shift registers.
by by || by | by | By | By |

v 4 A4

—‘ Feedback Function |

Figure: feedback shift register
e The simplest kind of feedback shift register is a linear feedback shift register (LFSR). The feedback
function is simply the XOR of certain bits in the register, the list of these bits is called tap sequence
also called as Fibonacci configuration.

Shift Register

Output Bit
By | byy | | by | bs | by | By |

L

N

Figure: Linear feedback shift register

e The simple 4-bit LFSR can be shown in figure below. Here the first and the fourth bits are tapped. If it
is initialized with the value 1111, it produces the following sequence of internal states before repeating.

S.N. | Register state | Output
Output Bit % (1)31 1
by | bz | by | by +—
4173172 1™ 3 [1011 1
| J 4| 0101 1
\7/ \ 5 1010 0
6 1101 1
k/ 7 0110 0
Figure: 4-bit LFSR 8 0011 1
9 1001 1
10 | 0100 0
11 | 0010 0
12 | 0001 1
13 |1000 0
14 | 1100 0
15 | 1110 0
16 | 1111 0
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The output sequence is the string of least significant bits.:111101011001000 ......
The shift registers filled with zeros will cause the LFSR to output a never-ending stream of zeros - this
is particularly not useful.
Only LFSR with certain tap sequences will cycle through all 2™ — 1 internal states; these are maximal
period LFSRs. The resulting output is called an m-sequence.
For maximal period LFSR, the polynomial formed from a tap sequence plus the constant 1 must be
primitive polynomial mod 2.
A primitive polynomial of degree n is an irreducible polynomial if it divides x2"" + 1 butnot x4 + 1
for any d that divides 2™ — 1.
There is no easy way to generate the primitive polynomial mod 2 for a given degree. The easiest way is
to choose a random polynomial and test whether it is primitive. But it is complicated as- something like
testing random numbers for primality.
E.g. the polynomial (32, 7, 5, 3, 2, 1, 0) means that the following polynomial is primitive modulo 2.
(Polynomial is: x3%2 + x7 + x°> + x3 + x2 + x + 1).
It's easy to turn this into maximal-period LFSR. The first number is the length of the LFSR. The last
number is always 0 and can be ignored. All the number except 0, specify the tap sequence. It means, if
you take a 32-bit shift register and generate the new bit by XORing the thirty-second, seventh, fifth,
third, second and first bits together, the resulting LFSR will be maximal length, it will cycle through
232 — 1 values before repeating. The C code for the LFSR is:
Int LFSR() {
Static unsigned long ShiftRegister = 1;
/* Anything but 0. */
ShiftRegister = ((((ShiftRegister >> 31)
(ShiftRegister >> 6)
~ (ShiftRegister >> 4)
(ShiftRegister >> 2)
(ShiftRegister >> 1)
~ ShiftRegister))
& 0Xx00000001)
<< 31)
| (ShiftRegister >> 1);
Return ShiftRegister & 0X00000001;

Output Bit
b32 b7 b6 b5 b4 b3 bz bl >

v

Figure: 32-bit long maximal-length LFSR
This code is more complicated when the shift register is longer than the computer’s word size.
E.g.if (a, b, 0) is primitive, then (a, a-b, 0) is also primitive. If (a, b, ¢, d, 0) is primitive, then (a, a-d, a-c,
a-b, 0) is also primitive. Mathematically
Ifx® + xP + 1 is primitive, so is x% + x*? + 1
Ifx® + x? + x¢ + x% + 1is primitive, so is x% + x4 ¢ + x4 ¢ + x* b + 1
Primitive polynomials are faster in software, because only two bits of the shift register have to be
XORed to generate each new bit.

The polynomials are generally sparse, means they have very few co-efficient. Sparseness is always a source of
weakness, sometimes enough to break the algorithm. It is better to use dense primitive polynomial, those
with a lot of coefficients for cryptographic applications. Generating dense primitive polynomials modulo 2 is
not easy.

Generalized Geffe Generator:

Instead of choosing between two LFSRs, this scheme chooses between k LFSRs, where k is power of 2.
There are k + 1 LFSRs total. LFSR-1 must be clocked log, k times faster than the other k LFSRs. Though this
scheme is complex than Gaffe generator, same kind of correlation attack is possible.

19



!

LFSR-n+1

. n-to-1 b(t)
LFSR-3 » Multiplexer|—
LFSR-2 >

Select
LFSR-1 J

Figure: Generalized Geffe generator

ii) Threshold Generator:

>

iiii)
>

>
>

This generator tries to get around the security problems of the previous generators by using a
variable number of LFSRs. The theory is that if we use a lot of LFSRs, it’s hard to break the
cipher.
It is implemented by taking a large number of LFSRs and the length of all the LFSRs are
relatively prime and all the feedback polynomials are primitive.
If more than half of the output bits are 1, then the output of the generator is 1. If more than half
of the output bits are 0, then the output of the generator is 0.
The output of the generator is represented as:

b = (a;"az) @ (a,"a3) @ (a;"as)
It is very similar to Geffe generator, except that it has a large linear complexity of nyn, +
nyns + nyng  where ny,n, and n are the length of the first, second and third LFSRs.
This falls to correlation attack.

LFSR-1 .
.
LFSR-2 N
" LFsR3 | Majority . b(t)
LFS‘R-S Function //:
//
. v
. //
//

LFSR-n 7

Figure: Threshold generator

Alternating Stop-and-Go Generator:

This generator, uses three LFSRs of different length. LFSR-2 is clocked when the output of
LFSR-1 is 1; LFSR-3 is clocked when the output of LFSR-1 is 0.

The output of the generator is the XOR of LFSR-2 and LFSR-3.

This generator has a long period and large linear complexity. The correlation attack is possible
against LFSR-1.

LFSR-1

E b(t)
_"\E D
o |

Figure: Alternating stop-and-go generator

10 a ADDITIVE GENERATORS:
e Additive generators are extremely efficient because they produce random words instead of random
bits. They are not secure on their own, but can be used as building blocks or secure generators.
e The initial state of the generator is an array of n-bit words: 8-bit words, 16-bit words, 32-bit words.
The initial state is the key. The ith word of the generator is

Xi = (Xi—a + Xi—b + Xi—C + -+ Xi_m)mod 2"

e Ifthe coefficients a, b, c, ... m are chosen right, the period of this generator is at least 2™ — 1.
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e Example: (55,24,0) is a primitive polynomial mod 2. This means that the following additive generator
is maximal length.

Xi = (Xj_ss5 + Xj_z4)mod 2"

This works because, primitive polynomial has three coefficients. If it has more coefficient, then we need
some additional requirements to make it maximal length.

e Fish:
>

>
b GIFFORD:

Fish is an additive generator based on techniques used in the shrinking generator. It produces
a stream of 32-bit words which can be XORed with the plaintext stream to produce ciphertext,
or XORed with ciphertext stream to produce plaintext.
The algorithm is named as it is Fibonacci Shrinking generator.
First, it uses two additive generators. The key is the initial values of these generators.
A; = (Aj_s5 + Ai_p4)mod 2°?
B; = (Bj_s; + Aj_19)mod 2%
These sequences are shrunk, as a pair, depending on the least significant bit of B;: if itis 1, use
the pair; if it is 0, ignore the pair.
C; is the sequence of used words from A; and D; is the sequence of used words from B;. These
words are used in pairs- C;j, Cj4q1, Dyj and D,j,4- to generate two 32-bit output words:
Ky; and Ky 4.
Eyj = Cpj @ (D2"Dyj41)
sz = D2j+1A(E2jAC2j+1)
sz = Ezj @ sz
Ky = (41 @ Fyj

This algorithm is fast, Unfortunately, it is also insecure; an attack has a work factor of about
240,

Pike is the leaner, meaner version of Fish, developed by Ross Anderson, the man who broke
Fish.
It uses three additive generators. For example:

A; = (Ai_ss + Ai_p4)mod 2%

B; = (Bi_57 + A;j_;)mod 2%

C; = (Ci_sg *+ Ci_19)mod 2%
To generate the keystream word, look at the additional carry bits.
If all the three agree, then clock all three generators. If they don’t, then just clock the two
generators that agree. Save the carry bit for the next time. The final output is the XOR of the
three generators.
Pike is faster than Fish, as on average it requires 2.75 steps per output rather than 3 steps.
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Figure: Gifford
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A5:

It was developed by David Gifford. It was used to encrypt news wire reports in Boston area from 1984
until 1988.

The algorithm has a single 8-byte register: by, by, ... ... b.

The key is the initial stage of the register.

The algorithm works in OFB (output feedback); the plaintext doesn’t affect the algorithm at all.

To generate the key byte k;, concatenate b, and b, and concatenate b, and b,. Multiply the two
together to get a 32-bit number. The third byte from the left is k;.

To update the register, take b; and sticky right shift it 1 bit. (Sticky right shift: the left most bit is both
shifted and also remains in place.). Take b, and shift it 1 bit to the left; there should be a 0 in the right-
most bit position. Take the XOR of the modified b;, the modified b, and b,. Shift the original register
1byte to the right and put this byte in the left most position.

This algorithm was broken in 1994. It concludes that, the feedback polynomial isn’t primitive and can
be attacked.

A5 is a stream cipher used to encrypt GSM (Group Special Mobile). That is the non-American standard
for digital cellular mobile telephones. It is used to encrypt the link from the telephone to the base
station. The rest of the link is unencrypted, the telephone company can easily eavesdrop on our
conversation.

Originally, it was designed to prohibit export of phones to some country. It is being discussed now,
whether A5 might harm export sales. There is also a rumor as, various NATO intelligence agencies had
a catfight in the mid-1980s over whether GSM encryption should be strong or weak. Germans wanted
strong cryptography, as they were sitting near the Soviet Union. But other counties overruled them. A5
is a French design.

A British telephone company gave all the documentation to Bradford University without a
nondisclosure agreement. It leaked and was eventually posted to the internet.

A5 consists of three LFSRs; the register lengths are 19,22 and 23, all the feedback polynomials are
sparse. The output is the XOR of the three LFSRs. A5 uses variable clock control. Each register is clocked
based on its own middle bit, XORed with the inverse threshold function of the middle bits of all three
registers. Generally, two LFSRs clock in each round.

There is a trivial attack requiring 2*° encryptions: Guess the contents of the first two LFSRs, then try to
determine the third LFSR from the key stream.

A5 is very efficient. It passes all known statistical tests, its only weakness is, its registers are very short
enough to make exhaustive search feasible.

Variant of A5 with longer shift registers and denser feedback polynomial should be secure.
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