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1  What are the elements of one M2M architecture of IOT? Explain. [10] CO1 L2 

 The oneM2M IoT Standardized Architecture 

In an effort to standardize the rapidly growing field of machine-to-

machine (M2M) communications, the European Telecommunications 

Standards Institute (ETSI) created the M2M Technical Committee in 

2008. The goal of this committee was to create a common 

architecture that would help accelerate the adoption of M2M 

applications and devices. Over time, the scope has expanded to 

include the Internet of Things. One of the greatest challenges in 

designing an IoT architecture is dealing with the heterogeneity of 

devices, software, and access methods. By developing a horizontal 

platform architecture, oneM2M is developing standards that allow 

interoperability at all levels of the IoT stack 

 

The oneM2M architecture divides IoT functions into three major 

domains: the application layer, the services layer, and the network layer 

 

Applications layer: The oneM2M architecture gives major attention 

to connectivity between devices and their applications. This domain 

includes the application-layer protocols and attempts to standardize 

northbound API definitions for interaction with business intelligence 

(BI) systems. Applications tend to be industry-specific and have their 

own sets of data models, and thus they are shown as vertical entities. 

 
? Services layer: This layer is shown as a horizontal framework 

across the vertical industry applications. At this layer, horizontal 

   



 

modules include the physical network that the IoT applications run 

on, the underlying management protocols, and the hardware. 

Examples include backhaul communications via cellular, MPLS 

networks, VPNs, and so on. Riding on top is the common services 

layer. 

Network layer: This is the communication domain for the IoT devices   

and endpoints. It includes the devices themselves and the 

communications network that links them. Embodiments of this 

communications infrastructure include wireless mesh technologies, such 

as IEEE 802.15.4, and wireless point-to-multipoint systems, such as 

IEEE 801.11ah. Also included are wired device connections, such as 

IEEE 1901 power line communications.  
 

2  Discuss IOT challenges. [10] CO1 L2 

 While an IoT-enabled future paints an impressive picture, it does not 

come without significant challenges. Many parts of IoT have become 

reality, but certain obstacles need to be overcome for IoT to become 

ubiquitous throughout industry and our everyday life. Few of the most 

significant challenges and problems that IoT is currently facing. 

 

 

   



 

 

 

 

3  Explain the functionality of IOT network management sublayer. [10] CO1 L2 

 Access Network Sublayer-There is a direct relationship between the IoT 

network technology you choose and the type of connectivity topology this 

technology allows. Each technology was designed with a certain number 

of use cases in mind (what to connect, where to connect, how much data 

to transport at what interval and over what distance). These use cases 

determined the frequency band that was expected to be most suitable, the 

frame structure matching the expected data pattern (packet size and 

communication intervals), and the possible topologies that these use cases 

illustrate. 

One key parameter determining the choice of access technology is the 

range between the smart object and the information collector. List of 

some access technologies you may encounter in the IoT world and the 

expected transmission distances. 

 

   



 

 

 

      Range estimates are grouped by category names that illustrate the 

environment or the vertical where data collection over that range is 

expected. Common groups are as follows: 

PAN (personal area network): Scale of a few meters. This is the 

personal space around a person. A common wireless technology for this 

scale is Bluetooth. 
HAN (home area network): Scale of a few tens of meters. At this 

scale, common wireless technologies for IoT include ZigBee and 
Bluetooth Low Energy (BLE). 

NAN (neighborhood area network): Scale of a few hundreds of 

meters. The term NAN is often used to refer to a group of house units from 

which data is collected. 

FAN (field area network): Scale of several tens of meters to several 

hundred meters. FAN typically refers to an outdoor area larger than a 

single group of house units. The FAN is often seen as “open space” (and 

therefore not secured and not controlled). 

LAN  (local  area  network): Scale  of  up  to  100  m.  This  term  is  

very  common  in networking,  and  it  is  therefore  also  commonly  used  

in  the  IoT  space  when  standard networking technologies (such as 

Ethernet or IEEE 802.11) are used. 
Similar ranges also do not mean similar topologies. Some 

technologies offer flexible connectivity structure to extend 
communication possibilities: 
Point-to-point topologies 

Point-to-multipoin 



 

 

 

 

4  Explain the differences between IT and OT. Explain Edge, fog and cloud 

computing. 

[10] CO2 L2 

 Until recently, information technology (IT) and operational technology 

(OT) have for the most part lived in separate worlds. IT supports 

connections to the Internet along with related data and technology systems 

and is focused on the secure flow of data across an organization.  OT 

monitors and controls devices and processes on physical operational 

systems.  These systems include assembly lines, utility distribution 

networks, production facilities, roadway systems, and many more. 

Typically, IT did not get involved with the production and logistics of OT 

environments. Management of OT is tied to the lifeblood of a 

company. For example, if the network connecting the machines in a 

factory fails, the machines cannot function, and production may come to a 

standstill, negatively impacting business on the order of millions of 

dollars. On the other hand, if the email server (run by the IT department) 

fails for a few hours, it may irritate people, but it is unlikely to impact 

business at anywhere near the same level. Table below highlights some 

of the differences between IT and OT networks and  their various 

challenges. 

   



 

 

 

 

5 List and explain different types of sensors [10] CO2 L2 

 Sensors: 

 A sensor does exactly as its name indicates: It senses.  

 A sensor measures some physical quantity and converts that measurement 

reading into a digital representation.  

 That digital representation is typically passed to another device for 

transformation into useful data that can be consumed by intelligent devices 

or humans.  

 Sensors are not limited to human-like sensory data.  

 They are able to provide an extremely wide spectrum of rich and diverse 

measurement data with far greater precision than human senses.  

 Sensors provide superhuman sensory capabilities.  

 Sensors can be readily embedded in any physical objects that are easily 

connected to the Internet by wired or wireless networks, they can interpret 

their environment and make intelligent decisions. 

Sensors have been grouped into different categories 

 Active or passive: Sensors can be categorized based on whether they produce 

an energy output and typically require an external power supply (active) or 

whether they simply receive energy and typically require no external power 

   



 

supply (passive). 

 Invasive or non-invasive: Sensors can be categorized based on whether a 

sensor is part of the environment it is measuring (invasive) or external to it (non-

invasive). 

 Contact or no-contact: Sensors can be categorized based on whether they 

require physical contact with what they are measuring (contact) or not (no-

contact). 

 Absolute or relative: Sensors can be categorized based on whether they 

measure on an absolute scale (absolute) or based on a difference with a fixed or 

variable reference value (relative). 

 Area of application: Sensors can be categorized based on the specific industry 

or vertical where they are being used. 

 How sensors measure: Sensors can be categorized based on the physical 

mechanism used to measure sensory input (for example, thermoelectric, 

electrochemical, piezoresistive, optic, electric, fluid mechanic, photoelastic). 

 What sensors measure: Sensors can be categorized based on their applications 

or what physical variables they measure. 

The physical phenomenon a sensor is measuring. 

  



 

6 Define Smart object. Explain its characteristics. Explain the trends in smart objects 

impacting IoT. 

[10] CO2 L2 

 Smart objects are, quite simply, the building blocks of IoT. They are what 

transform everyday objects into a network of intelligent objects that are able 

to learn from and interact with their environment in a meaningful way. 

The term smart object, despite some semantic differences, is often used 

interchangeably with terms such as smart sensor, smart device, IoT device, 

intelligent device, thing, smart thing, intelligent node, intelligent thing, 

ubiquitous thing, and intelligent product. 

 

The following four defining characteristics 

 Processing Unit: A smart object has some type of processing unit for 

acquiring data, processing and analysing sensing information received by the 

sensor(s), coordinating control signals to any actuators, and controlling a 

variety of functions on the smart object, including the communication and 

power systems. 

 Sensor(s) and /or actuator(s): A smart object is capable of interacting with 

the physical world through sensors and actuators. A smart object does not 

need to contain both sensors and actuators. In fact, a smart object can 

contain one or multiple sensors and/or actuators, depending upon the 

application. 

 Communication Device: The communication unit is responsible for 

connecting a smart object with other smart objects and the outside world (via 

the network). Communication devices for smart objects can be either wired 

or wireless. 

 Power Source: Smart objects have components that need to be powered. 

Interestingly, the most significant power consumption usually comes from 

the communication unit of a smart object. 

 

The broad generalizations and trends impacting IoT are 

 

 Size is decreasing:  Some smart objects are so small they are not even 

visible to the naked eye. This reduced size makes smart objects easier to 

embed in everyday objects. 

 Power consumption is decreasing: The different hardware components of 

a smart object continually consume less power. Some battery-powered 

sensors last 10 or more years without battery replacement. 

 Processing power is increasing: Processors are continually getting more 

powerful and smaller. 

 Communication capabilities are improving: It’s no big surprise that 

wireless speeds are continually increasing, but they are also increasing in 

range. IoT is driving the development of more and more specialized 

communication protocols covering a greater diversity of use cases and 

environments. 

 Communication is being increasingly standardized: There is a strong 

push in the industry to develop open standards for IoT communication 

protocols. In addition, there are more and more open source efforts to 

advance IoT. 
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CO1 

Interpret the impact and challenges 

posed by IoT networks leading to 

new architectural models. 

L2 

1 3 2 2 - - 2 - - - - - - - - - 3 

CO2 

Compare and contrast the deployment 

of smart objects and the technologies 

to connect them to network.  
 

L2 

2 3 2 2 - - 2 - - - - - - - - - 3 

CO3 

Appraise the role of IoT protocols for 

efficient network communication.  
 

L2 

3 3 2 2 - - 2 - - - - - - - - - 3 

CO4 

Elaborate the need for Data Analytics 

and Security in IoT.  
 

L2 

4 3 2 2 - - 2 - - - - - - - - - 3 

CO5 

Illustrate different sensor 

technologies for sensing real world 

entities  

L3 

,5 3 2 2 - - 2 - - - - - - - - - 3 

COGNITIVE 

LEVEL 
REVISED BLOOMS TAXONOMY KEYWORDS 

L1 
List, define, tell, describe, identify, show, label, collect, examine, tabulate, quote, name, who, 

when, where, etc.  

L2 
summarize, describe, interpret, contrast, predict, associate, distinguish, estimate, differentiate, 

discuss, extend  

L3 
Apply, demonstrate, calculate, complete, illustrate, show, solve, examine, modify, relate, change, 

classify, experiment, discover.  

L4 Analyze, separate, order, explain, connect, classify, arrange, divide, compare, select, explain, infer.  

L5 
Assess, decide, rank, grade, test, measure, recommend, convince, select, judge, explain, 

discriminate, support, conclude, compare, summarize.  

PROGRAM OUTCOMES (PO), PROGRAM SPECIFIC OUTCOMES (PSO) 
CORRELATION 

LEVELS 

PO1 Engineering knowledge PO7 Environment and sustainability 0 No Correlation 

PO2 Problem analysis PO8 Ethics 1 Slight/Low 

PO3 Design/development of solutions PO9 Individual and team work 2 
Moderate/ 

Medium 

PO4 
Conduct investigations of 

complex problems 
PO10 Communication 3 

Substantial/ 

High 

PO5 Modern tool usage PO11 Project management and finance  

PO6 The Engineer and society PO12 Life-long learning  

PSO1 Develop applications using different stacks of web and programming technologies 

PSO2 Design and develop secure, parallel,  distributed, networked, and digital systems 

PSO3 Apply software engineering methods to design, develop, test and manage software systems. 

PSO4 Develop  intelligent applications for business and industry  

 

 


