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1. Explain with neat diagram one M2M IoT standardized architecture. 

 

• It was created with a goal of accelerating Machine to machine applications 

& devices. 

• It expanded to include IoT. 

• One M2M was launched with a goal to promote efficient M2M 

communication systems and IoT. 

• OneM2M Goal: create a common services layer.  

• Its framework focuses on IoT services , applications, and platforms. 

•  It divides IoT functions into 3 major domains. 

• It supports wide range of IoT technologies. 
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2. What is Zigbee? Explain 802.15.4 physical layer, MAC layer and security.  

• ZigBee is one of the most well-known protocols. 

• ZigBee utilizes the IEEE 802.15.4 standard at the lower PHY and MAC 

layers 

 
• ZigBee specifies the network and security layer and application support layer 

that sit on top of the lower layers. 
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• ZigBee predefines many application profiles. Home Automation and Smart 

Energy are two examples of popular application profiles of Zigbee. 

 

ZigBee network and security layer: 

•  Provides mechanisms for network startup, configuration, routing 

(calculating routing paths, managing routing tables, discovering neighbors ), 

and securing communications. 

• The network layer is also responsible for forming the appropriate topology. 

• ZigBee utilizes 802.15.4 for security at the MAC layer, using the Advanced 

Encryption Standard (AES) with a 128-bit key. 

• Finally, but this structure has not provided interoperability with other IoT 

solutions 

 

3.  Explain IoT reference model published by IoTWF.  

 

Layer 1: Physical Devices and Controllers Layer 

 This layer is home to the “things” in the Internet of Things, including the 

various endpoint devices and sensors that send and receive information. 

 The primary function is generating data  

 

Layer 2: Connectivity Layer 

 The primary function of this IoT layer is the reliable and timely transmission 

of data. 

 

Layer 3: Edge Computing Layer 

 Here emphasis is on data reduction and converting information that is ready 

for storage and processing by higher layers. 
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4 (a) What does IoT and digitization mean? Summarize. [06] CO1 L2 



 

IoT: 

• The basic premise and goal of IoT is to “connect the unconnected.” 

• The world of IoT is broad and multifaceted. 

• IoT is good to view it as an umbrella of various concepts, protocols, and 

technologies 

 

Digitization: 

•  Conversion of information into a digital format. Ex- photography & 

transportation industry 

• Digitization brings together things, data, and business process to make 

networked connections more relevant and valuable. Ex- Home automation 

(NEST) 

• Companies today look at digitization as a differentiator for their businesses, 

and IoT is a prime enabler of digitization. 

 

   (b)  Identify the evolutionary phases of the internet. 

• The age of IoT is often said to have started between the years 2008 and 

2009. 
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5 (a) Outline different challenges in IoT? 

• Scale  

• Security  

• Privacy 

• Big data & Data Analytics 

• Interoperability 
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   (b) Explain WSN. 

Wireless sensor networks are made up of wirelessly connected smart objects, which 

are sometimes referred to as motes. 

 
• The following are some of the most significant limitations of the smart 

objects in WSNs: 

 Limited processing power 
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 Limited memory 

 Lossy communication 

 Limited transmission speeds 

 Limited power 

 These limitations greatly influence how WSN’s are designed. 

 

6 (a) Examine the characteristics and attributes concerned when selecting and dealing 

with connecting smart objects. 

• A smart object, is described as a device that has, the following four 

defining characteristics: 

1. Processing unit 

2. Sensor(s) and/or actuator(s) 

3. Communication device 

4. Power source 

 

[02] CO2 L4 

   (b) Identify different types of sensors.  
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