50, will be treated as malpractice.

ng blank pages.

, appeal to evaluator and /or equations written eg, 42+8

Important Note : 1. On completing your answers, compulsorily draw diagonal cross lines on the remaini
2. Any revealing of identification,
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ighth Semester B.E. Degree Exaﬂlﬁatlon, Jan./Feb. 2023
Information and Neer Securlty

o,
P,

Time: 3 hrs. N} 6 Max Marks:100
Note: Answer any FIVE full questzon,s ge%ctmg at least TWO Mgt@fstzons Jfrom each part.
J e ("@“r
Define Policy, Standards, Pract;g@s in the content of 1nfomgsat10n security. Draw a schematic
diagram depicting the inter relationship between the abaye. (06 Marks)
Explain components of coﬂ‘%fmgency planning Wlthf"‘he@t“ diagram. Also draw the figure for
contingency planning timeline. ./ (07 Marks)
Discuss various stag 'in a incident response planmng strategy. (07 Marks)
£ \ %ﬁu g
What is ﬁrewallﬁg ' List the types of firewalls 4 categorized by firewall architecture. Explain a
screenhosE re\@(all with neat diagram. e (10 Marks)
Explain 11‘:“ sport mode and tunnel %dew PN technology with suitable diagram. (10 Marks)
P,
How"’d@@ﬁs 31gnature based IDPS &1ﬁ‘§w from a behavior ba&g,d IDPS" (06 Marks)
With the help of schematic dlagram explain %heg}'ully dlstnbuted control strategy
implementation of IDS. .« ¥ m% (06 Marks)
Explain strengths and llmltatmns of intrusion def%é@i%n and prevention,system. (08 Marks)
Explain symmetric and asymmetnc encry&%@%gonthm with example (08 Marks)
Explain different gfétqgks on crypto systems. Fah (08 Marks)
Define the followﬁ‘lg terms with relatmn@éo cryptography %ﬁ
@) Algorithm (i1) Lx&(ﬁ@ncryptlon &
(iii) Work factor (1V) Stegonography L (04 Marks)
JPART-B (
Dlscués passwe and active ﬁagac}kﬁ w1th example. (06 Marks)
Wha; are different manggﬁm@nt functions of PKIX? (06 Marks)
(08 Marks)

‘%&ﬁ

6 % Explam the stepsf“"mvolved in providing authentication and confidentiality by PGP with

b.

7 a.

b.

e

o e

example. b Ve ! (10 Marks)
Explain the dlfferent MIME content types (10 Marks)
What are drsidvantages of leﬁe Hellman key exchange algorithm? How they are
overcomed by Oakley key ptotocol. (06 Marks)

Describe the transport aﬁnd gunnel mode used for IPsec AH authentication bringing out their

scope relevant to IPV4. (10 Marks)
Mention the apphcatmn of IPsec. (04 Marks)
Explain SSL re@gord protocol. (10 Marks)
What are key features of SET? (04 Marks)
Explam construction of dual signature in SET with a diagram. Also show its verification
by th%xﬁé@hant and the bank. (06 Marks)
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