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g ) Module T x 7

Tg 1 a. Define the basic termmologles of cgypto Explain the working:of crypto as a black box.

2 (08 Marks)

E b. Explain four Cipher methods w1th suitable examples. . (08 Marks)
S 2 a. Apply our Time Pad tméncrypt and derypt the data.given :
E S heilhitler ; refer data &
—:Do“o e — 000, h OOLM 010, k- 011, l—lOOr &LOI s—110,t—111 and
EE key:7565740560 (06 Marks)
£ b. Explain the Taxonomy of cryptography and cryptanaly51s (10 Marks)
e g L
? § (((((((( " Module-2
g = 3 a Explam the characteristics of. cryptographw hash ﬁmct10n by taking Birthday Attack
% 2 problem as an example. (08 Marks)
§ & b. With a neat diagram, explam the Outer roun%an@% mmner round opefgtlons of Tiger hash
= 5 algorithm. v W, (08 Marks)
s OR -
Z = 4 a. Define Hash MAC (HMAC) Explam the Workmg of HMAC in securing online bids and
e spam reduction. (08 Marks)
52 b. Write a short rfotes on : (i) Secret élaar;ng (11) lnformatlon Hiding. (08 Marks)
g & . ' Module-3 (
58 5 a List (a ny " four properties.. of non—determm1st1c “and deterministic generators. Explain
% ;::i Nonce-based freshness meg hanism (06 Marks)
?_: 2 b. ,gExplam one-way function for UNIX password protection system. (06 Marks)
é;:‘: c A ;xplam in brief zem-knowledge mechanism. (04 Marks)
20 G \ ¢
5 £ “_OR
g E 6 a. Listthe stagés and goals of proé‘&oc .design. Explain the reflection attack against protocol 3.
°Ss  iw , (06 Marks)
S < b. Analyze the Diffie- Hellman pmtocol against the typical AKE protocol security goals.
e R (06 Marks)
§ c. Describe an AKE protocol based on key distribution. (04 Marks)
s Module-4
é- 7 a. Whatiskey management? Explain the process of key Life Cycle. (06 Marks)
- b. Explaina thraa lc:V’el key hierarchy system. (06 Marks)

c. Briefly explam the key storage mechanism. (04 Marks)
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OR

(06 Marks)
(10 Marks)

(06 Marks)
(04 Marks)

‘ (08 Marks)
Explain various ways of cryytﬁgraphy used to secur%gaﬁhlent card transaction. (08 Marks)
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