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Eighth Semester B.E. Degree Exaﬁ Q’l;ﬁﬁtlon, Jan./Feb. 2023
Networks Se%urlty

‘§ 1 a. Explain the different squirting %pmaches (08 Marks)

% b. What are the security pnncxple,@a d explain any two pnnc1ples:‘ (12 Marks)

2 ¥ OR £%

T«g 2 a. With help of the block, dla l'am explain the Active and‘“@*Passwe attacks. (10 Marks)
B b. Whatis a Worm? Whaﬂmgmﬁcant difference betweena Worm and a virus? (04 Marks)
%éﬁ c. What is packet sp pﬁng? Mention its three p0351ble cases. (06 Marks)
3 : ModuléZ'
=0 3 a. Explain the secuhty Socket Layer Architecture. (10 Marks)

%D < b. Descnbe He Qverall operation of the recggd protocol in SSL. (10 Marks)
£ % :

E % 4 a Explam the packet exchange sequence (10 Marks)
'é ‘§ . Mention the types of security threats faced when usi (06 Marks)
g2 c. What is the purpose of HT’];ES? \ (04 Marks)
E g 5 a. Explain the IP Security Areh1tecture 4 (10 Marks)
g2 b. Mention the application of IP security. %" wfwvw (04 Marks)
é" § c. What are the bene@ls of IP security? , ® . s$ ?w (06 Marks)
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:; s 6 a. Explain the top - level format of an eneapsulatlng security payload packet. (10 Marks)
§ £ b. Whatis D1fﬁe Helmann algontlrm;; and mention its attractive features. (06 Marks)
—é 2 c. Mention tﬂhe services of RFC 43&1 o A (04 Marks)
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§ g 7 a. ,Qescnbe the parts and plmafsés of computer; Vit (06 Marks)
z %:‘ % Mention the clasmﬁca(non of virus by target, ./ (04 Marks)
53 co, Describe the gen@ranons of antivirus software. (10 Marks)
55 | |

é% 8 a. Describe the j:ypu‘:al steps in d1g1tal immune system operation for virus protection. (14 Marks)
g 5 b. Describe the §¢‘qu1rements for an effective worm countermeasure scheme. (06 Marks)
) ('  Module-5

=l 9 a. Explain the techniques that flrewalls used. (08 Marks)
g b. What are the l1m1tat1ons ‘of firewalls? (06 Marks)
é c. What are the capal;1l1t1es of firewalls? (06 Marks)
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§ 10 a. Explain the following types of firewalls.

i) Packet filtering firewall
ii) Circuits level proxy firewall. (14 Marks)
b. What dre the common characteristics of a bastion host? CMRIT LIBRARY (06 Marks)
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