50, will be treated as malpractice.

Important Note : 1. On comple_ting your answers, compulsorily draw diagonal cross lines on the remaining blank pages.
2. Any revealing of identification, appeal to evaluator and /or equations written eg, 42+8
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bii:ph Semester B.E. Degree Exam%% n, Jan./Feb. 2023

Cryptograg
Max. Marks: 100

’kfay

iy Nf dule-1

a. Draw and explain the model of etric cryptosystem (06 Marks)

b. Encrypt the plaintext ° paymo > using Hill chipher

17 17 15
K=[21 18 2t (08 Marks)
2 2 19| %5
¢. Encrypt the plamte:ﬁ ‘electronics and comnﬁ'lmcatxon using playfair cipher. Use the
keyword ‘VTUﬁGM ) ) (06 Marks)
a. Find the’'GCD 'of 1160718174, 3 16&58250 using Euchdlan algorithm. (08 Marks)
b. Construct the Addition and Mulim%i‘éatlon tables undef. Modulo 8 and write the table of
addltlve ‘and multiplication mvei@g ‘module 8. (07 Marks)
c. Define the residue class under Mod n (z,) write the: (05 Marks)
a. Draw and explain the F‘iestel structure for éﬁe;ryptlon and decrypttan (12 Marks)
b. With the help of neatfigure, explain the: ﬁEﬁ%ncryptxon algorithm. (08 Marks)
a. With the help 'of neat figure, expla%@e AES encrypupn‘i)rocess (12 Marks)
b. With th@,help of neat figure, ex@@m the AES key ef»' : (08 Marks)
N %%ﬁ* Module-3 ,

a. Define Abehan group by.mertioning the axioms. (05 Marks)
b. erform addltlon, sgtiﬁ”actlon mulip ie;atlon and division on the polynomials
“ fx) =%+ X + 2 afidg(x) = ox+1 %/ (08 Marks)

¢t Construct addltlcgﬁ‘ nd multiplication tables in GF(7). Also write the table of additive and

multlphcatlv%lnvefses (07 Marks)
a. Define: A

1) Prime Numbers =

ii)  Relatively Prime. Numbers

Give one example for, each : (04 Marks)
b. State Fermat’s tp@mem and Euler’s theorem. Give one < xample for each. (08 Marks)
c. Explain Euler A@«T%tlent Function. Find the values of ¢ 37) and ¢(35). (08 Marks)
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7 a.
b.
o

8 a
b.
C:

9 a.
b.
C.

10 a.
b.

18EC744

Module-4
Explain the requirements of Public-key crypto graphy (06 Marks)
Explain the RSA algorithm. ¥ (06 Marks)

Assuming p = 17, g = 11, find the public key and. pﬂvate keys. Perform encryption and
decryption for plaintext message block M = 88. .= ° (08 Marks)

side and receiver 51de are same.

Explain the Man-in-the-middle attack. @%“* g (08 Marks)

Define primitive root. Give an exa.tﬁp (04 Marks)

Explain the linear congruenﬁﬁgj enerators (05 Marks)

With a neat figure, expl&m the generalized Geffe ge@érator (07 Marks)

With neat figures explain ¥

i)  Beth-piper stop go generator 2

ii) Alternating@@top and go generator. (08 Marks)

With neat we explam bilateral stop and‘;"go generator. (08 Marks)

Expla algorithm with rele ant dlagram (06 Marks)
' (06 Marks)

EXPQB,, Fl% Pike algonthms wit
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