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Answer any FIVE FULL questions KS T
1 a). [What is Diftie Helman key exchange? How does it work? [06] |CO2| L2

b). | Suppose that two parties A and B wish to set up a common secret key between
themselves using the Diffie Hellman key exchange technique. They agree on 7 as the
modulus and 3 as the primitive root. Party A chooses 2 and party B chooses 5 as their | [04] |CO2| L3
respective secrets. Determine the common secret key that they can use for sharing the
confidential message.

2. | What is an Abelian Group? Check whether the (Z, — {0},*) forms the Abelian group?

| L
Verify with all the required group properties to be satisfied to be an abelian group. [10] €03 L3
3 a). What is Elliptic curve? How would you add points P and Q on an elliptic curve
E,(a,b) when,
0. P=0Q [06] [CO3| L2
iN).P #Q
3b). (Check whether the point (6, 6) will be a point on the Elliptic curve 11 (1,1) [04] |CO3| L3

4 |Consider the Elliptic curve E11(1, 6). The cryptosystem parameters are E1(1, 6) and
G = (2, 7). B’s private key 1s ng=7.
a. Find B’s public key Ps.

. 1 L
b. A wishes to encrypt the message Pm = (10, 9) and chooses the random value &£ =3. [10] €03 L3
Determine the ciphertext Cm.
c. Show the calculation by which B recovers Pm from Cm.
5 Where does the IP traffic is verified before it enters the organizational LAN? Explain
‘ . . . [10] [CO3|L3
the inbound and outbound process of IP traffic processing.
6 Define IP Security. How confidentiality and Authentication based security is enabled (0] |cos| L2

through transport and tunnel modes. Explain the procedure.

Solutions:

1. What is Diffie Helman key exchange? How does it work?

The Diffie-Hellman key exchange method allows two parties that have no prior knowledge of each other to
jointly establish a shared secret key over an insecure channel (over Internet).This key can then be used to
encrypt subsequent communications using a symmetric key cipher.

Working of Algorithm:

Consider two parties, ‘A’ and ‘B’ that need to agree upon a single shared key for the duration of their current
session. Both ‘A’ and ‘B’ will be knowing about a common modulus ‘p’ and the generator ‘g’ of the selected

modulus.



In order to exchange the shared secret, both will participate in the following sequence of steps.

User A User B
Selects PublicKeys: p.g Selects PublicKeys: p. g
Private key selected is: a Private key selected is: b

Public key generated: x = g“mod p Public key generated: y = g’mod p

Exchange generated public keys

Key received: y Key received: x
Generates shared secret: ky = Generates shared secret: kg =
y*mod p xPmodp

Algebraically it can be shown that these 2 keys are equal and the same

(gbmod p)nmed p (g“mod p)’mod p
Aboveequation can also be written as
(g*mod p)"mod p (g°mod p)?mod p

Both the derived keys are found to be equal. Ie. k,y; = k,

Now both the users ‘A’ and ‘B’ can use the shared secret key for encrypting the
messages during the current session.

1b. Suppose that two parties A and B wish to set up a common secret key between them using the Diffie
Hellman key exchange technique. They agree on 7 as the modulus and 3 as the primitive root. Party A chooses
2 and party B chooses 5 as their respective secrets. Determine the common secret key that they can use for
sharing the confidential message.

XA=2

XB=5, g=3

KA= KB=4
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Q2.
What is an Abelian Group? Check whether the (Z, — {0},#) forms the Abelian group?
Verify with all the required group properties to be satisfied to be an abelian group.
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a.PB=nB 1 G=71 (2,7) = (7, 2). This answer is seen in the preceding table.
b. Cm = {kG, Pm + kPB}

={3(2,7), (10,9) + 3(7, 2)} = {(8,3), (10, 9) + (3, 5)} = {(8, 3), (10, 2)}

c. Pm=(10, 2) - 7(8, 3) = (10, 2) — (3, 5) = (10, 2) + (3, 6) = (10, 9)




