
 

     

              
 

Solutions: 

 

1. What is Diffie Helman key exchange? How does it work? 

The Diffie–Hellman key exchange method allows two parties that have no prior knowledge of each other to 

jointly establish a shared secret key over an insecure channel (over Internet).This key can then be used to 

encrypt subsequent communications using a symmetric key cipher. 

Working of Algorithm: 

Consider two parties, ‘A’ and ‘B’ that need to agree upon a single shared key for the duration of their current 

session. Both ‘A’ and ‘B’ will be knowing about a common modulus ‘p’ and the generator ‘g’ of the selected 

modulus. 



In order to exchange the shared secret, both will participate in the following sequence of steps. 

 

1b. Suppose that two parties A and B wish to set up a common secret key between them using the Diffie 

Hellman key exchange technique. They agree on 7 as the modulus and 3 as the primitive root. Party A chooses 

2 and party B chooses 5 as their respective secrets. Determine the common secret key that they can use for 

sharing the confidential message. 

XA=2 

XB=5, g=3 

 

 

KA= KB=4 
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a. PB = nB  G = 7  (2, 7) = (7, 2). This answer is seen in the preceding table.  
b. Cm = {kG, Pm + kPB}  
= {3(2, 7), (10, 9) + 3(7, 2)} = {(8,3), (10, 9) + (3, 5)} = {(8, 3), (10, 2)}  
c. Pm = (10, 2) – 7(8, 3) = (10, 2) – (3, 5) = (10, 2) + (3, 6) = (10, 9) 


