50, will be treated as malpractice.
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Note: Answer any FIVE full questiotgsﬁzhgosing ONE full ques%n ﬁ'om each module.
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a.
b.

Define the following terminologies:

(i) Plaintext (i) -Ciphertext (iii) Encryption
(iv) Decryption “(v) Cryptanalysis @W&Brute force attack (06 Marks)
Encrypt the plaintext “VACCINATION” using a p@wfalr cipher with a key “INDIA”, also
give rules for encryption. ¢ (08 Marks)
Mention the modul arithmetic operation propertles and prove the same. (06 Marks)
Draw the model of symmetric cryptosystem and explain it. (08 Marks)
LLLLL p 8
Encrypt: th & pl aitext “Hard Work” usmg Hill Cipher Wltlk«lg&y ’ 3 and decrypt the same.
”‘“&%@ « (08 Marks)
Find the GCD of (2740, 176 )musmg Euclid’s algonthm (04 Marks)
jh‘
Y’ Modules2
With neat diagram, explam AES encryption pro%‘éss (10 Marks)
Explain the AES key expansion. (10 Marks)
# : i, L .- ¢
‘ L % OR
Draw the single round DES algorithm and explain the: p%cess in detail. (10 Marks)
Briefly explain the major transformations in AES a%@g?thm (10 Marks)
Z+x+1, bx)=x*+x*+x+1.
(07 Marks)
(06 Marks)
(07 Marks)
Find the GCD of [a(x), b(x)] for,a(x) =x*+x* +x* +x +1, b(x) =x". (08 Marks)
Define the following terms:
(1) Abelian group “ (ii) Integral domain (iii) Fields (06 Marks)
State and prove Euler’s theorem (06 Marks)
g Module-4
Differentiate between a conventional encryption and public-key encryption. (06 Marks)
Mention the requirements for public key cryptography (06 Marks)
Perform an encryption and decryptlon usmg RSA algorithm for p=3,q =11, e = 7 and
m= 5 P md the cipher text ‘c’ and decrypt ‘c’ to get plaintext. (08 Marks)

1of2




10

o

S

OR iy
With a neat diagram explain public key cryptography.
Explain in brief the Difﬁe Hellman key exchange ‘alg‘orithm

L 4

QO,7).Find: (1)) P+Q (i) 2P

Morj‘gul‘e-S
Explain linear feedback shift registers'with necessary diagrams.
Write a note on linear congruential enerates.
Explain the following with necess@ﬂmgrams
(i) Generalized Geffe Generator.”
(i) Threshold Generator |/

Explain the follow1ng with necessary diagrams: ’
(i) Self de01mated generators : ]y

p RA
(11) Gollmann %ﬁﬂ ‘\;.‘EB o0 037

20f2

18EC744

(08 Marks)
(05 Marks)
= (3, 10) and
(07 Marks)

(08 Marks)
(06 Marks)

(06 Marks)

(10 Marks)

(10 Marks)



