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INTERNAL ASSESSMENT TEST – I 

Sub: CRYPTOGRAPHY Code: 18EC744 

Date: 21/ 10 / 2022 Duration: 90 mins Max Marks:  50 Sem: VII Branch: ECE 

 

Answer any 5 full questions 

 Marks CO RBT 

1 
Explain the types of cryptanalytic attacks on encrypted messages. 

[10] CO1 L1 

2 Encrypt the message “work is worship” using, play fair cipher with the keyword 

“COMPUTER” and decrypt the cipher text to recover the original message. Give the rules 

for encryption and decryption. 

[10] CO1 L3 

3 
Encrypt the plain text “monday” using Hill cipher with key = 

  
  

 . Show your 

calculations to obtain cipher text. (Use a =0, b=1 …z=25). 

[10] CO1 L3 

 

 

Scheme of solutions 

 

Q. 
no. 

Questions Marks 

1. Explain the types of cryptanalytic attacks on encrypted messages. 10M 

4 Define the modular arithmetic operation with necessary properties and prove the same. [10] CO5 L1 

5 a. Apply the procedure to calculate the GCD using Euclidean algorithm and determine the 

GCD of (1160718174, 316258250). 

b. Distinguish between block cipher and stream cipher with examples. 

[5] 

 

[5] 

CO3 

 

CO1 

L3 

 

L1 

6 a. What are groups? Explain in detail with respect to its properties  

a. Prove that if ac bc (mod n) then a  b (mod n) if c is relatively prime to n. 

[5] 

[5] 

CO4 

CO3 
L1 

L3 

7 a. Develop a set of additive and multiplicative tables for modulo-8. 

b. Using extended Euclidean algorithm, find the multiplicative inverse of 550 

(mod 1769). 

[5] 

[5] 

CO3 

Co3 

L2 

L3 



 

   
Cryptanalysis: 

The whole point of cryptography is to keep the plain text secret from the eavesdropper. 

Cryptanalysis is the art or science of recovering the plain text without access to the key. Successful 

cryptanalysis may recover the plain text or the key. It also may find the weakness in a cryptosystem. 

An attempted cryptanalysis is called an attack. In real world cryptanalysts don’t always have such 

detailed information. But it is assumed that the cryptanalyst has the knowledge of the encryption 

algorithm. There are several types of cryptanalytic attacks. 

a) Cipher text only attack 

b) Known Plain text attack 

c) Chosen Plain text attack 

d) Adaptive chosen Plain text attack 

e) Chosen cipher text attack 

f) Rubber-hose cryptanalysis 

2. Encrypt the message “work is worship” using, play fair cipher with the keyword “COMPUTER” and 

decrypt the cipher text to recover the original message. Give the rules for encryption and decryption. 

 

 

 

10M 



 

 
3. Encrypt the plain text “monday” using Hill cipher with key = 

  
  

 . Show your calculations to 

obtain cipher text. (Use a =0, b=1 …z=25). 

 

10M 

4.   Define the modular arithmetic operation with necessary properties and prove the same. 

 

 

 

10M 



 

 

 

 
 

 
5a.  a. Apply the procedure to calculate the GCD using Euclidean algorithm and determine the 

GCD of (1160718174, 316258250). 

 

 
GCD=1078 

5M 

5b. Distinguish between block cipher and stream cipher with examples 

 

5M 



 

 
6a.  What are groups? Explain in detail with respect to its properties  

 
 

5M 

6b. Prove that if ac bc (mod n) then a  b (mod n) if c is relatively prime to n. 

 

 If a,b,c are all belongs to the set  Zn={0,1,2,…….n-1} and a is relatively 

prime to n. 

 Then there exist a number a-1 such that a × a-1 
  1 (mod n) 

  Now to  (a × c)  (b × c)(mod n) will apply multiplicative inverse to 

both sides.  

 a-1× (a × c)  a-1× (b × c)(mod n) 

  a   b(mod n) 

 Point to note that if a is not relatively prime to n then 

  (a × c)  (b × c)(mod n) 

 e.g. (6 × 3)  (6 × 7)(mod 8) 

 Here (6 × 3)  2(mod 8) and (6 × 7)  2(mod 8) but 3  7(mod 8) 

 As 6 has no multiplicative inverse over modulo 8.  

 

5M 

7a. Develop a set of additive and multiplicative tables for modulo-8. 5M 



 

 
 

7b. Using extended Euclidean algorithm, find the multiplicative inverse of 550 

(mod 1769). 

 

5M 
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