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Answer any 5 full questions 

 Marks CO RBT 

1 
With the help of a neat diagram, explain the AES Key expansion. Write the  

pseudocode for the same 

[10] CO2 L2 

2 With suitable examples describe the AES Mix Column transformation. [10] CO2 L1 

3 a) What are groups? With an example explain the group axioms. 
b) Define abelian group and cyclic group 

[10] CO3 L1 

4 For the group 𝐺 = 〈𝑍11 + ,×〉  
(i)Find the primitive roots in the group (ii)Show that  
the group is cyclic. (iii) Make a table of discrete logarithms 

[10] 

 

CO3 

 

L3 

 

5 State and prove Fermat’s Theorem. Using Fermat’s theorem compute the  

following  

a) 718 𝑚𝑜𝑑 19 

b) 45617 𝑚𝑜𝑑 17  
c) 5 15 𝑚𝑜𝑑 1  
d) 3 201  𝑚𝑜𝑑 11  

[10] CO4 L3 

6   Perform encryption using RSA algorithm for p=5, q = 11, e = 3, m = 9. [10] CO4 L2 

7  With a neat diagram, explain public-key cryptosystem secrecy and Authentication. [10] CO3 L3 

8 a) Define Euler’s Totient function (𝑛). Determine 𝜙 (10) 𝑎𝑛𝑑 𝜙 (97).  
b) If m and n are co-prime numbers the 𝜙 (𝑚𝑛)=𝜙(𝑚)𝜙(𝑛).  

Using this property find 𝜙 (231),(440).  

[10] CO3 L3 

 

 
IAT-2 Scheme of solutions 

 

Q. 
no. 

Questions Marks 

1. With the help of a neat diagram, explain the AES Key expansion. Write the  
pseudocode for the same 

10M 



 

 

 



 

 

 

 

 
2. With suitable examples describe the AES Mix Column transformation. 10M 



 

 

 

 

 

 

 

 

 

 

 

 



 

Let us verify the first column of this example. In  

 

 

 

 



 

 

 
3. a) What are groups? With an example explain the group axioms. 

b) Define abelian group and cyclic group 
 
a) GROUP:  
1. A group (G) is a set of elements with a binary operation (•) that satisfies four 
properties (or axioms). It is denoted as {G, • }  
2. A commutative group is also called abelian group. Abelian group is a group in which 
the operator satisfies the four properties for group plus an extra property i.e. 
commutativity property.  
3. The 4 properties plus commutativity are defined as follows:  

 

10M 



 

 

 
b) Abelian Group:  
 
If a group has a finite number of elements, it is referred to as a finite group, and the 
order of the group is equal to the number of elements in the group. Otherwise, the 
group is an infinite group. 
A group is said to be abelian if it satisfies the following additional condition: 
 

 

 
 

Cyclic Group 
 

 

 

 
 



 

4. For the group 𝐺 = 〈𝑍11 + ,×〉  
(i)Find the primitive roots in the group (ii)Show that the group is cyclic. (iii) Make 
a table of discrete logarithms 

 

Ans: For a given No, p=11, we define the finite field of order 11, GF(11), as the set Z11of 

integers {0,1,2,3,4,5,6,7,8,9,10} 

 

(i)Find the primitive roots in the group 
(ii)Show that the group is cyclic 
 
The order of the group is 10 as the elements are {1,2,3,4,5,6,7,8,9,10}.  
The generators are: 2, 6, 7 and 8  
                       

 
 

Since ai mod 11 Z11 for all a and i  Z11 the group is cyclic. 

 

 

 

 

 

 

 

 

10M 



 

 

 

(iii) Make a table of discrete logarithms 
 
The discrete logarithm table is:  

 

A 1 2 3 4 5 6 7 8 9 10 

b=dlog2,11(a) 

a 2
b
(mod11) 

10 1 8 2 4 9 7 3 6 5 

 



 

5 State and prove Fermat’s Theorem. Using Fermat’s theorem compute the  

following  

a) 718 𝑚𝑜𝑑 19 

b) 45617 𝑚𝑜𝑑 17  
c) 5 15 𝑚𝑜𝑑 13  

    d) 3 201  𝑚𝑜𝑑 11 
 
Ans: Fermat's Theorem:ap-1 1 (mod p) 

 Consider the set of positive integers less than p: {1, 2, ………, p - 1} 

 Let us multiply each element by a (mod p) 

 Get the set X = {a (mod p), 2a (mod p), …….,(p - 1)a (mod p)} 

 None of the elements of X is equal to zero because p does not divide a. Furthermore, 

the (p - 1) elements of X are all positive integers with no two elements equal. 

 We can conclude the X consists of the set of integers {1, 2, ………, p - 1} in some 

order 

 a× 2a × …..× (p - 1)a [(1 × 2 × ….. × (p - 1)](mod p) 

 ap-1(p - 1)!  (p - 1)! (mod p) 

 ap-1 1(mod p) , ∵(p - 1)! is relatively prime to p 

 

a) 718 𝑚𝑜𝑑 19 

 
a = 7, p = 19 

 

          ap-1 = 718 = 716 × 72 7 × 11  1 (mod 19) 

 

b) 45617 𝑚𝑜𝑑 17  
a = 456, p = 17 

         ap-1 = 45617 = 456 mod 17  14 mod 17  

 

c) 5 15 𝑚𝑜𝑑 13  
a = 5, p = 13 

ap-1 mod p = 1 

512 mod 13 = 1 

512  1 (mod 13) 

515 = 512 × 53 

512 × 53 mod 13  1 (mod 13) × 53 

515  125 mod 13 

515   8 (mod 13) 

515 mod 13  8 

 

    d) 3 201  𝑚𝑜𝑑 11 
 

a = 3, p = 11 

ap-1 mod p = 1 

311-1 mod 11 = 1 

310 mod 11 = 1 

310  1 (mod 11) 

           (310) 20× 3 (mod 11)  1 (mod 11) × 3 

3201 mod 11   3 

10M 



 

6 Perform encryption using RSA algorithm for p=5, q = 11, e = 3, m = 9. 

 

10M 

7 With a neat diagram, explain public-key cryptosystem secrecy and Authentication. 

Ans:  

Essential steps in public key cryptosystem: 

1. Each user generates a pair of key to be used for encryption and decryption. 

2. Each user place one of the key in public register and other one is kept private. Each user 

maintains a collection of public keys obtained from others. 

3. If Bob wants to send a confidential message to Alice, Bob encrypts the message using 

Alice’s 

public key. 

4. When Alice receives the message, it decrypts the message using its private key. 

5. As long as the user’s private key is protected the communication is secure. At any time a 

system can change its private key and publish the companion public key to replace its old 

public key 

6. The key used in symmetric key is named as secret key and the 2 keys used in public 
key cryptography are named as public key and private key. 
 

 

10M 



 

 

 

 
 

Public Key Cryptosystem-Secrecy: 

 

1. Source ‘A’ sends the plaintext 𝑋 = [𝑋1, 𝑋2, … … 𝑋𝑚]. The 𝑚element of 𝑋is some 

alphabet in 

the message. 

2. As the message is intended for user ‘B’ , ‘B’ generates 2 keys 

a) Private Key (𝑃𝑅𝑏) 

b) Public Key (𝑃𝑈𝑏) and 𝑃𝑈𝑏is publicly available so that it is accessible by A. 

3. With the message 𝑋and encryption key 𝑃𝑈𝑏, sender forms the cipher text 

𝑌 = [𝑌1, 𝑌2, … …𝑁] 𝑤ℎ 𝑒𝑟𝑒𝑌 = 𝐸(𝑃𝑈𝑏, 𝑋) 

4. At the receiver, the intended receiver matches the key and find the message 

𝑋 = (𝑃𝑅𝑏, 𝑌) 

5. It is assumed that the cryptanalysts have the knowledge of encryption (𝐸)and decryption 

(𝐷)algorithms. If the cryptanalyst is interested only in this particular message, then its 

focus 

is to recover 𝑋, by generating a plaintext estimate 𝑋 ̂. But if Cryptanalyst is interested in 

being 

able to read future message as well, it will try to recover 𝑃𝑅𝑏, by generating an estimate 

𝑃𝑅 ̂𝑏. 

6. Either of the 2 keys can be used for encryption, with other being used for decryption. 

This 

above scheme provides confidentiality. 

7. As anybody can encrypt the message using 𝐵′𝑠public key and claim to be came from ′𝐴′ 



 

 

 
 

If ′𝐴′ wants to communicate to ′𝐵′, then ′𝐴′ encrypt the message using 𝐴′𝑠private key. 

2. ′𝐵′ can decrypt the message using 𝐴′𝑠public key. 

3. As message was encrypted using 𝐴′𝑠private key, only ′𝐴′ could prepare the message. 

This entire message serves as a digital signature. 

4. It is important to alter the message without access to 𝐴′𝑠private key. So this message is 

authenticated both in terms of source and data integrity. 

5. The encryption and decryption can be represented as : 

𝑌 = 𝐸(𝑃𝑅𝑎, 𝑋) 

𝑋 = 𝐷(𝑃𝑈𝑎, 𝑌) 

6. This public key encryption doesn’t provide confidentiality because all will have 

𝐴′𝑠public key hence can decrypt the message easily. 

7. It is safe from alteration but not from eavesdropping. 

8 a) Define Euler’s Totient function 𝜙 (𝑛). Determine 𝜙 (10) 𝑎𝑛𝑑 (97).  
b) If m and n are co-prime numbers the 𝜙 (𝑚𝑛)=𝜙(𝑚)𝜙(𝑛).  

Using this property find(231), 𝜙(440). 

 

a) Define Euler’s Totient function (𝑛). Determine (10) 𝑎𝑛𝑑 (97).  

10M 



 

 

 
𝜙 (10)=? 
Set 10 = {1,2,3,4,5,6,7,8,9,10} 
For 𝜙 (10) Set 10 = {1, 3,7,9} 
                  𝜙 (10) = 4 
or 
                  𝜙 (10) = 𝜙 (5) × 𝜙 (2) 
                                = (5-1) × (2-1),            Since 5 & 2 are prime numbers 
                                = 4 × 1 
                  𝜙 (10) = 4 
 
                  𝜙 (97) = 97-1,            Since 97 is a prime numbers 
                                = 96 
                   
b) If m and n are co-prime numbers the 𝜙 (𝑚𝑛)=𝜙(𝑚)𝜙(𝑛).  

Using this property find   (231), 𝜙(440). 

                 
                 𝜙 (231)= ? 
                       231=11× 7× 3 
                𝜙 (231)= 𝜙 (11) × 𝜙 (7) × 𝜙 (3) 
                                = (11-1) × (7-1) × (3-1)           
                                = 10× 6× 2 
                𝜙 (231)= 120 

 

                 𝜙 (440)= ? 
                       440=11× 5× 2× 2× 2 
                              =11× 5×23 
                𝜙 (440)= 𝜙 (11) × 𝜙 (5) × 𝜙 (23) 
                                = (11-1) × (5-1) × (23-22)           
                                = 10× 4× 4 
                𝜙 (231)= 160 

 


