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1) PART I 

Explain Network analytics in detail with a neat diagram. 

 

10 
CO

4 
L2 

OR 

2) With a neat diagram explain FNF architecture. 10 CO

4 
L2 

3) PART II 

Explain IoT security challenges 
10 

CO

3 
L2 

OR 

4) Describe MQTT framework message format in detail. 
10 

CO

3 
L3 

5) PART III 

Describe the Data analytics in detail 

10  

CO4 

 

L2 

OR 

6) Explain tunneling legacy SCADA over IP networks and SCADA protocol 

transition with a neat diagram. 

10 
CO3 L2 

7) PART IV 

Explain Formal Risk analysis structures 

10  

CO4 

 

L3 

OR 

8) Explain Purdue model for control hierarchy. 10 CO4 L2 

9) PART V 

Explain IoT Data analytics overview. 

10 
CO3 L2 

OR 

10) Explain the advantages of IP as a network layer. 

 

10  

CO3 

 

L2 

 

 

 

 

 

 

 

 



 

 

 

 

1. Explain Network analytics in detail with a neat diagram. 

 

Network analytics has the power to analyze details of communications patterns made by protocols  and 

correlate this across the network. It allows you to understand what should be considered normal behavior in 

a network and to quickly identify anomalies that suggest network problems due to suboptimal paths, 

intrusive malware, or excessive congestion. Analysis of traffic patterns 

is one of the most powerful tools in an IoT network engineer’s troubleshooting arsenal. This behavior 

represents a key aspect that can be leveraged when performing network analytics: Network analytics offer 

capabilities to cope with capacity planning for scalable IoT deployment as well as security monitoring in 

order to detect abnormal traffic volume and patterns (such as an 

unusual traffic spike for a normally quiet protocol) for both centralized or distributed architectures, such as 

fog computing. 

Consider that an IoT device sends its traffic to specific servers, either directly to an application or an IoT 

broker with the data payload encapsulated in a given protocol. This represents a pair of source and 

destination addresses, as well as application layer–dependent TCP or UDP port numbers, which can be used 

for network analytics. 

 
This behavior represents a key aspect that can be leveraged when performing network analytics: Network 

analytics offer capabilities to cope with capacity planning for scalable IoT deployment as well as security 

monitoring in order to detect abnormal traffic volume and patterns (such as an unusual traffic spike for a 

normally quiet protocol) for both centralized or distributed architectures, such as fog computing. 

 

Consider that an IoT device sends its traffic to specific servers, either directly to an application or an IoT 

broker with the data payload encapsulated in a given protocol. This represents a pair of source and 

destination addresses, as well as application layer–dependent 

 

TCP or UDP port numbers, which can be used for network analytics. One of the drivers of the adoption of 

an IP architectural framework for IoT is to leverage tools and processes largely known and deployed by 



 

Internet service providers (ISPs) as well as private corporate enterprise networks. To monitor network 

infrastructure, de facto industry standards and protocols allow pervasive characterization of IP traffic flows, 

including identification of source and/or destination addresses, data timing and volume, and application 

types within a network infrastructure. Flow statistics can be collected at different locations in the network. 

For example, centralized routers or switches that aggregate subnet works as well as nodes that are highly 

distributed and connect the last mile of the infrastructure can be used to collect flow information. After data 

is collected in a known format, it can be sent to an external network analytics tools that delivers unique 

services to network managers, like security and performance monitoring and capacity 

planning. 

 

 

The benefits of flow analytics, in addition to other network management services, are 

as follows: 

■ Network traffic monitoring and profiling: Flow collection from the network layer provides global and 

distributed near-real-time monitoring capabilities. IPv4 and IPv6 network wide traffic volume and pattern 

analysis helps administrators proactively detect problems and quickly troubleshoot and resolve problems 

when they occur. 

■ Application traffic monitoring and profiling: Monitoring and profiling can be used to gain a detailed 

time-based view of IoT access services, such as the application layer protocols, including MQTT, CoAP, 

and DNP3, as well as the associated applications that are being used over the network. 

 

■ Capacity planning: Flow analytics can be used to track and anticipate IoT traffic growth and help in the 

planning of upgrades when deploying new locations or services by analyzing captured data over a long 

period of time. This analysis affords the opportunity to track and anticipate IoT network growth on a 

continual basis.  

 

■ Security analysis: Because most IoT devices typically generate a low volume of traffic and always send 

their data to the same server(s), any change in network traffic behavior may indicate a cyber security event, 

such as a denial of service (DoS) attack. Security can be enforced by ensuring that no traffic is sent outside 

the scope of the IoT domain. For example, with a LoRaWAN gateway, there should be no reason to see 

traffic sent or received outside the LoRaWAN network server and network management system. Such traffic 

could indicate an attack of some sort.  

■ Accounting: In field area networks, routers or gateways are often physically isolated and leverage public 

cellular services and VPNs for backhaul. Deployments may have thousands of gateways connecting the last-

mile IoT infrastructure over a cellular net-work. Flow monitoring can thus be leveraged to analyze and 

optimize the billing, in complement with other dedicated applications, such as Cisco Jasper, with a broader 

scope than just monitoring data flow. 

■ Data warehousing and data mining: Flow data (or derived information) can be ware-housed for later 

retrieval and analysis in support of proactive analysis of multiservice IoT infrastructures and applications. 

 

2. With a neat diagram explain FNF architecture. 



 



 



 



 

 
 

3. Explain IoT security challenges 

The Internet of Things (IoT) refers to the network of interconnected devices that communicate and exchange 

data with each other over the internet. While IoT offers numerous benefits in terms of efficiency, conven-

ience, and automation, it also introduces a host of security challenges due to its interconnected nature and 

the diversity of devices involved. Here are some key IoT security challenges: 

1. Data Privacy: IoT devices often collect and transmit sensitive data, such as personal information or confi-

dential business data. Ensuring the privacy of this data throughout its lifecycle, including storage, transmis-

sion, and processing, is a significant challenge. 

2. Device Authentication and Access Control: Many IoT devices lack robust authentication mechanisms, 

making them vulnerable to unauthorized access. Weak or default credentials, improper authentication proto-

cols, and insufficient access controls can allow attackers to compromise devices and networks. 

3. Firmware and Software Vulnerabilities: IoT devices frequently run on outdated or unpatched firmware 

and software, leaving them susceptible to known vulnerabilities and exploits. Manufacturers may not pro-

vide regular updates or support, leaving devices unprotected against emerging threats. 

4. Network Security: IoT devices often communicate over unsecured networks, such as Wi-Fi or Bluetooth, 

which can be vulnerable to interception and eavesdropping. Additionally, the sheer number of connected 

devices increases the attack surface, making it challenging to monitor and secure every entry point. 

5. Physical Security: IoT devices deployed in uncontrolled environments, such as industrial settings or public 

spaces, are susceptible to physical tampering or theft. Physical security measures, such as tamper-resistant 

enclosures and secure installation practices, are essential to prevent unauthorized access. 

6. Supply Chain Risks: The complex supply chain involved in IoT device manufacturing introduces various 

security risks, including counterfeit components, supply chain attacks, and third-party dependencies. Ensur-

ing the integrity and security of the entire supply chain is crucial to prevent compromise at any stage. 

7. Data Integrity and Authenticity: As IoT devices generate and exchange vast amounts of data, ensuring the 

integrity and authenticity of this data is essential. Without proper encryption and integrity verification mech-

anisms, data transmitted between devices and servers may be vulnerable to tampering or spoofing. 

8. Regulatory Compliance: Compliance with privacy and security regulations, such as GDPR, HIPAA, or 

industry-specific standards, adds another layer of complexity to IoT security. Ensuring compliance across 

diverse geographical regions and regulatory frameworks can be challenging for IoT deployments. 

9. Scalability and Management: Managing security across a large-scale IoT deployment with thousands or 

even millions of devices can be overwhelming. Effective device provisioning, monitoring, and management 

strategies are essential to maintain security posture and respond promptly to security incidents. 

 

 

4. Describe MQTT framework message format in detail. 



 



 



 



 

 
5 . Describe the Data analytics in detail 

 

An Introduction to Data Analytics for IoT 

In the world of IoT, the creation of massive amounts of data from sensors is common and one of 

the biggest challenges—not only from a transport perspective but also from a data management 

standpoint. A great example of the deluge of data that can be generated by IoT is found in the 

commercial aviation industry and the sensors that are deployed throughout an aircraft. 

Modern jet engines are fitted with thousands of sensors that generate a whopping 10GB of 

data per second. For example, modern jet engines, similar to the one shown in Figure 7-1, may be 

equipped with around 5000 sensors. Therefore, a twin engine commercial aircraft with these 

engines operating on average 8 hours a day will generate over 500 TB of data daily, and this is just 

the data from the engines! Aircraft today have thousands of other sensors connected to the airframe 

and other systems. In fact, a single wing of a modern jumbo jet is equipped with 10,000 sensors. 

 

Structured Versus Unstructured Data 

Structured data and unstructured data are important classifications as they typically require 

different toolsets from a data analytics perspective. Figure 7-2 provides a high-level comparison 

of structured data and unstructured data. 

 

Data in Motion Versus Data at Rest 

As in most networks, data in IoT networks is either in transit (“data in motion”) or being held or 

stored (“data at rest”). Examples of data in motion include traditional client/server exchanges, such 

as web browsing and file transfers, and email. Data saved to a hard drive, storage array, or USB 

drive is data at rest. 

From an IoT perspective, the data from smart objects is considered data in motion as it 

passes through the network en route to its final destination. This is often processed at the edge, 

using fog computing. When data is processed at the edge, it may be filtered and deleted or 



 

forwarded on for further processing and possible storage at a fog node or in the data center. Data 

does not come to rest at the edge. 

Data at rest in IoT networks can be typically found in IoT brokers or in some sort of storage 

array at the data center. Myriad tools, especially tools for structured data in relational databases, 

are available from a data analytics perspective. The best known of these tools is Hadoop. Hadoop 

not only helps with data processing but also data storage. 

IoT data places two specific challenges on a relational database: 

• Scaling problems: Due to the large number of smart objects in most IoT networks that 

continually send data, relational databases can grow incredibly large very quickly. This can 

result in performance issues that can be costly to resolve, often requiring more hardware 

and architecture changes. 

• Volatility of data: With relational databases, it is critical that the schema be designed 

correctly from the beginning. Changing it later can slow or stop the database from 

operating. Due to the lack of flexibility, revisions to the schema must be kept at a minimum.I oT data, 

however, is volatile in the sense that the data model is likely to change and evolveover time. A 

dynamic schema is often required so that data model changes can be made daily or even hourly. 

To deal with challenges like scaling and data volatility, a different type of database, known as 

NoSQL, is being used. Structured Query Language (SQL) is the computer language used to 

communicate with an RDBMS. As the name implies, a NoSQL database is a database that does 

not use SQL. It is not set up in the traditional tabular form of a relational database. NoSQL 

databases do not enforce a strict schema, and they support a complex, evolving data model. These 

databases are also inherently much more scalable. 

 

 

6. Explain tunneling legacy SCADA over IP networks and SCADA protocol transition with a neat 

diagram.



 



 



 



 



 

 
 

 

7.  Explain Formal Risk analysis structures 



 

 



 

 



 

 



 

 
 

8.  Explain Purdue model for control hierarchy. 



 

 

 



 

 
 



 

 
 

9 . Explain IoT Data analytics overview. 

 

The true importance of IoT data from smart objects is realized only when the analysis of the data 

leads to actionable business intelligence and insights. Data analysis is typically broken down by 

the types of results that are produced. As shown in Figure 7-3, there are four types of data analysis 

results 



 

 
Descriptive: Descriptive data analysis tells you what is happening, either now or in the 

past. For example, a thermometer in a truck engine reports temperature values every 

second. From a descriptive analysis perspective, you can pull this data at any moment to 

gain insight into the current operating condition of the truck engine. If the temperature 

value is too high, then there may be a cooling problem or the engine may be experiencing 

too much load. 

 Diagnostic: When you are interested in the “why,” diagnostic data analysis can provide 

the answer. Continuing with the example of the temperature sensor in the truck engine, you 

might wonder why the truck engine failed. Diagnostic analysis might show that the 

temperature of the engine was too high, and the engine overheated. Applying diagnostic 

analysis across the data generated by a wide range of smart objects can provide a clear 

picture of why a problem or an event occurred. 

Predictive: Predictive analysis aims to foretell problems or issues before they occur. For 

example, with historical values of temperatures for the truck engine, predictive analysis 

could provide an estimate on the remaining life of certain components in the engine. These 

components could then be proactively replaced before failure occurs. Or perhaps if 

temperature values of the truck engine start to rise slowly over time, this could indicate the 

need for an oil change or some other sort of engine cooling maintenance. 

 Prescriptive: Prescriptive analysis goes a step beyond predictive and recommends 

solutions for upcoming problems. A prescriptive analysis of the temperature data from a 

truck engine might calculate various alternatives to cost-effectively maintain our truck. 

These calculations could range from the cost necessary for more frequent oil changes and 

cooling maintenance to installing new cooling equipment on the engine or upgrading to a 

lease on a model with a more powerful engine. Prescriptive analysis looks at a variety offactors 

and makes the appropriate recommendation. 

Both predictive and prescriptive analyses are more resource intensive and increase complexity, but 

the value they provide is much greater than the value from descriptive and diagnostic analysis. 

Figure 7-4 illustrates the four data analysis types and how they rank as complexity and value 

increase. You can see that descriptive analysis is the least complex and at the same time offers the 

least value. On the other end, prescriptive analysis provides the most value but is the most complex 

to implement. Most data analysis in the IoT space relies on descriptive and diagnostic analysis, buta 

shift toward predictive and prescriptive analysisis understandably occurring for most businessesand 

organizations. 



 

 
10 Explain the advantages of IP as a network layer.  

 

 



 

 



 

 


