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1) Explain IOT with its advantage and challenges. Explain the different industrial 

revolutions                                                             

 

10 

CO1 L2 

OR 

2) Explain with the neat diagram of one M2M IOT standardized architecture 10 CO1 L2 

3) Compare simplified,  IoT world forum, ETSI standards IoT architectures  10 CO1 L3 

OR 

4) Write a note on IOT impact on real world.  10 CO1 L2 

 

5) Describe IOT world forum Standardized architecture. 

 

10 CO1 L2 

OR 

6) Explain the simplified IoT architecture with a neat diagram. 10 CO1 L1 

7) With a neat diagram, Explain Raspberry Pi learning board with pin configuration 10 CO5 L3 

OR 

8) Explain Raspberry pi programming language with any 5 programs of your choice 10 CO5 L3 

9) Explain Arduino UNO learning board with its technical specification 10 CO5 L3 

OR 

10) Compare and contrast Raspberry pi and Arduino UNO boards 10 CO5 L2 

 

 

1. Explain IOT with its advantage and challenges. Explain the different industrial revolutions                                                             

IoT is a technology transition in which devices will allow us to sense and control the 

physical world by making objects smarter and connecting them through an intelligent 

network. 

 

 



 

 



 

2. Explain with the neat diagram of one M2M IOT standardized architecture 

In an effort to standardize the rapidly growing field of machine-to-machine (M2M) communications, 

the European Telecommunications Standards Institute (ETSI) created the M2M Technical Committee 

in 2008. The goal of this committee was to create a common architecture that would help accelerate 

the adoption of M2M applications and devices. Over time, the scope has expanded to include the 

Internet of Things. 

One of the greatest challenges in designing an IoT architecture is dealing with the 

heterogeneity of devices, software, and access methods. By developing a horizontal platform 

architecture, oneM2M is developing standards that allow interoperability at all levels of the 

IoT stack 

 

● Applications layer: The oneM2M architecture gives major attention to connectivity 

between devices and their applications. This domain includes the application-layer 

protocols and attempts to standardize northbound API definitions for interaction with 

business intelligence (BI) systems. Applications tend to be industry-specific and have 

their own sets of data models, and thus they are shown as vertical entities. 

 

● Services layer: This layer is shown as a horizontal framework across the vertical 

industry applications. At this layer, horizontal modules include the physical network 

that the IoT applications run on, the underlying management protocols, and the 

hardware. Examples include backhaul communications via cellular, MPLS networks, 

VPNs, and so on. Riding on top is the common services layer. 



 

● Network layer: This is the communication domain for the IoT devices and endpoints. It 

includes the devices themselves and the communications network that links them. 

Embodiments of this communications infrastructure include wireless mesh technologies, 

such as IEEE 802.15.4, and wireless point-to-multipoint systems, such as IEEE 801.11ah. 

 

 

3. Compare simplified, IoT world forum, ETSI standards IoT architectures 

Aspect 

Simplified IoT 

Architecture IoT World Forum 

ETSI Standards for IoT 

Architectures 

Overview 

Generic term for streamlined 

IoT architectures 

Global platform for IoT 

discussions 

European standards institute 

for IoT 

Characteristics 

Minimized complexity, cost-

effective 

Industry-wide discussions 

and collaboration 

Standards development for 

IoT technologies 

Components 

Edge devices, communication 

protocols, gateway 

Event or initiative for IoT 

stakeholders 

Standards for communication, 

security, etc. 

Scalability 

Emphasis on scalability and 

adaptability 

Varied discussions on trends 

and challenges 

Aims for interoperability and 

standardization 

Focus Areas 

Basic features, ease of 

implementation 

Broad topics including 

standards, security 

Communication protocols, 

security, and more 

Standards 

Development May lack advanced features 
Information exchange on 
IoT advancements 

Active involvement in 
shaping IoT standards 



Aspect 

Simplified IoT 

Architecture IoT World Forum 

ETSI Standards for IoT 

Architectures 

Key Areas Streamlined components 

Industry insights and real-

world scenarios 

Security, communication 

protocols, etc. 

Interoperability 

Emphasizes adaptability and 

scalability 

Platform for discussions on 

interoperability 

Standards to foster 

interoperability 

 

 
4. Write a note on IOT impact on real world.  

● Connected roadways 

Most connected roadways solutions focus on  resolving today’s transportation challenges.  

These challenges are:  

◦ Safety  

◦ Mobility  

◦ Environment  

These challenges (in connected roadways) will  bring many benefits to society.  

These benefits include reduced traffic jams and  urban congestion, decreased casualties and  

fatalities, increased response time for emergency  vehicles, and reduced vehicle emissions.  

 

● Connected Factory 

The main challenges facing manufacturing in a  factory environment today 

include the following:  

◦ Accelerating new product and service introductions to  meet customer 

and market opportunities  

◦ Increasing plant production, quality, and uptime while  decreasing 

cost  

◦ Mitigating unplanned downtime (which wastes, on  average, at least 5% of 

production)  

◦ Securing factories from cyber threats 

◦ Decreasing high cabling and re-cabling costs (up to 60%  

of deployment costs)  

◦ Improving worker productivity and safety  

 

● Smart connected building 

Buildings have become increasingly complex intersections of structural,  mechanical, 

electrical, and IT components.  

The function of a building 

◦ is to provide a work environment that keeps the workers comfortable, efficient, and  

safe. 

◦ Work areas need to be well lit and kept at a comfortable temperature. 

◦ To keep workers safe, the fire alarm and suppression system needs to be carefully  

managed, as do the door and physical security alarm systems. 

Many buildings are beginning to deploy sensors throughout the building to detect occupancy. 

◦ These tend to be motion sensors or sensors tied to video cameras. 



◦ Motion detection occupancy sensors work great if everyone is moving around in a  

crowded room and can automatically shut the lights off when everyone has left.  

 

● Smart creatures 

Explanation on smart cockroach as a life savior. 

 
5. Describe IOT world forum Standardized architecture. 

This publish a seven-layer IoT architectural reference model. 

While various IoT reference models exist, the one put forth by the IoT World Forum offers a clean, 

simplified perspective on IoT and includes edge computing, data storage, and access. It provides a 

succinct way of visualizing IoT from a technical perspective. Each of the seven layers is broken 

down into specific functions, and Using this reference model, we are able to achieve the following: 

 

 

 

1. Decompose the IoT problem into smaller parts 

2. Identify different technologies at each layer and how they relate to one another 

3. Define a system in which different parts can be provided by different vendors 

4. Have a process of defining interfaces that leads to interoperability 

5. Define a tiered security model that is enforced at the transition points between levels 

Layer 1: Physical Devices and Controllers Layer 
The first layer of the IoT Reference Model is the physical devices and 

controllers layer. This layer is home to the “things” in the Internet of Things, 

including the various endpoint devices and sensors that send and receive information. 

The size of these “things” can range from almost microscopic sensors to giant 

machines in a factory. Their primary function is generating data and being capable of 

being queried and/or controlled over a network. 

Layer 2: Connectivity Layer 
In the second layer of the IoT Reference Model, the focus is on connectivity. 



The most important function of this IoT layer is the reliable and timely transmission 

of data. More specifically, this includes transmissions between Layer 1 devices and 

the network and between the network and information processing that occurs at Layer 

3 (the edge computing layer). 

. 

 
IoT Reference Model Connectivity Layer Functions 

 

Layer 3: Edge Computing Layer 
Edge computing is the role of Layer 3. Edge computing is often referred to as 

the “fog” layer and is discussed in the section “Fog Computing,” later in this chapter. 

At this layer, the emphasis is on data reduction and converting network data flows 

into information that is ready for storage and processing by higher layers. One of the 

basic principles of this reference model is that information processing is initiated as 

early and as close to the edge of the network as possible 
 

 

IoT Reference Model Layer 3 Functions

https://learning.oreilly.com/library/view/iot-fundamentals-networking/9780134307091/ch02.html#ch02lev2sec12
https://learning.oreilly.com/library/view/iot-fundamentals-networking/9780134307091/ch02.html#ch02lev2sec12


 

Another important function that occurs at Layer 3 is the evaluation of data to see if it can be 

filtered or aggregated before being sent to a higher layer. This also allows for data to be 

reformatted or decoded, making additional processing by other systems easier. Thus, a 

critical function is assessing the data to see if predefined thresholds are crossed and any 

action or alerts need to be sent. 

 

Upper Layers: Layers 4–7 
The upper layers deal with handling and processing the IoT data generated by the 

bottom layer. For the sake of completeness, Layers 4–7 of the IoT Reference Model are 

summarized in Table . 

 

 
 

6. Explain the simplified IoT architecture with a neat diagram. 

 
 

 

 

 



 



 



 



 



 

 
 

 

 

 

 



 

7. With a neat diagram, Explain Raspberry Pi learning board with pin configuration 

 

⮚ GPIOs- Connect devices to interact with the real world, for instance, sensors, LEDs, Motors etc. 

⮚ USB Port- to connect a mouse, a keyboard or other peripherals. 

⮚ Ethernet Port- to connect to the internet using an Ethernet cable. 

⮚ Audio Jack- to connect an audio device. 

⮚ CSI Connector- to connect a camera with a CSI(Camera Serial Interface) ribbon. 

⮚ HDMI Connector- to connect a monitor or TV. 

⮚ Power Port- to power up your Pi. 

⮚ DSI Connector- to connect DSI compatible Display. 



 

 

8. Explain Raspberry pi programming language with any 5 programs of your choice 

          Run some python programs on Pi like: 

a) Read your name and print Hello message with name 

name = input('What is your 

name?\n') print ('Hello %s.' % 

name) 

b) Read two numbers and print their sum, difference, product and division. 

num1 = int(input("Enter First Number: ")) 

num2 = int(input("Enter Second Number: 

")) 

print("Enter which operation would you like to perform?") 

ch = input("Enter any of these char for specific operation +,-,*,/: ") 

result = 

0 if ch 

== '+': 

result = num1 + 

num2 elif ch == '-': 

result = num1 - 

num2 elif ch == '*': 

result = num1 * 

num2 elif ch == '/': 

result = num1 / 

num2 else: 

print("Input character is not 

recognized!") print(num1, ch , num2, ":", 

result) 

 

c) Word and character count of a given string. 

word_count = 0 

char_count = 0 

usr_input = input("Enter a string : 

") split_string = usr_input.split() 

word_count = len(split_string) 



 

for word in split_string: 

char_count += 

 

len(word) 

print("Total words : {}".format(word_count)) 

print("Total characters : 

{}".format(char_count)) 

d) Area of a given shape (rectangle, triangle and circle) reading shape and appropriate values 

from standard input. 

width = float(input('Please Enter the Width of a Rectangle: ')) 

height = float(input('Please Enter the Height of a Rectangle: ')) 

# calculate the 

area Area = width 

* height 

# calculate the Perimeter 

Perimeter = 2 * (width + 

height) 

print("\n Area of a Rectangle is: %.2f" %Area) 

print(" Perimeter of Rectangle is: %.2f" 

%Perimeter) 

Python Program: 

# Python Program to find the area of triangle 

# Three sides of the triangle a, b and c are provided by the user 

a = float(input('Enter first side: ')) 

b = float(input('Enter second 

side: ')) c = float(input('Enter 

third side: ')) 

 

# calculate the semi- 

perimeter s = (a + b + c) / 

 

2 

# calculate the area 

area = (s*(s-a)*(s-b)*(s-c)) ** 0.5 

print('The area of the triangle is %0.2f' %area) 

# Python Program to find Diameter, Circumference, and Area of a Circle 

PI = 3.14 

radius = float(input(' Please Enter the radius of a circle: ')) 

diameter = 2 * radius 

 

circumference = 2 * PI * 

radius area = PI * radius * 

radius 

print(" \n Diameter of a Circle = %.2f" %diameter) 

print(" Circumference of a Circle = %.2f" %circumference) 

print(" Area of a Circle = %.2f" %area) 

 

Combined Python Program: 

#Area 

print("Select one of the following:") 

print("1. Rectangle\n2. Triangle\n3. 

Circle") s=input("Enter your choice: ") 

if s=='1': 

x=int(input("Enter 

length:")) 

y=int(input("Enter 

breadth:")) 

print("Area={}".format(x* 

y)) 

elif s=='2': 

x=int(input("Enter 



 

base:")) 

y=int(input("Enter 

height:")) 

print("Area={}".format(0.5*x*y)) 

elif s=='3': 

x=int(input("Enter 

radius:")) 

print("Area={}".format(3.14*x*x)) 

else: 

print("Enter a valid choice") 

e) Print a name 'n' times, where name and n are read from standard input, using for and while 

loops. 

 

Python Program (Using For Loop): 

i=1 

print ("enter the 

 

name") 

name=raw_input() 

print ("enter the no of time" ) 

num=raw_input() 

#print 

(type(num)) 

num=int(num) 

for i in 

range(1,num+1): 

print (i , name) 

i=i+1 

 

Python Program (Using While 

Loop): print ("enter the name") 

name=raw_input() 

print ("enter the no of time" ) 

num=raw_input() 

print 

(type(num)) 

num=int(num 

) i=1 

while(i<=num 

): 

print 

(name) 

i=i+1 

 

Python Program (Without Loop): 

def name(n): 

if n != 0: 

name(n-1) 

print("Name") 

 

name(10) 

 

f) Handle Divided by Zero Exception. 

print ("enter two no n1 and n2") 

n1=raw_input() 

n2=raw_input() 

n1=int(n1) 

n2=int(n2) 

try: 

div=n1/n2 

 



 

print 

(div) 

except ZeroDivisionError: 

print ("zero division is 

handled") print ("out of try 

catch block ") 

#DivideByZero 

Exception 

x=int(input("First 

No:")) 

y=int(input("Second 

No:")) try: 

print("x/y={}".format(x/y)) 

except Exception: 

print("DivideByZero Exception") 

g) Print current time for 10 times with an interval of 10 seconds. 

Read a file line by line and print the word count of each line. 

 

Python Program: 

import time 

for i in range(1,11): 

zz=time.asctime(time.localtime(time.time())) 

zz=zz[11:19] 

print (zz) 

print 

(time.asctime(time.localtime(time.time()))) 

time.sleep(10) 

 

Python Program: 

#Current time 10 

times import 

datetime import 

time 

for i in range(0,10): 

print(datetime.datetime.now().time()) 

time.sleep(10) 

 

9. Explain Arduino UNO learning board with its technical specification 



 

 

The Arduino Uno is a popular open-source microcontroller board that is widely used for prototyping and 

DIY electronics projects. Here are the technical specifications for the Arduino Uno: 

 

Microcontroller: ATmega328P 

 

Clock Speed: 16 MHz 

Flash Memory: 32 KB (2 KB used by the bootloader) 

SRAM: 2 KB 

EEPROM: 1 KB 

Operating Voltage: 5V 

 

Input Voltage (recommended): 7-12V 

 

Input Voltage (limits): 6-20V 

 

Digital I/O Pins: 14 (of which 6 provide PWM output) 

 

PWM Digital I/O Pins: 6 

 

Analog Input Pins: 6 

 

DC Current per I/O Pin: 20 mA 

 

DC Current for 3.3V Pin: 50 mA 

 

Voltage Regulator: AMS1117 5.0V 

 

USB Interface: ATmega16U2 

 

Communication: 

 

Serial Communication: Yes (via USB and hardware UART) 

I2C: Yes 

SPI: Yes 

Clock Source: 16 MHz Crystal Oscillator 

 

Size: 68.6 mm x 53.4 mm 



 

 

Weight: 25 g 

 

LEDs: 

 

13: Digital Pin 13 (default built-in LED) 

TX, RX: Serial communication LEDs 

Reset Button: Yes 

 

Power Jack: 2.1mm center-positive 

 

In-Circuit Serial Programming (ICSP) Header: Yes 

 

Operating Temperature Range: -40°C to +85°C 

 

USB Connector: Type-B 

 

Programming: Via USB or ICSP 

 

Bootloader: Yes (Optiboot) 

 

Board Type: Digital 

 

Compatible Shields: Yes (with the standard Arduino form factor) 

 

Open-Source: Yes (Schematics and design files are available for free) 

 

IDE Compatibility: Arduino IDE (and other compatible IDEs) 

 

 

10. Compare and contrast Raspberry pi and Arduino UNO boards 

Feature Raspberry Pi Arduino Uno 

Microcontroller/Processor 

Broadcom BCM2835 (varies by 

model) ATMega328P 

Architecture ARM (varies by model) AVR 

Clock Speed Varies (e.g., 1.2 GHz, 1.4 GHz) 16 MHz 

Operating System 

Support Linux-based (Raspbian, etc.) 
None (Real-time or single-
task OS) 

GPIO Pins 

Yes (40 GPIO pins on most 
models) 

Yes (14 digital pins on 
Arduino Uno) 

Analog Input Pins 

Via GPIO pins (with analog-to-
digital converters) 6 dedicated analog input pins 

PWM Pins Yes (software-based) Yes (6 hardware PWM pins) 

Digital I/O Pins Yes Yes 

USB Ports Yes (multiple USB ports) 
Yes (1 USB port for 
programming) 

Ethernet Yes (on some models) No 

Wi-Fi Yes (on some models) No 

Bluetooth Yes (on some models) No 

Storage MicroSD card Flash memory (32 KB) 

RAM Varies (e.g., 1GB, 2GB, 4GB) 2 KB SRAM 

Power Supply 

Micro-USB or USB-C (varies by 
model) 

7-12V DC (via power jack 
or USB) 



 

Feature Raspberry Pi Arduino Uno 

Operating Voltage 5V 5V 

Programming Language Multiple (Python, C++, etc.) C/C++ 

Development 

Environment Various (e.g., Thonny, VS Code) Arduino IDE, PlatformIO 

Use Case 

General-purpose computing, 
multimedia applications, IoT 

projects 

Embedded systems, robotics, 

simple control systems 

Complexity 

More complex due to OS and 

higher-level capabilities 

Simpler, focused on real-

time control 
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