50, will be treated as malpractice.

Important Note : 1. On completing your answers, compulsorily draw diagonal cross lines on the remaining blank pages.
2. Any revealing of identification, appeal to evaluator and /or equations written eg, 42+8
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a.
b.

o

Semester B.E. Degree Exa natlon, June/July 2023
Network Sec rlty

[ i
oy ©® , ?‘@WMax Marks: 100

”Wi %ﬁw"

- ;Module-l
Illustrate the use of 4 chief pdggric Mgles necessary for prov1dig secur1ty (10 Marks)
The sole aim of the attacker Jto maximize financial gain by attacking computer systems.

Identify the attack and ggrther elaborate the dlfferent arl (10 Marks)
OR &
What is an actiye attack? Explain in detail hog% active attacks are classified. (10 Marks)
With real time &x‘%ﬁlples discuss phlshu;é and pharming. (10 Marks)
S
& < Module-2 -~
The- Wﬁ% is faced with different fype“@“ of security threats;%w lompare the threats on the web.
o Fa X (10 Marks)

Illustrate with diagram the ste15 by step operatlomo“*f SEL record prot@ﬁél Explain each step
o %&i i (10 Marks)

Discuss the dlfﬁxent alert codes supported: by Transport Layeg Secunty (TLS). (10 Marks)

thththth

With a neat dl%ram explain Secu%ie Shell (SSH) protocol stack. (10 Marks)
S A ﬁ Module-3

Disc@gfapphcatlons of IP@sec‘ﬁ L (05 Marks)
( (05 Marks)

(10 Marks)

Discuss the %ﬁrposeof padding an‘ “Anti-Replay service. (10 Marks)
Illustrate the \%orkmg of basic cdmbmanons of security associations. (10 Marks)

Y /
A7 Module-d

Explain 3 classes of mtruders with examples, discuss intruder patterns of behavior.
(10 Marks)

With a neat dlagram, illustrate the profiles of intruder and authorized users. Also discuss
approaches togimtr@smn detection. (10 Marks)

wlwg
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OR P
8 a. Describe the overall taxonomy of software threats (Te thinology of Malicious program).
" (10 Marks)
b. Explain the anti-virus approaches and also in&;ie%agjl* discuss the generations of antivirus
software. . b 4 (10 Marks)
Mo&ule-s C
9 a. Explain the four general techmques that the fire wall use to control é%‘cess (05 Marks)
b. Discuss the capabilities which ongéﬁ h;‘m the scope of a firew. %%I (05 Marks)
c. With a neat diagram, describe (he wﬁgr ing of packet ﬁltenpg % wall. (10 Marks)
s ”% ”“W
i @ﬁ OR Y ég? .
e CMRIT LIBRARY
10 a. Discuss the character;st;@s @f Bastion Host. (" ¥ BANGALORE - 560 037 (10 Marks)
b. Explain Host based aﬁgdﬁersonal firewalls. o’ (06 Marks)
c. Explain the dlffen% purposes for which 1nterna1 fire wall can be used. (04 Marks)
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