Important Note : 1. On completing your answers, compulsorily draw diagonal cross lines on the remaining blank pages.

50, will be treated as malpractice.

2. Any revealing of identification, appeal to evaluator and /or equations written eg, 42+8
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' Slxth Semester B.E. Degree Exammatlon, June/July 2024

_;¢ryptography, Network Securlty and Cyber Law

Tlme 3 hrs. | Max Marks : 80
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Note: Answer any FIVE full questions, choosing ONE full question from each module.
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4 Module-1

What are the common cyber attacks? Explain dlfferent defense strategies to prevent cyber
attacks. (06 Marks)
Write extended Euchdean algorithm. And find 77 Mod 411 using extended Euclidean
algorithm. . (08 Marks)
DlStlIlglllSh between confusmn and d1fﬁ1$1on (02 Marks)
, ~._OR
Explam the construction of DES w1th Fiestal structure. /| (05 Marks)
7 8
Encrypt the plalntext “CRYPTOGRAPHY” usmg Hlll c1pher with key K= |:1 9 3]
~ " AN (06 Marks)
Prove that <zj, +7, *7> is a.field. e (05 Marks)
_MQQM
Illustrate the RSA algonthm for encryptlon and decryption:” (08 Marks)
Briefly explaln the practical issues of RSA algorithm: " (04 Marks)
List the propertles ofthe cryptographlc hash. & § ’ (04 Marks)
P = OR’" g
. Dlscuss the case study::- SHA L B ) (08 Marks)
_ Explain the Man = In ~ the Mlddle attack on Diffie — Hellman key exchange, with neat
diagram. B’ (08 Marks)
/ Module-3
What do you mean key management" Explain the fields of an X.509 certificate. (06 Marks)
List and explain PKI Archltectures (06 Marks)
Define Dictionary Attacks:-Explain Attack types. (04 Marks)
4 % ’M‘éi’*) ’ OR
Design the Needham Schroeder protocol. (06 Marks)
Define Kerberos Explain Kerberos message sequence. (05 Marks)
Explaln SSL Record Layer Protocol. (05 Marks)
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Module-4
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What are the tasks performed by intrusion detectlonwsystem? Briefly explain the different

types of intrusion detection system.
Explain 4 way handshake in 802.11i.

. VOR
What is a firewall? Explain the functlons of firewall.
Briefly explain the different technologles used for web services.’

&

¢ 3 Module-5
Explain Digital S1gnature Certificates.
Describe the dut;es Qf Subscrlbers

) OR”"’

List any. elght functions of the Controller
Briefly explain Penalties and Ad_]udlcalton in IT Act. PN
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