50, will be treated as malpractice.

Important Note : 1. On completing your answers, compulsorily draw diagonal cross lines on the remaining blank pages.
2. Any revealing of identification, appeal to evaluator and /or equations written eg, 42+8
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Trme‘ 3 hrs :
Note: Answer any FIVE full questions, choosing ONE full question from each module.
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ixth Semester B.E. Degree Exam‘/ili’ation, June/July 2024
btography, Network Securlty and Cyber Law

Max. Marks:100

Module-1
Which are protocol and soﬁware vulnerabilities? How are these used to attack a network?
(06 Marks)
How can different defense strategles be applied to thwart common attacks on a network?
(10 Marks)
Why diffusion and confusmns are essential in developmg a cipher? (04 Marks)
y OR
How a monoalphabetlc cipher works?, How can it be attacked‘7 (08 Marks)
Explain the working of a transposmon cipher. ' (08 Marks)
How are intrusion and mterruptlon attacks applied on a- computer network? (04 Marks)
Module-2 “/ |

Illustrate the RSA algorlthm for encryption-and decryption. In RSA system, it is given
p=03,q=11and M =5. Find the Cipher ‘C’ and message ‘M’ from decryption. (10 Marks)

Define Hash function. Explain its basrc propertles % (06 Marks)
Explain Blrthday attack i, / (04 Marks)
With a dlagram explain the process of computing Hash function using SHA-1 algorithm.

(08 Marks)
Explain the working of leﬁe-Hellman key exchange protocol. (08 Marks)
Briefly explain Pubhc Key Cryptography Standards (PKCS). (04 Marks)
' ‘ Module-3
Justify how challenge response protocol prevents replay attack. (08 Marks)
What is Reflection attack? Demonstrate it with a diagram. (06 Marks)
Explain Encryption key exchange protocol with a diagram. (06 Marks)

w» OR

Discuss the problems in earlier versions of Needham — Schroeder protocols. How are they
fixed in the Final version? (08 Marks)
What are IP Sec-cookies? Explain its significance in Internet key exchange protocol.

(04 Marks)
What is Secure Socket layer? Explain the main steps in SSL handshake protocol, with a neat
diagram., (08 Marks)
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Module-4
Explain Four-Way handshake in 802.11i.
With a flow chart show the tasks performed by-an-IDS.
Which are the types of a firewall? How do they work?

\ “x OR
What is an worm? Which are its characteristics? ,
Which are the practical issues occur while implementing a ﬁrewall?

How XML is used in secured web services? Explain XML encryption.

¥ Module-5
Explain digital signature certificates.
Describe the duties of subscribers.

List and explain functions of controller.

<“OR WGALQRE
List and explam the objectives and scope of IT ACT 2000.
Explain the various OFFENCES and Punishments on cyber crime.
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(06 Marks)
(06 Marks)
(08 Marks)

(06 Marks)
(06 Marks)
(08 Marks)

(06 Marks)
(06 Marks)
(08 Marks)

(08 Marks)
(06 Marks)

Explain the process of attnbuuons acknowledgement and dispatch of electronlc records.
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(06 Marks)



