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Answer any five questions out of eight questions 

SCHEME OF VALUATION 
 

Q. 
no
. 

Questions Marks 

1. 

 

4M 

 a. Automating Attacks 

b. Privacy Concerns 

c. Distance Does not Matter  

  

6M 

2. Confidentiality, Authentication, Integrity, Non-repudiation 

 
Confidentiality                                       Authentication 

 
Integrity                                           Non-repudiation 

4x2=8M 

 Confidentiality, Authentication, Integrity, Non-repudiation (Explaination) 2M 



3. 

 

 

 

4M 

 Explanation of passive and active attacks 6M 

4 

 

6M 

 

 

4M 

5. SSL Connection: 

A transient peer-to-peer communications link. 

Each connection is associated with one SSL session. 

SSL Session: 

A session is an association between client and server. 

It is created by the Handshake Protocol. 

2x5=10M 



It defines a set of security parameters. 

It may be shared by multiple SSL connections. 

It is useful to avoid expensive negotiations of security parameters for 

each connection. Single session has many connections. Every 

connection has a different key 
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4M 



7. 

 

10M 
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