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USN
Sixth Semester B.E. Degree Examination, June/July 2024
Cryptography
Time: 3 hrs. Max. Marks: 100
Note: Answer any FIVE full questions, choosing ONE full question from each module.
- Module-1
2 1 a. Explain the division algorithm with an example. (07 Marks)
8 b. Define Ring. State six properties of Rings. (07 Marks)
?; c. Explain the Euclidean algorithm. Calculate the GCD(60, -24) (06 Marks)
3
B OR
2 2 a. Lists the properties of modular arithmetic for integer in 2n with expression. (07 Marks)
zj)_'g b. Explain the polynomial arithmetic. Find polynomial arithmetic over GF(2) for
&3 f(x)=x"+x*+x'+x’ +x+1 and g(x) =x"+x+1. (07 Marks)
s 9 ¢. Develop set of tables for polynomial arithmetic modulo of x’ +x +1 over GF(2%). (06 Marks)
o
£9 Module-2
g & 3 a. Draw and explain model of symmetric encryption. (07 Marks)
28 b. Explain the playfair cipher and its rules for the following keyword : “MONARCHY™
5% plaintext : “Cryptography™. (07 Marks)
& z c. Explain the vernam Cipher with a neat diagram. (06 Marks)
53 OR
‘-‘53 2 4 a. Draw and explain model of symmetric cryptosystem. (07 Marks)
*5 b. Explain the Caesar Cipher technique Encrypt plaintext “Cryptography™ with key = 3.
38 (06 Marks)
B2 c. Using Hill Cipher algorithm Encrypt the plaintext “paymoremoney”™ using the key.
z5 17731735
23 K=[21 18 21 (07 Marks)
o a
s g 2 2 19
g ;: Module-3
= 5 a. State and prove Euler’s theorem. (05 Marks)
= 5 b. Explain the DES encryption algorithm with neat diagram. (10 Marks)
3. c. Explain Block Cipher with neat diagram. (05 Marks)
=11
= S0
S B 6 a. Explain Feistel encryption and decryption with neat diagram. (10 Marks)
§ 5 b. State and prove Fermat’s theorem. (05 Marks)
e c. Explain Euler’s Totient function. Determine (i) ¢(37) and ¢(35). (05 Marks)
z _ Module-4
§ 7 a. Bring out dlfferenfiate between conventional encryption and public-key encryption. Explain
g the requirement of public-key cryptography. (10 Marks)
5 b. Explain RSA algorithm. Using RSA algorithm perform encryption and decryption using
p=17,q=11,e=7and M = 88. (10 Marks)
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OR
Explain the Diffie-Hellman key exchange algorithm. Evaluate a Diffie-Hellman key
exchange for q =23 and a = 9.
(1) If User A has private key Xa =4
What is A’s public key Yo =7
(i)  If User B has private key Xg =3
What is B’s public key Yg = ?

(iii))  What is shared key ? (10 Marks)
Describe Elgamal cryptographic system. (10 Marks)
Module-5

Write short notes on, (1) NANOTEQ (i) A5  (in) Linear Congruential generator.
(10 Marks)
Explain Additive generator. (06 Marks)
With a neat diagram, explain Threshold generator. (04 Marks)

OR
Explain linear feedback shift register with a neat diagram. (06 Marks)
With a neat diagram, explain Geffe generator and Jennings generator. (10 Marks)
Explain Gifford with a neat diagram. (04 Marks)
% %k % k %
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