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Answer any FIVE FULL questions MARKS CO RBT 

1 Describe the key components of an X.509 certificate [10] CO4 L2 

2 Explain the architecture of IP Security.    [10] CO4 L2 

3 Explain the concept of transaction and tunnel modes. [10] CO5 L2 

4 
Discuss the principles and working of Pretty Good Privacy (PGP) in electronic mail 

security. 
[10] CO5 L2 

5 Explain ESP packet format. [10] CO5 L2 

6 

Discuss the different types of IP Security policies. [06] CO5 L2 

How does an IPsec policy ensure the security of communication between hosts and 

networks? 
[04] CO5 L2 

  

 

 
1.Describe the key components of an X.509 certificate 

 

 

 

 

 

 



Version: Differentiates among successive versions of the certificate format;the default is version 1. If the issuer 

unique identifier or subject unique identifier are present, the value must be version 2. If one or more extensions 

are present, the version must be version 3. 

 

• Serial number: An integer value unique within the issuing CA that is unambiguously associated with this 

certificate. 

 

• Signature algorithm identifier: The algorithm used to sign the certificate together with any associated 

parameters. Because this information is repeated in the signature field at the end of the certificate, this field has 

little, if any,utility. 

 

• Issuer name: X.500 name of the CA that created and signed this certificate. 

 

• Period of validity: Consists of two dates: the first and last on which the certificate is valid. 

 

• Subject name: The name of the user to whom this certificate refers. That is,this certificate certifies the public 

key of the subject who holds the corresponding private key. 

 

• Subject’s public-key information: The public key of the subject, plus an identifier of the algorithm for which 

this key is to be used, together with any associated parameters. 

 

• Issuer unique identifier: An optional-bit string field used to identify uniquely the issuing CA in the event the 

X.500 name has been reused for different entities. 

 

2.Explain the architecture of IP Security.   

 

 

3.Explain the concept of transport and tunnel modes. 



 
 

 

4.Discuss the principles and working of Pretty Good Privacy (PGP) in electronic mail security. 

 

 

5.Explain ESP packet format. 

 



 

 

6.a.Discuss the different types of IP Security policies. 

 

 Fundamental to the operation of IPsec is the concept of a security policy applied to each IP packet that transits 

from a source to a destination. IPsec policy is de termined primarily by the interaction of two databases, the 

security association database (SAD) and the security policy database (SPD) 

 

 

 

 

 

6.b.How does an IPsec policy ensure the security of communication between hosts and networks? 

 



A security association is uniquely identified by three parameters. 

 • Security Parameters Index (SPI): A 32-bit unsigned integer assigned to this SA and having local 

significance only. The SPI is carried in AH and ESP head ers to enable the receiving system to select the SA 

under which a received packet will be processed. 

 • IP Destination Address: This is the address of the destination endpoint of the SA, which may be an end-

user system or a network system such as a firewall or router 

. • Security Protocol Identifier: This field from the outer IP header indicates whether the association is an 

AH or ESP security association. 

 

 


