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Q1. Define sensors and actuators; explain how actuators and sensors interact with physical 

world with the neat diagram. Classify actuators based on energy type. 

          

 



 

 

 

 

 

 

 

Q2. List and explain different type of sensors with an example. 

A sensor measures some physical quantity and converts that measurement reading into a digital 

representation. 

Sensors are designed to sense and measure practically any measurable variable in the physical 

world. They convert their measurements (typically analog) into electric signals or digital 

representations that can be consumed by an intelligent agent (a device or a human). 
 



Q3. Define smart object and explain the characteristics, Also provide the definition for 

SANET? Explain the advantages and disadvantages of it. 

 

Smart Objects 

Smart objects are, quite simply, the building blocks of IoT. They are what transform 

everyday objects into a network of intelligent objects that are able to learn from and 

interact with their environment in a meaningful way. A smart object, is a device that has, 

at a minimum, the following four defining characteristics 

• Processing Unit: A smart object has some type of processing unit for acquiring 

data, processing and analyzing sensing information received by the sensor(s), 

coordinating control signals to any actuators, and controlling a variety of 

functions on the smart object, including the communication and power systems. 

• Sensor(s) and /or actuator(s): A smart object is capable of interacting with the 

physical world through sensors and actuators. A smart object does not need to 

contain 

both sensors and actuators. In fact, a smart object can contain one or multiple 

sensors and/or actuators, depending upon the application. 

• Communication Device: The communication unit is responsible for connecting 

a smart object with other smart objects and the outside world (via the network). 
Communication devices for smart objects can be either wired or wireless. 

• Power Source: Smart objects have components that need to be powered. 

Interestingly, the most significant power consumption usually comes from the 

communication unit of a smart object. 

Sensor Networks: 

• A sensor/actuator network (SANET), as the name suggests, is a network of 

sensors that sense and measure their environment and/or actuators that act on 

their environment. 

• The sensors and/or actuators in a SANET are capable of communicating and 

cooperating in a productive manner. 

• SANETs offer highly coordinated sensing and actuation capabilities. 

• Smart homes are a type of SANET that display this coordination between 

distributed sensors and actuators. 

• For example, smart homes can have temperature sensors that are strategically 

networked with heating, ventilation, and air-conditioning (HVAC) actuators. 

When a sensor detects a specified temperature, this can trigger an actuator to take 

action and heat or cool the home as needed. 

The following are some advantages and disadvantages that a wireless-based solution offers: 

 

Advantages: 

• Greater deployment flexibility (especially in extreme environments or hard-to- 

reach places) 
• Simpler scaling to a large number of nodes 

• Lower implementation costs 

• Easier long-term maintenance 

• Effortless introduction of new sensor/actuator nodes 

• Better equipped to handle dynamic/rapid topology changes 

 

Disadvantages: 

• Potentially less secure (for example, hijacked access points) 

• Typically, lower transmission speeds 

• Greater level of impact/influence by environment 



Q4. List and explain any 15 sensors present in smart phones with its purpose 

. 

Explain any 15 from the following 

 

 

Q5) Explain the communication criteria’s for connecting smart objects in detail 

 

The characteristics and attributes considered when selecting and dealing with connecting 
smart objects are 

1. Range: It defines how far does the signal need to be propagated? That is, what will 

be the area of coverage for a selected wireless technology? The below figure 2.4 
shows the range considered 

• Short Range: 

• The classical wired example is a serial cable. 

• Wireless short-range technologies are often considered as an alternative to 

a serial cable, supporting tens of meters of maximum distance between 

two devices. 

• Examples of short-range wireless technologies are IEEE 802.15.1 
Bluetooth and IEEE 802.15.7 Visible Light Communications (VLC). 



• These short-range communication methods are found in only a minority 

of IoT installations. 

• Medium Range: 

• In the range of tens to hundreds of meters, many specifications and 

implementations are available. 

• The maximum distance is generally less than 1 mile between two devices. 

• Long Range: 

• Distances greater than 1 mile between two devices require long-range 

technologies. Wireless examples are cellular (2G, 3G, 4G) and some 

applications of outdoor IEEE 802.11 Wi-Fi and Low-Power Wide-Area 

(LPWA) technologies. 

• LPWA communications have the ability to communicate over a large area 

without consuming much power. 

• These technologies are therefore ideal for battery-powered IoT sensors. 

• Found mainly in industrial networks, IEEE 802.3 over optical fiber and 

IEEE 1901 Broadband Power Line Communications are classified as long 

range but are not really considered IoT access technologies. 

Frequency Bands: 

• Radio spectrum is regulated by countries and/or organizations, such as the 

International Telecommunication Union (ITU) and the Federal Communications 

Commission (FCC). 

• These groups define the regulations and transmission requirements for various 

frequency bands. 

• For example, portions of the spectrum are allocated to types of 

telecommunications such as radio, television, military, and so on. 

• Focusing on IoT access technologies, the frequency bands leveraged by wireless 

communications are split between licensed and unlicensed bands. 

• Licensed spectrum is generally applicable to IoT long-range access technologies 

and allocated to communications infrastructures deployed by services providers, 

public services (for example, first responders, military), broadcasters, and 

utilities. 

• The ITU has also defined unlicensed spectrum for the industrial, scientific, and 

medical (ISM) portions of the radio bands. 

• These frequencies are used in many communications technologies for short-range 

devices (SRDs). 

• Unlicensed means that no guarantees or protections are offered in the ISM bands 

for device communications. 

Power Consumption: 

• Battery-powered nodes bring much more flexibility to IoT devices. 

• These nodes are often classified by the required lifetimes of their batteries. 

• A powered node has a direct connection to a power source, and communications 

are usually not limited by power consumption criteria. 

• IoT wireless access technologies must address the needs of low power 

consumption and connectivity for battery-powered nodes. 

• This has led to the evolution of a new wireless environment known as Low- 

Power Wide-Area (LPWA). 

 

Topology 

• Among the access technologies available for connecting IoT devices, three main 

topology schemes are dominant: star, mesh, and peer-to-peer. 

• For long-range and short-range technologies, a star topology is prevalent, as seen 

with cellular, LPWA, and Bluetooth networks. 

• Star topologies utilize a single central base station or controller to allow 

communications with endpoints. 



• For medium-range technologies, a star, peer-to-peer, or mesh topology is common. 

• Peer-to-peer topologies allow any device to communicate with any other device 
as long as they are in range of each other. 

• Peer-to-peer topologies enable more complex formations, such as a mesh 
networking topology. 

 

Constrained Devices: 

Constrained nodes have limited resources that impact their networking feature set and capabilities. 

 

 

 

Q6) List out the limitations of the smart objects in WSNs and explain the data aggregation in 

WSN with a neat diagram. 

 

 

Wireless Sensor Networks (WSNs) 

Wireless sensor networks are made up of wirelessly connected smart objects, which are 

sometimes referred to as motes. The following are some of the most significant 

limitations of the smart objects in WSNs: 
• Limited processing power 

• Limited memory 

• Lossy communication 

• Limited transmission speeds 

• Limited power 

These limitations greatly influence how WSNs are designed, deployed, and utilized. 

Figure 2.3 below shows an example of such a data aggregation function in a WSN where 

temperature readings from a logical grouping of temperature sensors are aggregated as an 

average temperature reading. 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

These data 

aggregation techniques are helpful in reducing the amount of overall traffic (and energy) 

in WSNs with very large numbers of deployed smart objects. Wirelessly connected smart 

objects generally have one of the following two communication patterns: 

• Event-driven: Transmission of sensory information is triggered only when a 

smart object detects a particular event or predetermined threshold. 
• Periodic: Transmission of sensory information occurs only at periodic intervals. 

 

 

 

Q7) Explain sensor networks in detail 

Sensor Networks: 

• A sensor/actuator network (SANET), as the name suggests, is a network of 

sensors that sense and measure their environment and/or actuators that act on 

their environment. 

• The sensors and/or actuators in a SANET are capable of communicating and 
cooperating in a productive manner. 

• SANETs offer highly coordinated sensing and actuation capabilities. 

• Smart homes are a type of SANET that display this coordination between 

distributed sensors and actuators. 

• For example, smart homes can have temperature sensors that are strategically 

networked with heating, ventilation, and air-conditioning (HVAC) actuators. 

When a sensor detects a specified temperature, this can trigger an actuator to take 

action and heat or cool the home as needed. 

The following are some advantages and disadvantages that a wireless-based solution offers: 

 

Advantages: 

• Greater deployment flexibility (especially in extreme environments or hard-to- 

reach places) 
• Simpler scaling to a large number of nodes 

• Lower implementation costs 

• Easier long-term maintenance 

• Effortless introduction of new sensor/actuator nodes 

• Better equipped to handle dynamic/rapid topology changes 



Disadvantages: 

• Potentially less secure (for example, hijacked access points) 

• Typically, lower transmission speeds 

• Greater level of impact/influence by environment 

 

 
Wireless Sensor Networks (WSNs) 

Wireless sensor networks are made up of wirelessly connected smart objects, which are 

sometimes referred to as motes. The following are some of the most significant 

limitations of the smart objects in WSNs: 
• Limited processing power 

• Limited memory 

• Lossy communication 

• Limited transmission speeds 

• Limited power 

These limitations greatly influence how WSNs are designed, deployed, and utilized. 

Figure 2.3 below shows an example of such a data aggregation function in a WSN where 

temperature readings from a logical grouping of temperature sensors are aggregated as an 

average temperature reading. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

These data 

aggregation techniques are helpful in reducing the amount of overall traffic (and energy) 

in WSNs with very large numbers of deployed smart objects. Wirelessly connected smart 

objects generally have one of the following two communication patterns: 

• Event-driven: Transmission of sensory information is triggered only when a 

smart object detects a particular event or predetermined threshold. 

• Periodic: Transmission of sensory information occurs only at periodic intervals. 

 

 

 

 

Q8) Write Explain any one IoT access technology in detail 



 



 



 



 



 

 

9) Write a program to implement intruder detection system using raspberry Pi 

import RPi.GPIO as GPIO 

import time 

 

# Set GPIO mode 

GPIO.setmode(GPIO.BOARD) 

# Set up PIR sensor pin 

PIR_PIN = 11 

GPIO.setup(PIR_PIN, GPIO.IN) 

 

# Function to detect motion 

def motion_detected(channel): 

print("Intruder detected!") 

 

# Add event listener to PIR sensor 

GPIO.add_event_detect(PIR_PIN, GPIO.RISING, callback=motion_detected) 

try: 

print("Intruder detection system running...") 

while True: 
time.sleep(1) 



except KeyboardInterrupt: 

print("Stopping intruder detection system...") 

GPIO.cleanup() 

 

Q10) Write a program to implement HVAC using any IoT board 

import Adafruit_DHT 

import RPi.GPIO as GPIO 

import time 

 

# Set GPIO mode 

GPIO.setmode(GPIO.BOARD) 

# Set up HVAC pins 

HEATER_PIN = 11 

COOLER_PIN = 12 

FAN_PIN = 13 

GPIO.setup(HEATER_PIN, GPIO.OUT) 

GPIO.setup(COOLER_PIN, GPIO.OUT) 

GPIO.setup(FAN_PIN, GPIO.OUT) 

 
# Set up DHT11 sensor 

DHT_SENSOR = Adafruit_DHT.DHT11 

DHT_PIN = 4 

# Function to read temperature and humidity 
def read_temperature_humidity(): 

humidity, temperature = Adafruit_DHT.read_retry(DHT_SENSOR, DHT_PIN) 

return humidity, temperature 

 

# Function to control HVAC 

def control_hvac(temperature, set_point): 
if temperature < set_point - 1: 

# Turn on heater 

GPIO.output(HEATER_PIN, GPIO.HIGH) 

GPIO.output(COOLER_PIN, GPIO.LOW) 

GPIO.output(FAN_PIN, GPIO.LOW) 

print("Heating...") 

elif temperature > set_point + 1: 

# Turn on cooler 

GPIO.output(COOLER_PIN, GPIO.HIGH) 

GPIO.output(HEATER_PIN, GPIO.LOW) 

GPIO.output(FAN_PIN, GPIO.LOW) 

print("Cooling...") 

else: 

# Turn off HVAC 

GPIO.output(HEATER_PIN, GPIO.LOW) 

GPIO.output(COOLER_PIN, GPIO.LOW) 

GPIO.output(FAN_PIN, GPIO.HIGH) 

print("Maintaining temperature...") 

 

try: 

print("HVAC control system running...") 

while True: 

humidity, temperature = read_temperature_humidity() 

if humidity is not None and temperature is not None: 



print("Temperature: {:.1f}°C, Humidity: {:.1f}%".format(temperature, humidity)) 

set_point = 25 # Change this to desired temperature set point 
control_hvac(temperature, set_point) 

else: 

print("Failed to retrieve data from DHT sensor") 

time.sleep(5) # Wait for 5 seconds before reading temperature again 

 

except KeyboardInterrupt: 

print("Stopping HVAC control system...") 

GPIO.cleanup() 


