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1a. Cloud Computing and its Historical Development
Cloud computing is a model for enabling ubiquitous, convenient, on-demand network access to a shared
pool of configurable computing resources. The historical development of cloud computing includes:

e 1960s: Concept of time-sharing on mainframes.

e 1990s: Introduction of virtual machines.

e 2000s: Development of cloud services (AWS in 2006, Google App Engine in 2008, Microsoft Azure
in 2010).

1b. Characteristics and Benefits of Cloud Computing
Characteristics:

On-demand self-service
Broad network access
Resource pooling
Rapid elasticity
Measured service

Benefits:

Cost efficiency
Scalability
Flexibility

Disaster recovery
Automatic updates

2a. Cloud Service Providers

i) Amazon Web Services (AWS): Offers computing power, storage, and networking solutions with services
like EC2, S3, and Lambda.

i) Microsoft Azure: Provides cloud services such as Al, analytics, and virtual machines.

iii) Google App Engine: A platform for building scalable web applications using Google's infrastructure.

2b. Challenges in Cloud Computing

Security and privacy concerns
Downtime and reliability issues
Compliance and legal issues
Data transfer costs

Vendor lock-in
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3a. Virtualization and Hardware-Level Virtualization

Virtualization allows multiple virtual instances to run on a single physical machine. Hardware virtualization
enables a virtual machine to directly interact with physical hardware, improving performance and isolation.
Advantages include:

e Better resource utilization
e |solation and security
e Cost savings

3b. Taxonomy of Virtualization Techniques

e Full virtualization
e Paravirtualization
e OS-level virtualization



e Storage virtualization
e Network virtualization

4a. Characteristics of Virtualized Environments

Partitioning

Isolation

Encapsulation

Dynamic resource allocation

4b. Type-l and Type-ll Hypervisors

e Type-l Hypervisor (Bare Metal): Runs directly on hardware (e.g., VMware ESXi, Microsoft
Hyper-V)
e Type-ll Hypervisor (Hosted): Runs on an operating system (e.g., VirtualBox, VMware Workstation)
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5a. Types of Cloud

Public Cloud: Open to multiple users (e.g., AWS, Azure, Google Cloud)
Private Cloud: Dedicated to a single organization

Hybrid Cloud: Combination of public and private clouds

Community Cloud: Shared by multiple organizations with common concerns

5b. Infrastructure as a Service (laaS)
laaS provides virtualized computing resources over the internet. Example: AWS EC2. Diagram includes:

e Virtual Machines
e Storage
e Networking

6a. Economics of Cloud Computing

e Reduced capital expenditure
e Pay-as-you-go pricing model
e Lower maintenance costs

6b. Software as a Service (SaaS)
SaaS provides software over the internet (e.g., Google Docs, Salesforce). It eliminates the need for local
installations.
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7a. Cloud Security Risks

Data breaches
Insider threats
Data loss
Insecure APls
Compliance risks

7b. Security Risks in Management OS

e Privilege escalation
e Malicious insiders



e Vulnerabilities in hypervisors
8a. Trust and Security in Online Activities

e Authentication and authorization
e Data encryption
e Secure transactions

8b. Virtual Machine Security

e Hypervisor security
e Regular patching
e Secure configurations
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9a. Amazon EC2 and Its Features
Amazon EC2 provides scalable virtual servers. Features:

Elastic Compute
Auto-scaling

Load balancing

Secure access with key pairs

9b. Cloud Computing for Remote ECG Monitoring

e Cloud storage for ECG data
e Al-based analysis
e Remote patient monitoring

10a. Buckets in Cloud Storage
A bucket is a storage container in cloud platforms (e.g., Amazon S3). It provides object storage for
unstructured data.

10b. Core Components of Google App Engine

Compute engine
Datastore

Task queues
API services
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