50, will be treated as malpractice.

draw diagonal cross lines on the remaining blank pages.
luator and /or equations written eg, 42+8

2. Any revealing of identification, appeal to eva

Important Note : 1. On completing your answers, compulsorily

2
'{‘ “.
> T

Cryptogl"ap;_'hy‘

18EC744

_Mé.x. Marks: 100

Note: Answer any FIVE full questlons, choosmg ONE full questton ﬁom each module.

o »

o p

Apply Euclidean Algorithm w1th an example for calculating the GCD of two numbers.

(10 Marks)

Encrypt using ‘Ceaser’ c1pher for the following plamtext message “Logic design” with key

length = 3.

Write the necessary steps involved for encryption in playfalr method.

OR

(05 Marks)
(05 Marks)

AL oy , 5 8
Encrypt the pla‘in text ‘HAND’ using hill cipher with key [17 3} also decrypt it and verify

the encr'yption and decryption.
Elaborate rail fence cipher technique w1th example. >
Elaborate VIGENERE c1pher technique with example

Module-2 -

Elaborate Feistel c1pher structure with neat bloek diagram.
Elaborate single round DES algorithm with block diagram.

Elaborate the general depiction of DES encryptlon algorithm.

Explam AES encryption and decryptxon in detail.

{ ‘ Module 3
Explain \Groups, Rings and Fields.
Write a note on prime numbers.
./‘Explain Fermat’s theorem.
- OR

Write a short rlote on discrete logarithni:
Explain Euler’s totient function with'example.

Module-4
Explain the principle of pubhc key cryptosystem.
Explain in detail the RSA algorithm.

A ey OR
Explain Diffie Hellman key exchange algorithm.
Write a note on eHiptic curve cryptography.

(10 Marks)
(05 Marks)
(05 Marks)

(10 Marks)
(10 Marks)

(10 Marks)
(10 Marks)

(10 Marks)
(05 Marks)
(05 Marks)

(10 Marks)
(10 Marks)

(10 Marks)
(10 Marks)

(10 Marks)
(05 Marks)

Perform the ericryption and decryption using RSA algorithm for the following:

p=11,4g=13, e=7, M=9

1 of2

(05 Marks)
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Module-5 '
Write a note on Linear Feedback Shift Registers. (10 Marks)
Explain the design and analysis of stream cipher (10 Marks)
Explain stream cipher using LFSRs. (10 Marks)
Explain GIFFORD with diagram. - (05 Marks)
Explain PKZIP. (05 Marks)




