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1 Describe six architectural design challenges of cloud. 

Scheme: Explanation of each design challenge 2 marks 

Solutions: 

Challenge 1—Service Availability and Data Lock-in Problem 

 

 
Challenge 2—Data Privacy and Security Concerns 

 
Challenge 3—Unpredictable Performance and Bottlenecks 

 
Challenge 4—Distributed Storage and Widespread Software Bugs 

 
Challenge 5—Cloud Scalability, Interoperability, and Standardization 

 
Challenge 6—Software Licensing and Reputation Sharing 
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2 Explain the mapping of different cloud models which ensure the special security 

measures deployed at various cloud operating levels. 
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Scheme: Explanation of each cloud model + Diagram – 8+2 marks 

Solutions: 

 

 

 
 

 

 

 

 



 

3 Explain DryadLINQ in detail with a neat diagram. 

 

Scheme: Definition+ Explanation + Components + Diagram – 2+3+3+2 marks 

Solutions: 
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4 a. Explain the interactions among VM managers for cloud creation and management. 

Scheme: Explanation + Diagram – 3+2 marks 

Solutions: 
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   b. Illustrate the infrastructure needed to virtualized servers in data centers. 

Scheme: Explanation + Diagram – 3+2 marks 

Solutions: 

[05] 



 

 

 
• One very distinguishing feature of cloud computing infrastructure is the use of system 

virtualization and the modification to provisioning tools.  

• Virtualization of servers on a shared cluster can consolidate web services. As the VMs 

are the containers of cloud services, the provisioning tools will first find the 

corresponding physical machines and deploy the VMs to those nodes before scheduling 

the service to run on the virtual nodes. 

• In addition, in cloud computing, virtualization also means the resources and fundamental 

infrastructure are virtualized.  
• The user will not care about the computing resources that are used for providing the 

services.  
• Cloud users do not need to know and have no way to discover physical resources that 

are involved while processing a service request.  
• Also, application developers do not care about some infrastructure issues such as 

scalability and fault tolerance (i.e., they are virtualized). Application developers focus 

on service logic. 

5 Describe architecture and data mutation sequences in GFS. 

Scheme: Architecture (Explanation + Diagram) – 3+2 marks and Mutation Sequence 

(Explanation + Diagram) – 3+2 marks 

Solutions: 
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6  Apply stepwise data flow Map Reduce model for the given word-count problem: 

(1) "Artificial intelligence and machine learning are transforming the world by 

enabling smarter decision-making." 

(2) "AI technologies are revolutionizing industries, offering solutions for data 

analysis, automation, and innovation." 

 

Scheme: Computation of  Map,Reduce,Sort,Group,Unique keys – 2 marks each 

Solutions: 
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