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CMR INSTITUTE OF TECHHOLBGY, BENGALURIL

Sub: Cryptography and Network Security Sub Code: | BCS703 | Branch: | CSE
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Answer any FIVE FULL Questions MASRK cO RTB
1 |Explain the Symmetric Cryptosystem with a neat diagram. 10 COo1l| L2
Secret key shared by Secret key shared by
sender and recipient sender and recipient
2 &
; g
Transmitted
ciphertext
—» > —>
. . . . Plaintext
Encryption algorithm Decryption algorithm output

(e.g., DES)

(reverse of encryption
algorithm)

A symmetric encryption scheme has five ingredients:

Plaintext: This is the original intelligible message or data that
is fed into the algorithm as input.

Encryption algorithm: The encryption algorithm performs
various substitutions and transformations on the plaintext.
Secret key: The secret key is also input to the encryption
algorithm. The key is a value independent of the plaintext and
of the algorithm. The algorithm will produce a different output
depending on the specific key being used at the time.
Ciphertext: This is the scrambled message produced as output.
It depends on the plaintext and the secret key.

Decryption algorithm: This is essentially the encryption
algorithm run in reverse. It takes the ciphertext and the secret

key and produces the original plaintext.




Define Block Cipher and Stream Cipher

W hat is Block Cipher?

encrypts data in fixed-size blocks usually 64 or 128
bits at a time. The encryption algorithm processes each block of
data separately using the to transform the
plaintext into the ciphertext. Block ciphers function on complex
mathematical computation and permutation to ensure that the data
encrypted is safe. The choice of block size does not directly affect

he strength of the encryption scheme.

he strength of the cipher depends upon the key length. However,
any size of the block is acceptable. The following aspects can be
kept in mind while selecting the size of a block: Avoid very small
block sizes, Do not have very large block sizes, and in multiples of
8-bit.

\ Plaintext ‘ { Plaintext ‘ \ Plaintext

Initialization /1-\
o
Vector (IV) \-_/.I

/’

_Key

) _Key
4

|'/ |/T |
\_ i/

A

Block Cipher Block Cipher Block Cipher
/ Encryption J/ Encryption / Encryption
Key Key Key

\ Ciphertext ‘ : { Ciphertext ‘ : \ Ciphertext ‘

W hat is Stream Cipher?

encrypts data one bit or one byte at a time rather
han in fixed-size blocks in block cipher. It generates a keystream
hat is combined with the plaintext to the produce ciphertext.
Stream ciphers are made for the scenarios where data needs to be

encrypted in the continuous stream making them suitable for the
real-time applications.

It can be categorized into the synchronous, self-synchronizing and
one-time pad types. The Synchronous encryption requires
independently generated keystream from both the plaintext and



https://www.geeksforgeeks.org/ethical-hacking/block-cipher-modes-of-operation/
https://www.geeksforgeeks.org/computer-networks/easy-key-management-in-cryptography/
https://www.geeksforgeeks.org/computer-networks/stream-ciphers/

he ciphertext. They have to be in the same state, with the same

key, in order to decode the data properly.

In text In binary
format format
Blue Plain
Sky 010111001 Text
XOR
+ 100101011 Operation
with key
o Cipher
ZTU917%D 110010010 Text




Differentiate between Confusion and diffusion.

No
1

Confusion

Cipher text cannot give the clue
about plain text.

Diffusion

Increase the redundancy of plain text
and generate cipher text.

changed, all the bits i the
ciphertext will also have to be
changed.

2 Confusion technique is used in  Diffusion technique is only used in
both block and stream cipher.  block cipher.

3 Confusion hides the relation Diffusion hides the relation between
between the ciphertext and the ciphertext and the plaintext.
key.

4 This technique 1is possible While it is possible through
through substitution algorithm. transportation algorithm.

5 If a single bit in the key is In case a symbol in the plaintext is

changed, several or all symbols in the
cipher text will also have to be
changed.

Explain Fiestel’s encryption and decryption algorithm with a neat diagram
Feistel Cipher Structure

The inputs to the encryption algorithm are a plaintext block of length

2w bits and akey K. The plaintext block is divided into two halves,

Lo and Ro.

The two halves of the data pass through n rounds of processing and

then combine toproduce the ciphertext block.

Each round i has as inputs Li-1 and Ri-1, derived from the previous

round, as well as asubkey Ki, derived from the overall K.

In general, the subkeys Ki are different from K and from each other.

A substitution is performed on the left half of the data. This is

done by applying around function F to the right half of the data and then

taking the exclusive-OR of the output of that function and the left half of

the data. Following this substitution, a permutation is performed that

consists of the interchange of the two halves of the data.

The exact realization of a Feistel network depends on the choice of the

following parameters and design features:

Block size: Larger block sizes mean greater security, but reduced
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encryption/decryption speed for a given algorithm.

Key size: Larger key size means greater security but may decrease
encryption/decryptionspeed. The greater security is achieved by greater

resistance to brute-force attacks and greater confusion.

Number of rounds: The essence of the Feistel cipher is that a single round
offers inadequate security but that multiple rounds offer increasing security. A

typical size is 16 rounds.

Subkey generation algorithm: Greater complexity in this algorithm should

lead to greater difficulty of cryptanalysis.

Round function: Again, greater complexity generally means greater resistance
to cryptanalysis.

There are two other considerations in the design of a Feistel cipher: ¢
e Fast software encryption/decryption: The speed of execution

of the algorithmbecomes a concern.
° Ease of analysis: if the algorithm can be concisely and
clearly explained, it iseasier to analyze that algorithm for
cryptanalytic vulnerabilities

Feistel Decryption Algorithm

The process of decryption with a Feistel cipher is essentially the
same as the encryption process. The rule is as follows: Use the ciphertext
as input to the algorithm,but use the subkeys Kiin reverse order. That is,
use Kn in the first round, Kn-1 in the second round, and so on until K1 is

used in the last round.
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Figure 3.3 Feiste]l Encrvption and Decryption {16 rounds)

Outline the Diffie-Hellman Key Exchange algorithm.
Diffie Hellman Key Exchange

Diffie Hellman Key Exchange

The Diffie-Hellman key exchange method allows two parties that have no
prior knowledge of each other to jointly establish a shared secret key over an
insecure channel (over Internet).This key can then be used to encrypt
subsequent communications using a symmetric key cipher.

Working of Algorithm:

Consider two parties, ‘A’ and ‘B’ that need to agree upon a single shared key
for the duration of their current session. Both ‘A’ and ‘B’ will be knowing
about a common modulus ‘p’ and the generator ‘g’ of the selected modulus.

In order to exchange the shared secret, both will participate in the following
sequence of steps
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Diffie-Hellman Key Exchange Agreement/Algorithm

Diffie-Hellman Key Exchange/Agreement Algorithm

>> Two parties, can agree on a symmetric key using this technique.

1 Alice & Bob agree upon 2 large prime numbers
n=11 g=7

>> This can then be used for encryption/ decryption.

>> This algorithm can be used only for key agreement,
but not for encryption or decryption.

>> It is based on mathematical principles.

Algorithm -
1. Firstly Alice & Bob agree upon 2 large prime numbers -N& g

2. Alice chooses another large random number X(private to her)
& calcuates A such that : A= g mod N

3. Alice sends this to Bob.

4, Bob chooses another large random number Y/(private to him)
& calcuates B such that : B=g mod N

5. Bob sends this to Alice.

6. Alice now computes her secret key K1 as follows:
K1 =pg¥Xmodn

7. Bob computes his secret key K2 as follows:

~ K2=AYmodn

8. K1 = K2 (key exchange complete)

primitive root a = 2.

We are given:

e Prime modulus (q=11)
e Primitive root (\alpha=2)
e User A'spublickey (Y A=9)

e User B'spublickey (Y B=3)

Y=0X mod q
Where:

e (Y)is the public key,
e (X)) is the private key,
e (\alpha) is the primitive root,

e ( q) is the prime modulus.

(i) Find A's private key ( X _A)

These 2 numbers need not be secret & can be shared publicly.

Alice Bob

+

2 [x=s] -

¥

+

+

A=g mod N

[
[
|
|
\
I
|
I
|
|

+
mod 11 =2

¥
‘
v . |
¢ (imnmaf] |
|

+

Ki=4 modil= 9

& https://simplesnippets.tech

7 (@2 mit]

Consider a Diffie-Hellman Key exchange with a common prime q = 11 and the

(1) If the user A has a public key Y, =9. What is A’s Private key X,.
(i1)If the user B has a public key Y = 3. What is the secret key K shared with A

The public key in Diffie-Hellman is calculated as:




We are given:

YA=2XAmod11=9

[
\begin{align*}

2" & =2\mod 11 =2\
22 & =4\mod 11 =4\
2°3 & =8\mod 11 =8\
2" & =16\mod 11 =5\
275 & =32\mod 11 =10\

\end {align*}
]

We try values of ( X A ) from 1 upwards:

276 & = 64 \mod 11 =9 \quad \Rightarrow \text{Match!}

{74 So, A’s private key (X A=6)

[
K=Y BMX A} \modq
]

We are given:
e (Y B=3)
o (X A=6)

o (g=11)

So:

[
K =36 \mod 11

]
Calculate ( 36 ) first:

[
346 =729

]
Now take ( 729 \mod 11 ):

(ii) Find the shared secret key ( K)

The shared key is computed as:




[
729 \div 11 = 66 \text{ remainder } 3

]
So, Shared secret key (K=3)

Final Answers:

(i) A's private key: 6

(ii) Shared secret key KEY: 3

plaintext=""paymoremoney” using key k=17 17 5
21 18 21
2 2 19

1. Hill Cipher

¢, z=25). For m = 3, the system can be described as

cl = (kllpl +
21p2 +
k31p3) mod
26 2 =
(k12p1 +
k22p2 +
k32p3) mod
26 3 =
(k13p1 +
k23p2 +
k33p3) mod
26

kyp ki
(c1 €2 c3) = (P1 P2 P3)| ka1 Kz
k31 kaz

or

C = PK mod 26

This can be expressed in terms of row vectors and matrices

!(13
ko3
ka3

Explain Hill Cipher algorithm. Apply the same to perform encryption and decryption for

This encryption algorithm takes m successive plaintext letters and substitutes
for them m ciphertext letters. The substitution is determined by m linear

equations in which each character is assigned a numerical value (a=0,b =1,

)Inod 26
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where C and P are row vectors of length 3 representing the plaintext and
ciphertext, and K is a 3 * 3 matrix representing the encryption key. Operations

are performed mod 26.

consider the plaintext “paymoremoney” and use the encryption key

17 17 5
K=1[21 18 21
2 2 19

The first three letters of the plaintext “pay” are represented
by the vector (15 0 24). C = PK mod 26













The RSA algorithm is a public-key cryptosystem used for secure data
transmission. It relies on the difficulty of factoring large numbers into their
prime factors. The process involves key generation, encryption, and
decryption.

Key Generation:

Choose two distinct large prime numbers, p and q.
Calculate n = p * q. nis part of both the public and private keys.

Calculate Euler's totient function ¢(n) = (p - 1) * (q - 1).
This represents the number of positive integers less than n that are
relatively prime to n.

Choose an integer e (public exponent) suchthat1 < e < ¢(n) and
gcd(e, ¢(n)) = 1. e is part of the public key.

Calculate d (private exponent) such that (d * e) mod ¢(n) = 1.
d is part of the private key. This d is the modular multiplicative inverse
of e modulo ¢(n).

Public Key: (e, n)

Private Key: (d, n)
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Encryption:
To encrypt a message M using the public key (e, n):

C = M*e mod n, where C is the ciphertext.

Decryption:
To decrypt a ciphertext C using the private key (d, n):

M = CAd mod n, where M is the original plaintext.

RSA Example with p=17, q=11, e=7, M=88:

e Key Generation:
e p=17,q = 11
e n=p*q=17 * 11 = 187
e ¢o(n) =(p-1) *(a-1)=007-71)*(1-1)
=16 * 10 160

e e = 7 (given,and gcd(7, 160) = 1)
e Calculate d: We need (7 * d) mod 160 = 1.
[ J

Using the extended Euclidean algorithm or by trial and error, we find d =
23 because 7 * 23 = 161,and 161 mod 160 = 1.

Public Key: (7, 187)

Private Key: (23, 187)
Encryption:Calculating 8827 mod 187:
Decryption:Calculating 11223 mod 187:

Explain in detail about Elliptic Curve Cryptography

Elliptic Curve Cryptography (ECC) is a public-key encryption method that uses the
mathematics of elliptic curves to secure data, offering equivalent security to RSA but with
significantly smaller key sizes. This makes ECC more efficient, especially for
resource-constrained devices like mobile phones and IoT devices, by requiring less
computing power, memory, and bandwidth. Key applications include secure web browsing
(SSL/TLYS), digital signatures, and blockchain technologies like Bitcoin.

How it works

e ECC is a public-key cryptosystem, meaning it uses a pair of keys: a public key for
encrypting messages and a private key for decrypting them.
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It is based on the algebraic structure of elliptic curves, which are defined by a
specific mathematical equation, such as

y2=x3+ax+by squared equals x cubed plus a x plus b
y2=x3+ax+b

ECC relies on the difficulty of the elliptic curve discrete logarithm problem. For a
given starting point on the curve and a private key (a number, n), it is easy to find
the resulting point (public key) by repeatedly "adding" the point to itself on the




£

5
= 1 4+ srr s .{:

curve.

e However, it is computationally infeasible to determine the private key (n) if you

only know the public key, making it a secure one-way function for encryption.
Advantages over RSA

e Smaller key sizes: For the same level of security, ECC requires much smaller keys.
For example, a 256-bit ECC key is comparable in security to a 3072-bit RSA key.

e Higher efficiency: Smaller keys lead to faster computations and lower resource
usage, which is critical for mobile and IoT devices with limited battery life and
processing power.

e Better scalability: ECC scales more efficiently as computing power increases,
requiring smaller key size increases to maintain security over time compared to
RSA.

Applications

e Secure web communication: Widely used in protocols like Transport Layer
Security (TLS) to establish secure connections for websites.

e Digital signatures: Provides a way to verify the authenticity and integrity of digital
documents and transactions.

e Blockchain and cryptocurrency: Used in systems like Bitcoin to create secure and
efficient public/private key pairs for transactions.

o Secure messaging: Used in various messaging apps to encrypt conversations.



https://www.google.com/search?sca_esv=a103ba62d6fbfa94&q=Transport+Layer+Security+%28TLS%29&sa=X&ved=2ahUKEwiD3sCQ7LuQAxXOzzgGHZh9BBcQxccNegUI7wEQAQ&mstk=AUtExfDijmCOZOCACKknNnYfTYbXARTkckaDwe57Tap2JqBBv5hiuJmEHw6NOccHWhzozv_lAXbYUHiD3lFzOit5jRw4asz9KkZEW6KfB1URjA9qujuWoJflfSBUh5Z02Qy9ZNPbSPp_UN3EvzBNY54gOwzLaeupXFHqQPUKKWhV5cRN7T6gqDaha1cyQJ7C0k5a1UVz&csui=3
https://www.google.com/search?sca_esv=a103ba62d6fbfa94&q=Transport+Layer+Security+%28TLS%29&sa=X&ved=2ahUKEwiD3sCQ7LuQAxXOzzgGHZh9BBcQxccNegUI7wEQAQ&mstk=AUtExfDijmCOZOCACKknNnYfTYbXARTkckaDwe57Tap2JqBBv5hiuJmEHw6NOccHWhzozv_lAXbYUHiD3lFzOit5jRw4asz9KkZEW6KfB1URjA9qujuWoJflfSBUh5Z02Qy9ZNPbSPp_UN3EvzBNY54gOwzLaeupXFHqQPUKKWhV5cRN7T6gqDaha1cyQJ7C0k5a1UVz&csui=3
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