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1 (a) Define Hash Function. With the help of neat diagrams, explain the applications of 
Hash Function 
 
SCHEME & SOLUTION 
Definition -2 Marks, Applications - 4 Marks 

 
 
Applications of Cryptographic Hash Functions: 

Message Authentication 
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•It is a mechanism or service used to verify the integrity of a message. 

•Assures that data received is exactly as sent. 

•When hash function is used for authentication, it is referred as message digest. 

•The sender computes a hash function of the bits in the message and transmits 
both the hash value and the message. The receiver performs the same hash 
calculation on the message bits and compares this value with the incoming has 
value. If there is a mismatch, the receiver knows that the message (or hash value) 
has been altered. 

 

Digital Signatures 

•The hash value of the message is encrypted with a user’s private key. 

 

 



 

One-way Password file 

•Hash of the passwords are stored by an operating system rather than password 
itself. 

•When a user enters a password, hash of that password is compared to the stored 
has value for verification. 

•Intrusion detection and virus detection 

•Store H(F) for each file on a system and secure the hash value. 

•One can determine if a file has been modified by recomputing H(F). 
 

1 (b) Explain Public Key Authority and Public Key Certificate techniques to distribute 
the public keys. 
 
SCHEME & SOLUTION 
Public Key Authority - 2 Marks, Public Key Certificate - 2 Marks 
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Public Key Certificates 

•Suggested by Kohnfelder, to exchange keys without contacting a public-key 
authority. 

•A certificate consists of a public key, an identifier of the key owner, and the whole 
block signed by a trusted third party. 

•Typically, the third party is a certificate authority, such as a government agency or 
a financial institution. 

•A user can present his or her public key to the authority in a secure manner and 
obtain a certificate.  

 



 
 
 

2 (a) Describe briefly the Public Key Infrastructure (PKI) model with the help of a neat 
diagram. 
SCHEME & SOLUTION 
Diagram - 2 Marks, Explanation - 3 Marks 
 
PUBLIC KEY INFRASTRUCTURE 
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The principal objective for developing a PKI is to enable secure, convenient, and 
efficient acquisition of public keys. The Internet Engineering Task Force (IETF) 
Public Key Infrastructure X.509 (PKIX)  set up the model based on X.509. 
•End entity: A generic term used to denote end users, devices. 
•Certification authority (CA): The issuer of certificates and certificate revocation 
lists (CRLs). 
•Registration authority (RA): Often associated with the end entity registration 
process but can assist in a number of other areas as well. 
•CRL issuer: An optional component that a CA can delegate to publish CRLs. 
•Repository: A generic term used to denote any method for storing certificates 
and CRLs so that they can be retrieved by end entities.  
•Registration: This is the process whereby a user first makes itself known to a 
CA. 
•Initialization: Before a client system can operate securely, it is necessary to 
install key materials. 
•Certification: CA issues a certificate for a user’s public key, returns that 
certificate to the user’s client system, and/or posts that certificate in a repository. 
•Key pair recovery: Key pair recovery allows end entities to restore their 
encryption/decryption key pair from an authorized key backup facility. 
•Key Pair Update: All key pairs need to be updated regularly and new certificates 
issued. 
•Revocation request: An authorized person advises a CA of an abnormal situation 
requiring certificate revocation. 
•Cross certification: Two CAs exchange information used in establishing 

Cross-certificate.  
2(c) With the help of a neat diagram explain various fields in X.509 Certificate format. 

SCHEME & SOLUTION 
Diagram - 2 Marks, Explanation - 3 Marks 
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3 (a) 

With the help of a neat diagram, explain the NIST Model for Electronic User 
Authentication 
SCHEME & SOLUTION 
Diagram - 2 Marks, Explanation - 3 Marks 
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3 (b) Differentiate Kerberos Version 4 and Version 5. 
 
SCHEME & SOLUTION 
Differences - 5 Marks 
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4 With the help of suitable diagrams, explain the architecture and phases of TLS 

(Transport Layer Security). 
SCHEME & SOLUTION 
Diagram - 2 Marks, Phases - 8 Marks 
 

 

 
 
 
 
 

 
10 

CO4 L2 

 



 



Phase 1: 

 



Phase 2: 

 
 

 



 
Phase 3: 

Phase 4: 

 
 

 



5 (a)  Write a note on the following: 
1.​ S/MIME Functionality 
2.​ Types of S/MIME Messages​  

 
SCHEME & SOLUTION 
Functionality - 2 Marks, Types - 3 Marks 
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5 (b) With the help of a relevant diagram, explain the functional flow of DKIM . 
 
SCHEME & SOLUTION 
Diagram - 2 Marks, Explanation - 3 Marks 
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6(a) Depict and explain IPSec architecture and explain the parameters for security 
association 
 
SCHEME & SOLUTION 
Diagram - 2 Marks, Explanation - 4  Marks 
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6 (b) With the help of a neat diagram explain the ESP packet format. 

 
SCHEME & SOLUTION 
Diagram - 2 Marks, Explanation - 2 Marks 
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