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MODULE - 1 

1 a. Explain fundamental characteristics and data representation in data 
communication 
 
SOLUTION 
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 b. Discuss types of connection and the basic topologies in networks 
 
SOLUTION 
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 c. Explain packet switching and circuit switching with neat diagrams 
 
SOLUTION 
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OR 

2 a. Explain the layers of TCP/IP Protocol Suite. 
 
SOLUTION 
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 b. Explain types of packet switched networks and evaluate the total delay 
time of both 
 
SOLUTION 
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MODULE -2 

3 a. Explain types of errors and Hamming distance. Find the Hamming 
distance between the following: 
(i) d(000,011) 
(ii) d(10101, 11110) 

8 L3 CO2 



 
SOLUTION 
 

 

 
 
Hamming distance between  
d(000,011) =2  
d(10101, 11110) = 3) 
 
 

 b. Describe the working of CRC encoder and decoder. Perform division 
with respect to the following: 
Data word: 1001 
Divisor: 1011 
 
SOLUTION 
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4 a. Explain stop-and-wait protocol with FSM. 
SOLUTION 
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 b. Explain the three types of frames in HDLC. 
 
SOLUTION 
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 c. Discuss controlled-access protocol using reservation method 
SOLUTION 
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MODULE - 03 

5 a. Explain the services offered by network layer 
 
SOLUTION 
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 b. Define address space. Differentiate between classful addressing and 
classless addressing 
SOLUTION 
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 c. Explain Network Address Resolution (NAT) with a neat diagram 
SOLUTION 
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  OR    

6 a. Explain IPV6 packet format in detail 
 
SOLUTION 
 

6 L2 CO2 



 

 

 



 
 
 

 b. Discuss D-V routing highlighting the importance of distance vector. 
 
SOLUTION 
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 c. Describe BGP protocol in detail. 
SOLUTION 
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MODULE 4 

7 a. Explain the concept of port numbers mentioning ICANN ranges. 
SOLUTION 
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 b. Explain Go-Back-N protocol. 
SOLUTION 
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 c. Explain TCP segment format with a neat diagram 
SOLUTION 
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8 a. Discuss the connection establishment in TCP. 
SOLUTION 
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 b. Explain error control in TCP using acknowledgements 
 
SOLUTION 
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 c. Discuss three algorithms for handling congestion in TCP 
 
SOLUTION 
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Congestion Detection: 
Before discussing how the value of cwnd should be set and changed, we 
need to describe how a TCP sender can detect the possible existence of 
congestion in the network.  
 
 
The TCP sender uses the occurrence of two events as signs of congestion in 
the network: time-out and receiving three duplicate ACKs.  
 
1. Packet Timeout 
If the sender doesn’t receive an ACK within the Retransmission Timeout 
(RTO) period →​
it assumes the packet was lost due to congestion (not corruption). 
 
2. Duplicate ACKs (Fast Retransmit) 
If a packet is lost but the receiver still gets later packets,​
the receiver keeps sending duplicate ACKs (same ACK number repeatedly). 
 
Congestion Policies 
 
Slow Start: Exponential Increase - Congestion Avoidance 
 
The slow-start algorithm is based on the idea that the size of the congestion 
window (cwnd) starts with one maximum segment size (MSS), but it 
increases one MSS each time an acknowledgment arrives.  
 



 
 
Congestion Avoidance: Additive Increase 
If we continue with the slow-start algorithm, the size of the congestion window 
increases exponentially.  
 
Time = cwnd + 1 = 1 + 1 = 2→ 2 
1 = cwnd + 2 = 2 + 2 = 4→ 2^2 = cwnd + 4 = 4 + 4 = 8→ 2^3  
 
TCP defines another algorithm called congestion avoidance, which increases 
the cwnd additively instead of exponentially.  



 
 
 
 
 

MODULE - 5 

9 a.  Discuss application layer paradigms with neat diagram 
 
SOLUTION 
 
Application Layer Paradigms • To use the internet, we need two application 
programs to interact with each other. To enable the communication, two 
paradigms are developed: • Client-server paradigm • Peer-to-peer paradigm  
 
Client-Server Paradigm • Most popular and traditional paradigm. • In this 
paradigm, the service provider is an application program called server. It runs 
continuously, waiting for another application program called client. • Some 
server process can provide a specific type of service to many clients. • The 
server must be running all the time 
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Peer-to-Peer Paradigm • Often abbreviated as P2P paradigm, does not 
need for a server process to be running all the time. • Responsibility is shared 
between the peers.   
 

 
 

 b. Explain the use of sockets in process-to-process communication. 
 
SOLUTION 

Use of Sockets in Process-to-Process Communication 

Sockets play a vital role in enabling process-to-process communication in 
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computer networks. A socket is defined as an endpoint of communication that 
allows application processes running on different hosts or the same host to 
exchange data through a network. 

Identification of Processes 

In a networked environment, multiple processes may run simultaneously on a 
single machine. While an IP address identifies a host, it cannot identify a 
specific process. Sockets solve this problem by combining the IP address and 
port number, thereby uniquely identifying a process. 

Communication Mechanism 

For communication, a server process creates a socket and binds it to a 
known port number. A client process creates its own socket and initiates a 
connection request to the server’s socket. Once the connection is 
established, data can be exchanged bidirectionally between the two 
processes. 

Interface to Transport Layer 

Sockets provide a programming interface between the application layer and 
the transport layer. Applications use socket APIs to send and receive data 
without dealing with low-level network details such as routing and error 
control. 

Types of Sockets 

Sockets are mainly classified into: 

●​ Stream sockets (TCP): Provide reliable, connection-oriented 
communication with ordered data delivery.​
 

●​ Datagram sockets (UDP): Provide connectionless communication 
with faster but unreliable data transfer.​
 

Multiplexing and Demultiplexing 

Sockets enable the operating system to perform multiplexing and 
demultiplexing of data. Incoming data packets are delivered to the correct 
process based on the destination port number associated with the socket. 

Applications of Sockets 

Sockets are widely used in client-server applications such as web browsers 
and web servers, email services, file transfer systems, and cloud-based 
applications, enabling seamless communication between distributed 
processes. 



 
 

 c. Discuss the connection types in HTTP along with formats of messages. 
 
SOLUTION 
 
HTTP: 
Hyper Text Transfer Protocol (HTTP) is used to define how the client-server 
programs can be written to retrieve web pages from the web. • A HTTP client 
sends a request; a HTTP server returns a response. • Server uses a port 
number 80; client uses a temporary port number. • Connection is established 
before data exchange and is terminated after data exchange 
 
 If the web pages are located on different servers, a new connection is made 
for every server. If some objects are located on the same server, we have two 
choices: • To retrieve each object using a new TCP connection. 
(Non-Persistent Connection) • To make a TCP connection and retrieve them 
all. (Persistent Connection) 
 

 
 
Message Formats • HTTP protocol defines the format of the request and 
response messages. • Each message made up of 4 sections. • The first 
section in the request message is called the request line. • The first section in 
the response message is called the status line. • The other three sections 
have the same names in request and response messages.  
 
Message Formats: Request Message •There are three fields in this line 
separated by one space and terminated by two characters. •Method: Defines 
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the request type. 
 
Message Formats: Response Message •A response message consists of a 
status line, header lines and a blank line, and sometimes a body. 
 

 
 
 

OR 

1
0 

a. Explain POP and IMAP protocols 
 
SOLUTION 
 
POP: 
The client POP3 software is installed on the recipient computer. The server 
POP3 software is installed on the mail server. • Initiated when user needs to 
download its e-mail from the mailbox. • The client opens a connection to the 
server on TCP port 110. • Sends username and password to access the 
mailbox.  
 
POP has two modes: • Delete mode: The mail is deleted from the mailbox 
after each retrieval. • Keep mode: The mail remains in the mailbox after 
retrieval.  
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IMAP4 • Internet Mail Access Protocol, Version 4 , is similar to POP3. • A 
user can check the e-mail header prior to downloading. • A user can search 
the contents of the e-mail for a specific string of characters prior to 
downloading. • A user can partially download e-mail. • A user can create, 
delete or rename mailboxes on the mail server. • A user can create a 
hierarchy of mailboxes in a folder for e-mail storage. 
 

 b. Discuss the applications of SSH Protocol 
 
SOLUTION 
SSH:Secure Shell  
Originally designed to replace TELNET. • Used for several purposes such as 
remote logging and file transfer. • Two versions of SSH • SSH-1 : Deprecated 
because of security flaws • SSH-2  
 
Applications  
SSH for remote Logging: Several free and commercial applications use 
SSH for remote logging. (Putty, Tectia) 
 • SSH for File Transfer: SFTP (Secure FTP) is used for file transfer.  
• Port Forwarding: Creates a tunnel through which the messages belonging to 
other protocol can travel. (SSH Tunnelling)   
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 c. Explain resolution in DNS. 
 
SOLUTION 
 
Resolution: 
If the server has the information, it provides to the resolver. • otherwise, it 
either refers the resolver to other servers or asks other servers to provide the 
information. • After the resolver receives the mapping, it delivers the result to 
the process that requested it. 
 
Resolution can be of two types: • Recursive Resolution • Iterative 
Resolution    
 

 

Recursive DNS resolution is a process in which the DNS server takes 
complete responsibility for resolving a domain name into its corresponding IP 
address.​
 When a client sends a recursive query, the DNS server must return either the 
final IP address or an error message. The client does not contact any other 
DNS servers during this process. 

The recursive DNS server performs multiple queries on behalf of the client by 
contacting root DNS servers, top-level domain (TLD) servers, and 
authoritative DNS servers until the required IP address is obtained.​
 Recursive resolution typically uses caching, which improves performance 
and reduces network traffic for repeated queries. 

8 L2 CO3 



 

 

Iterative DNS resolution is a process in which a DNS server does not take 
full responsibility for resolving a domain name.​
 Instead, each DNS server responds with the best information it has, usually a 
referral to another DNS server that is closer to the requested domain. 

In this method, the client or resolver repeatedly queries different DNS servers 
(root, TLD, authoritative) until the final IP address is obtained.​
 Each server only provides partial information and does not guarantee the 
final resolution. 
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