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w, " Module — 4 e
Severﬁtﬂ)Semester B.E./B.Tech. Degree Exam;natlon, Dec.2025/Jan.2026 Q.7 | a. | Explain web security considerations. 8 | L2 | CO4

Data Security and Prlvacy

b. | Illustrate the working of Transport Layer Security (T LS) : 6 | L2 | CO4
* Max. Marks: 100 _ _ : B
c. | What is a Security Parameters Index (SPI) in IP 'security? 6 | L2 | CO4
Note: 1. Answer any FIVE full questions, choosmg ONE Sfull question ﬁ‘om each module. ;
2. M : Marks, L: Bloom’s level, C: Course outcomes. €
Modules 1A 7 . ML C OR )
Q1 | a. | Explain the model for network sectrity.with a neat diagram. _ * 10 12 [ Col Q.8 | a. | Describe the IP security overview and the need for IP security pohc1es. 8 | L2 | CO4
: b e taret : S ? t
b. | What is Steganography? Describe different methods with examples. 10 | L2 | CO1 b2 etis Encppeating ecurlty Payload Gl purpose b
- / 5 c. | Illustrate the role and phasgs of Internet Key Exchange (IKE) protocol. 6 | L2 | CO4
@ OR ® e »"' 5 o
Q.2 | a. | Explain the play fair c1pher encryption and decryptlon process with an | 10 | L2 | CO1 - Module — 5
sxample. ; & Q.9 | a. | Discuss various data h1d1ng techniques in text: k 10| L2 | COS
b. | Discuss varigys gubstitution techniques used"i'n classical encryption. 10] L2-| co1 b. | Explain the LSB (Least Significant Bit) encodlng technique with a suitable | 10 | L2 | COS5
| Ao example £
g, 4 G sz 2 ({f
Mod_ule s’ — £ "G v ra 31% ij’_;&;bg&"
Q.3 | a. | Explain the principles of public-key cryptosystem with a:ne L2 | CO2 < OR 0, ° C&&\uﬁ\h
; 5 10 | a. | Explain wat ki d its,i fuiti d digital methods. . 10 | L2
b. | Write a short note on pubhc key cryptanalysm L2 | CO2 Q Sl i e 1s1n ek o
A\ P Tb. | Tustrate th ss of data hiding in fext using | text techniques. | 10 | L2
c. | Illustrate the securlty features of ECC with' examples AR 4 | L2 | CO2 B e e ﬂa s us gﬁ{mnocuous oKL SCRAEs &0
*** *%;
OR

Q.4 | a. | Explain the Diffie-Hellman key exchange algorithm Wlth an example and | 10 | L2 | CO2
diagram. »

b. How does the Man-in-the’ Mlddle attack affeqt leﬁe-Hellman‘7 Explain. 6 | L2 | CO2

w

¢ What is the role of a. Pseudo Random Number Generator (PRNG) in |4 | L2 | CO2

cryptography? £

Module - 3
Q.5 | a. | Describe key management fundamentals with neat diagram. 10| L2 | CO3
b. | Explain the governing aspeets of key management. 10| L2 | CO3

OR

Q.6 | a. | Discuss the key generation, establishment and storage methods. 10 | L2 | CO3
b. | Explain the"hnportance of key usage and storage in cryptosystems. 10| L2 | CO3
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