Important Note : 1. On completing your answers, compulsorily draw diagonal cross lines on the remaining blank pages.

50, will be treated as malpractice.

2. Any revealing of identification, appeal to evaluator and /or equations written eg, 42+8
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Time: 3 hrs.

Cryptography

Max. Marks: 100

Note: Answer any FIVE full questions, choosing ONE full question from each module.

. Module-1
Explain the model of symmetric cryptosystem with a neat diagram. (06 Marks)
Decrypt a message “PFOGOANPGXFX” using Hill cipher with a key
24 5
K=|9 2 [ (10 Marks)
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Explain Caesar cipher with an example. (04 Marks)

OR
Encrypt the plain text “CRYPTOGRAPHY” using playfair cipher with a key
“HILL CIPHER”, also give rules for encryption. (06 Marks)

Find the greatest common divisor (2740, 1760) using Euclidian algorithm and explain the

algorithm. (10 Marks)

List out the properties of modular arithmetic for integer in Z, . (04 Marks)
Module-2

With the help of'a block diagram explain DES encryption algorithm. (10 Marks)

Briefly describe shift rows with an example in AES algorithm. (04 Marks)

Explain the parameters and design features of Feistel network. (06 Marks)

OR

Explain AES encryption process with a neat diagram. (10 Marks)

What is the difference between stream cipher and block cipher? (04 Marks)

Explain the AES key expansion algorithm. (06 Marks)
Module-3

Define and list the axioms of Rings and Fields. (06 Marks)

State and prove Eulers theorem. (06 Marks)
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Construct an addition and multiplication table for GF(7) and find the values for additive and

multiplicative inverse. (08 Marks)

OR

State and prove Fermat’s Theorem and calculate 30°°*° mod 19 using the theorem.
(10 Marks)

Calculate the totient function for

(1) $(240) (i) ¢(14) (06 Marks)
Define and list the axioms of Groups. (04 Marks)
Module-4
Explain how Diffie Hellman key exchange algorithm is used to exchange secret keys.
Consider the elliptic curve Ea3(1, 1), P=(3, 10) and Q=09,7). e
(10 Marks)

Find (i) P+ Q (i) 2P
OR

Perform encryption and decryption using RSA algorithm for P =7, Q = 11, e = I3 and
M=5. (10 Marks)

Explain the scheme of public key cryptosystem for both authentication and secrecy. List the
applications of public key cryptosystem. (06 Marks)

Briefly describe the ways of attaching RSA algorithm. (04 Marks)
Module-5 ° Xk
:ANGALORE - 560 037
Explain linear feedback shift register with necessary diagrams and example. (10 Marks)

Explain the stream ciphers generalized Geffe generator, Threshold generator and Jennings
generator with neat diagram. (10 Marks)

OR

Write a note on :
(1) AS
(ii) Hughes XPD/KPD

(111) Rambutan (10 Marks)

Elaborate Beth Piper stop and go generator, Alternating stop and go generator and Bilateral
stop and go generator of stream ciphers using LFSR’s. (10 Marks)
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