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Q.1 | a : ‘text “HILLCIPHER” g’y a plymg the! 7 | L3 | CO1
- {03 02}
08 05 o
b. | Write a short note on St ography and its advantage§ and disadvantages. | 6 | L2 | CO1
£% .
c. | With a neat dlagram1 explain the model for g W 7 | L2 | CO1
OR
Q.2 | a. | State the. rﬁg s used for encryptlon PLAYFAIR 01pher and encrypt the | 7 { L3 | CO1
messaggm@) YMPUTER” usmg th G” using
PLAYFAIR cipher. N’
b. e, — time pad encrymgpn techmques VQ’B& al 7 | L2 CO1
example and their dlfﬁcultle$.4 a7 e
¢. | With a block dlagrgén, éxplain the var10us‘?€gs mvolved n ggi@fh@p‘tlon and | 6 | L2 | CO1
key generatlon of tthES algorithm. & i % | %) ¥
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Q3 |a y exchange al ar’i?;g 8 | L2 |CO2
%
b. Perform @ncryptlon and de(g t?%n using the RSA algorithm given public | 7 | L3 | CO2
17 and 31 ai' imessage 3

c. {D‘é r1be the ﬁmdagg&%ﬁtﬂal requirements tha%%‘pubhc key cryptosystemmust | § | L2 | CO2

P meet to ensure Secﬂﬂty

Nt “OR
Q.4 | a. | Explain brlcﬂy the elhptlc eurve cryptography and mention two! 8 | L2 | CO2
applications. " ‘
b.|Letq=719and g=35, Xax 157 , Xb = 293, Use the Diffie Heliman Key | 7 | L3 | CO2
exchange algorithm to fihd Ya , Yb and Secret key K.
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Q.5 | a. | Explain the symmetric key distribution using Asymnlqt»;:ic @ﬁcffyption. L2 | CO3
b. | Explain the role of cryptographic hash funct1ons 1;;1 "essage authentication L2|CO3 |
with a neat diagram.
c. | Discuss the general elements of an X.509 ¢ %}E }ﬁate L2 | CO3
|
Q.6 | a. @% a neat diagram, how" key usage L2 | CO3
ecryptlon using control Vectors
b. he;‘fPubhc Key Infrastructuré X 509 (PKIX) L2 | CO3
c. arious schemes of pubhc key distribution. | L2 | CO3
]
T Module — ’
Q.7 | a. | Explain ﬁmé‘ﬁoﬁs and cryptographic a:lgonthms used in S/MIME 12 | CO4
ﬁmctlonalggy L % &
o gaw |
b. L2 | CO4
c L2 | CO4
Q.8 |a. L2 | CO4 |
b. L2 | CO4
with a neat dlagram
/g & |
c. Elaborate*:gg ~the various secunty,&,:approachcs that addrcss web security L2 | CO4
threats.§, - Poa L '
%’t&g—' ) & "%}3’ & '
, 12 Module - 5.
Q9 |a. »sﬁ%v does Domain Keys’ dentified Mail (E&M) address the threats posed L2 | CO5
‘ffbg; email attackers faﬁd‘ what is its strategysfor email authentication?
&5. %"m |
b. | Explain Intemet Key Exchange (Ig)ﬁ ey determination features. L2 | CO5 |
¢. | Explain Basw combmatlonsﬁgf Stcurity Associations. L2 i COs
Q.10 | a. | Illustrate the key components of the Internet mail architecture with a clear L2 | CO5
diagram. - l
eMRIT LIBRATS L
b. | Explain the Encapsulating IP Security Payload. BANGALURE® L2  COS
_ ¢ _
¢. | Describe 4] ﬁ.mctional flow of Domain Keys Identified Mail (DKIM). L2 | COS5
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