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Any revealing of identification, appeal to evaluator and /or equations written eg, 42+8

Important Note : 1. On completing your answers, compulsorily draw diagonal cross lines on the remaining blank pages.
%)

Module-1
Describe Playfair Cipher Algorithm. Find the Ciphertext for plaintext * instruments” with
Key =“MONARCHY”. (10 Marks)
Describe Hill Cipher Algorithm. Using Hill-Cipher algorithm perform Encryption and
Decryption for the plaintext = “ Paymoremoney”. Given,

17 7 &5 4 9 15

Key > K=|21 18 21|&K"'=|15 17 6 (10 Marks)
%, @J 19 24 017

OR
[llustrate with neat diagram Fiestel Cipher Structure for Encryption and Decryption.

(10 Marks)

Illustrate with neat diagram DES Encryption algorithm. (10 Marks)
Module-2

Differentiate Public Key Encryption and Conventional Encryption. (04 Marks)

Describe the steps of RSA algorithm. Using RSA algorithm, derive public key, private key
and perform Encryption and decryption for message M = 9.

Assume p=3,q=11,e=3. (10 Marks)
With neat diagram, explain authentication and secrecy in Public Key Cryptosystem.
(06 Marks)
OR

Explain Diffie — Hellman Key Exchange algorithm.” Users A & B use Diffie — Hillman Key
Exchange technique, common prime q = 11 and prime time root alpha (o ) = 7.

i) If user A has private key Xa = 3. What is'A’s public key Y A?

ii) If user B has private key Xg= 6. What is B’s public key Yg?

iii) What is the Shared Secret Key? (10 Marks)
Discuss Elgamal Crypto System. Perform encryption and decryption using
q=19, alpha(e) =10, k=6, M=17, Xa=35, Ya=3. (10 Marks)
Module-3

[lustrate Symmetric Key Distribution using Symmetric Encryption involving KDC.

(08 Marks)
Explain Transparent Key Control Scheme. (07 Marks)
Write a note on Session Key Lifetime. (05 Marks)
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OR
Illustrate secret key distribution with confidentiality and authentication using asymmetric
encryption. (07 Marks)

Define Control Vector. Explain the coupling and Decoupling process of control vectors.
(07 Marks)

Illustrate the distribution of Public Key with respect to Public — key Authority. (06 Marks)

Module-4
With neat diagram explain the general format of X.509 certificate, along with notation to
define a certificate. (10 Marks)
With neat diagram bring out the relationship among the key elements of PKIX Model along
with PKIX management functions. (10 Marks)
OR
Explain Kerberos Version 5 message exchange with neat diagram. (10 Marks)
Illustrate Mutual authentication and one way authentication with respect to remote user
authentication using Symmetric Encryption. (10 Marks)
Module-5

Describe in detail PGP ( Pretty Good Privacy) Cryptographic functions. (10 Marks)
List the Limitations of SMTP scheme. (04 Marks)
List the elements of MIME and describe the various header fields defined in MIME.

(06 Marks)
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Illustrate the IP traffic processing for outbound and inbound packets. (10 Marks)
With a neat diagram explain the top level format of ESP packet and also the substructure of
payload data. (10 Marks)
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